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NEW QUESTION 1
Which two protocols are used to enable administrator access of a FortiGate device? (Choose two.)

A.FTM

B. SSH
C.HTTPS

D. FortiTelemetry

Answer: BC

NEW QUESTION 2
Refer to the exhibit.

# diagnose test application ipsmonitor

Display IPS5 engine information
Toggle IPS engine enable/disable status
Display restart log

: Clear restart log

Toggle bypass status

: Submit attack characteristics now
10: IPS gueue length

11: Clear IPS qgueue length

12: IPS L7 socket statistics

13: IPS session list

14: IPS NTurbo statistics

15: IPSA statistics

§7: Start all IPS engines

G8: Stop all IPFS engines

%%: Restart all IPS engines and monitor

L e L B =

h

Examine the intrusion prevention system (IPS) diagnostic command shown in the exhibit.
If option 5 is used with the IPS diagnostic command and the outcome is a decrease in the CPU usage, what is the correct conclusion?

A. The IPS engine is unable to prevent an intrusion attack.
B. The IPS engine is inspecting a high volume of traffic.

C. The IPS engine will continue to run in a normal state.
D. The IPS engine is blocking all traffic.

Answer: B

NEW QUESTION 3
Which three methods are used by the collector agent for AD polling? (Choose three.)

A. FortiGate polling
B. NetAPI

C. Novell API

D. WMI

E. WinSecLog

Answer: BDE

NEW QUESTION 4
Which two attributes are required on a certificate so it can be used as a CA certificate on SSL inspection? (Choose two.)

A. The keyUsage extension must be set to keyCertSign.

B. The CA extension must be set to TRUE.

C. The issuer must be a public CA.

D. The common name on the subject field must use a wildcard name.

Answer: AB

NEW QUESTION 5

A network administrator enabled antivirus and selected an SSL inspection profile on a firewall policy. When downloading an EICAR test file through HTTP,
FortiGate detects the virus and blocks the file. When downloading the same file through HTTPS, FortiGate does not detect the virus and does not block the file,
allowing it to be downloaded.

The administrator confirms that the traffic matches the configured firewall policy.

What are two reasons for the failed virus detection by FortiGate? (Choose two.)

A. The website is exempted from SSL inspection.

B. The EICAR test file exceeds the protocol options oversize limit.

C. The selected SSL inspection profile has certificate inspection enabled.
D. The browser does not trust the FortiGate self-signed CA certificate.
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Answer: AD

NEW QUESTION 6
Which timeout setting can be responsible for deleting SSL VPN associated sessions?

A. SSL VPN idle-timeout

B. SSL VPN http-request-body-timeout
C. SSL VPN login-timeout

D. SSL VPN dtls-hello-timeout

Answer: A

NEW QUESTION 7

Refer to the exhibit.

The exhibit shows a diagram of a FortiGate device connected to the network, the firewall policy and VIP configuration on the FortiGate device, and the routing
table on the ISP router.

When the administrator tries to access the web server public address (203.0.113.2) from the internet, the connection times out. At the same time, the administrator
runs a sniffer on FortiGate to capture incoming web traffic to the server and does not see any output.

ISP router

77

wanl portl

dmz
172.16.1.254 192.2.9.2 192.2.0.1
Web server
172.16.1.18
Routing table:
Firewall policy: ViP: :: l':i I,J l|_I |I.;;.I.: I:_.‘s.i:: !:-Ir.: -
(1) (WebServer-Ext) B
name: Internet-to-DMZ type: static-nat
action: accept extip: 203.0.113.2
srcaddr: 0.0.0.0/0 extintfl: wanl
srcintf: wanl mappedip: 172.16.1.10
dataddr: WebServer-gExt portiorward: disable
dstintf: dmz arp-reply: disable
service: ALL
schedule: always
match-vip: disable

Based on the information shown in the exhibit, what configuration change must the administrator make to fix the connectivity issue?

A. Configure a loopback interface with address 203.0.113.2/32.

B. In the VIP configuration, enable arp-reply.

C. Enable port forwarding on the server to map the external service port to the internal service port.
D. In the firewall policy configuration, enable match-vip.

Answer: D

NEW QUESTION 8
Which two settings are required for SSL VPN to function between two FortiGate devices? (Choose two.)

A. The client FortiGate requires a manually added route to remote subnets.

B. The client FortiGate requires a client certificate signed by the CA on the server FortiGate.
C. The server FortiGate requires a CA certificate to verify the client FortiGate certificate.

D. The client FortiGate requires the SSL VPN tunnel interface type to connect SSL VPN.

Answer: BC

NEW QUESTION 9

Refer to the exhibits.

The exhibits show the SSL and authentication policy (Exhibit A) and the security policy (Exhibit B) for Facebook.
Users are given access to the Facebook web application. They can play video content hosted on

Facebook, but they are unable to leave reactions on videos or other types of posts.
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Security Profiles

Firewall / Network Options

Edit Policy

Mame €@ Facebook 55L Inspection
Incoming Interface ™ port2

Outgoing Interface ™ portl

Source = an

Destination = all

Service @ ALL

o Central NAT is enabled so MAT settings from matching Central
SMNAT policies will be applied.

sSL Inspection 9 certificate-inspection - &

Exhibit A| Exhibit B

Edit Policy

Name ©
Policy Mode €

Incoming Interface

Outgoing Interface

Source

Destination

Schedule
Service

Application

URL Category

Action

Protocol Options

Facebook Access
Learn Mode
™ port2
+
™ portl
+
= all
+
= all
+
(o always
Specify
3 Facebook

K7 Facebook_Like.Button

K3 Facebook_Video.Play
+

+
U ddigl @ DENY

Firewall/Network Options

20 default

v &

Which part of the policy configuration must you change to resolve the issue?

A. Force access to Facebook using the HTTP service.
B. Make the SSL inspection a deep content inspection.
C. Add Facebook in the URL category in the security policy.
D. Get the additional application signatures required to add to the security policy.

Answer: B
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NEW QUESTION 10

An administrator has configured the following settings:
config system settings

set ses-denied-traffic enable

end

config system global

set block-session-timer 30

end

What are the two results of this configuration? (Choose two.)

A. Device detection on all interfaces is enforced for 30 minutes.
B. Denied users are blocked for 30 minutes.

C. The number of logs generated by denied traffic is reduced.
D. A session for denied traffic is created.

Answer: AC

NEW QUESTION 10
Refer to the exhibit.

Which contains a session diagnostic output. Which statement is true about the session diagnostic output?

A. The session is in SYN_SENT state.

B. The session is in FIN_ACK state.

C. The session is in FTN_WAIT state.

D. The session is in ESTABLISHED state.

Answer: A

Explanation:
Indicates TCP (proto=6) session in SYN_SENT state (proto=state=2) https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 11
Which two inspection modes can you use to configure a firewall policy on a profile-based next-generation firewall (NGFW)? (Choose two.)

A. Proxy-based inspection
B. Certificate inspection

C. Flow-based inspection
D. Full Content inspection

Answer: AC

NEW QUESTION 13

Which two statements are correct about NGFW Policy-based mode? (Choose two.)

A. NGFW policy-based mode does not require the use of central source NAT policy

B. NGFW policy-based mode can only be applied globally and not on individual VDOMs

C. NGFW policy-based mode supports creating applications and web filtering categories directly in afirewall policy

D. NGFW policy-based mode policies support only flow inspection

Answer: CD

NEW QUESTION 18
Refer to the exhibit.
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Network Dlagram
Local-FortiGate
Router . port2
WAN(port1) )
10.200.1.1 (K N

™
§

~_10.200.3.0/24 waN(portd)
: 10.200.3.18

Remote-FortiGate

LAN(port3)
10.0.1.254

DN
'Q\ 10.0.1.10

-
“'r.l
g

Local-Client

N

10.200.1.0/24

LAN(port6)
10.0.2.254

Remote-Client

Central SNAT Policies Local-FortiGate

* CreateNew & t b Search

D From To Source Address  Protocol Number

Destination Address

Q

Translated Address

2 [ LAN(port3) [ WAN(port1) 2 all 6 & REMOTE_FORTIGATE (@& SNAT-Pool
1 ™ LAN(port3) ™ WAN(port1) = all 1 = al (& SNAT-Remote1
3 ™ LAN(port3) ™ WAN(port1) = all 2 = all & SNAT-Remote
IP Pool Local-FortiGate
4 CreateNew~ # Edit (g Clone ® Delete | Search Q
Name = External IP Range = Type = ARP Reply =
@ SNAT-Pool 10.200.1.49-10.200.1.49  Overload @ Enabled
@ SNAT-Remote 10.200.1.149-10.200.1.149 Overload @ Enabled
@ SNAT-Remote!  10.200.1.99-10.200.1.99  Overload @ Enabled

Protocol Number Table

Protocol Number Table
Protocol Protocol Number
TCP 6
ICMP 1
IGMP 2

The exhibit contains a network diagram, central SNAT policy, and IP pool configuration. The WAN (portl) interface has the IP address 10.200. 1. 1/24.

The LAN (port3) interface has the IP address 10.0. 1.254/24.

A firewall policy is configured to allow to destinations from LAN (port3) to WAN (portl). Central NAT is enabled, so NAT settings from matching Central SNAT

policies will be applied.

Which IP address will be used to source NAT the traffic, if the user on Local-Client (10.0. 1. 10) pings the IP address of Remote-FortiGate (10.200.3. 1)?

A. 10.200. 1. 149
B.10.200.1.1
C. 10.200. 1.49
D. 10.200. 1.99

Answer: D

NEW QUESTION 20

Which of the following statements is true regarding SSL VPN settings for an SSL VPN portal?

A. By default, FortiGate uses WINS servers to resolve names.

B. By default, the SSL VPN portal requires the installation of a client's certificate.
C. By default, split tunneling is enabled.

D. By default, the admin GUI and SSL VPN portal use the same HTTPS port.

Answer: D
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NEW QUESTION 21
Which three statements are true regarding session-based authentication? (Choose three.)

A. HTTP sessions are treated as a single user.

B. IP sessions from the same source IP address are treated as a single user.

C. It can differentiate among multiple clients behind the same source IP address.
D. It requires more resources.

E. It is not recommended if multiple users are behind the source NAT

Answer: ACD

NEW QUESTION 25
Refer to the web filter raw logs.

Based on the raw logs shown in the exhibit, which statement is correct?

A. Social networking web filter category is configured with the action set to authenticate.
B. The action on firewall policy ID 1 is set to warning.

C. Access to the social networking web filter category was explicitly blocked to all users.
D. The name of the firewall policy is all_users_web.

Answer: A

NEW QUESTION 27
Examine this PAC file configuration.
Which of the following statements are true? (Choose two.)

A. Browsers can be configured to retrieve this PAC file from the FortiGate.

B. Any web request to the 172.25. 120.0/24 subnet is allowed to bypass the proxy.

C. All requests not made to Fortinet.com or the 172.25. 120.0/24 subnet, have to go through altproxy.corp.com: 8060.
D. Any web request fortinet.com is allowed to bypass the proxy.

Answer: AD

NEW QUESTION 30
Which three criteria can a FortiGate use to look for a matching firewall policy to process traffic? (Choose three.)

A. Source defined as Internet Services in the firewall policy.

B. Destination defined as Internet Services in the firewall policy.
C. Highest to lowest priority defined in the firewall policy.

D. Services defined in the firewall policy.

E. Lowest to highest policy ID number.

Answer: ABD

Explanation:

When a packet arrives, how does FortiGate find a matching policy? Each policy has match criteria, which you can define using the following objects:
* Incoming Interface

« Outgoing Interface

» Source: IP address, user, internet services

« Destination: IP address or internet services
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« Service: IP protocol and port number
» Schedule: Applies during configured times

NEW QUESTION 34

Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server) have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Answer: D

NEW QUESTION 39

Which two statements are correct about a software switch on FortiGate? (Choose two.)
A. It can be configured only when FortiGate is operating in NAT mode

B. Can act as a Layer 2 switch as well as a Layer 3 router

C. All interfaces in the software switch share the same IP address

D. It can group only physical interfaces

Answer: AC

NEW QUESTION 41

Refer to the exhibits to view the firewall policy (Exhibit A) and the antivirus profile (Exhibit B).

Edit Policy

Inspection Mode RS Proxy-based

Firewall / Metwork Options

NAT O

IP Pool Configuration Use Qutgoing Interface Address
| Use Dynamic IP Pool

Preserve Source Port OB

Protocol Options L default v &

Security Profiles

AntiVirus © 8 default v &
Web Filter »

DNS Filter » '
Application Control » &
IPS > 4
SSL Inspection W deep-inspection vl &

Decrypted Traffic Mirror CB

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full NSE4_FGT-7.2 dumps in VCE and PDF From SurePassExam
| | SurePass https://www.surepassexam.com/NSE4_FGT-7.2-exam-dumps.html (156 New Questions)

Edit AntiVirus Profile
Name default
Comments Scan files and block viruses. 53258

a3

Detect Viruses m Monitor
Feature set FVEESLE Proxy-based

Inspected Protocols

HTTP €@
SMTP @©
POP3 @©
IMAP €@
FTP €@©
CIFs (b

APT Protection Options
Treat Windows Executables in Email Attachments as Viruses @©

Include Mobile Malware Protection O

Virus OQutbreak Prevention €@

Use FortiGuard Qutbreak Prevention Database (B
Use External Malware Block List € »

Which statement is correct if a user is unable to receive a block replacement message when downloading an infected file for the first time?

A. The firewall policy performs the full content inspection on the file.

B. The flow-based inspection is used, which resets the last packet to the user.

C. The volume of traffic being inspected is too high for this model of FortiGate.

D. The intrusion prevention security profile needs to be enabled when using flow-based inspection mode.

Answer: B

Explanation:

- "ONLY" If the virus is detected at the "START" of the connection, the IPS engine sends the block replacement message immediately

- When a virus is detected on a TCP session (FIRST TIME), but where "SOME PACKETS" have been already forwarded to the receiver, FortiGate "resets the
connection" and does not send the last piece of the file. Although the receiver got most of the file content, the file has been truncated and therefore, can't be
opened. The IPS engine also caches the URL of the infected file, so that if a "SECOND ATTEMPT" to transmit the file is made, the IPS engine will then send a
block replacement message to the client instead of scanning the file again.

In flow mode, the FortiGate drops the last packet killing the file. But because of that the block replacement message cannot be displayed. If the file is attempted to
download again the block message will be shown.

NEW QUESTION 44
Refer to the exhibit.

Name SLA1

Protocol  ping [LALEILE

Server 4222 x
4221 b 4

Participants All SD-WAN Members JElocsin
= port1 %
= port2 x

Enable probe packets

An administrator has configured a performance SLA on FortiGate, which failed to generate any traffic. Why is FortiGate not sending probes to 4.2.2.2 and 4.2.2.1
servers? (Choose two.)

A. The Detection Mode setting is not set to Passive.
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B. Administrator didn't configure a gateway for the SD-WAN members, or configured gateway is not valid.
C. The configured participants are not SD-WAN members.
D. The Enable probe packets setting is not enabled.

Answer: BD

NEW QUESTION 46
An administrator configures FortiGuard servers as DNS servers on FortiGate using default settings. What is true about the DNS connection to a FortiGuard server?

A. It uses UDP 8888.

B. It uses UDP 53.

C. It uses DNS over HTTPS.
D. It uses DNS overTLS.

Answer: B

NEW QUESTION 51
An administrator has configured two-factor authentication to strengthen SSL VPN access. Which additional best practice can an administrator implement?

A. Configure Source IP Pools.

B. Configure split tunneling in tunnel mode.
C. Configure different SSL VPN realms.

D. Configure host check .

Answer: D

NEW QUESTION 52
An administrator has configured outgoing Interface any in a firewall policy. Which statement is true about the policy list view?

A. Policy lookup will be disabled.
B. By Sequence view will be disabled.
C. Search option will be disabled
D. Interface Pair view will be disabled.

Answer: D

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD47821

NEW QUESTION 56
Which three options are the remote log storage options you can configure on FortiGate? (Choose three.)

A. FortiCache
B. FortiSIEM

C. FortiAnalyzer
D. FortiSandbox
E. FortiCloud

Answer: BCE

NEW QUESTION 58

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?
A. It limits the scope of application control to the browser-based technology category only.

B. It limits the scope of application control to scan application traffic based on application category only.

C. It limits the scope of application control to scan application traffic using parent signatures only

D. It limits the scope of application control to scan application traffic on DNS protocol only.

Answer: B

NEW QUESTION 62

When configuring a firewall virtual wire pair policy, which following statement is true?

A. Any number of virtual wire pairs can be included, as long as the policy traffic direction is the same.

B. Only a single virtual wire pair can be included in each policy.

C. Any number of virtual wire pairs can be included in each policy, regardless of the policy traffic direction settings.
D. Exactly two virtual wire pairs need to be included in each policy.

Answer: A

NEW QUESTION 65

Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based inspection mode? (Choose two.)

A. Warning
B. Exempt
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C. Allow
D. Learn

Answer: AC

NEW QUESTION 66

If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to?

A. ACRL

B. A person

C. A subordinate CA
D. Aroot CA

Answer: D

NEW QUESTION 70

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 fails to come up. The
administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they match.

T port2
HQ-FortiGate +199:10 40.130.200.10
| Remote-FortiGate
-
Metwork M Dl
I Viersion Py 1P Version B3
Remote Gateway Static IP Address - Remote Gatewary Static IP Address "
P Address 10.10.200.10 iP Address 10.10.100.10
Inberface = port! - Inderface = portl z
Liscead Gatenway » Liotal Gateway
Maode Config Miode Config
MAT Trarersal m Disshie  Forced NAT Traversas m Disable  Forced
Herpalive Freguency 10 Keepalhee Fraquenty 10
Diead Peer Detectkon Disable m On Demand Dwad Peer Detéction Disable  Onidie
Forwand Ernar Correction Egress | | Ingress Forenard Error Cormection Egress | | Ingress
B Advanced... S Advanced...
Authentication Authenticathon
Whethod Pre.chared Kg:'n - et Pre-shared KE',' ¥
Pre-shared Key EEEEEE L Pre-shared Mey ekt -
IKE IKE
Version 2 s n g
Mode
Phate 1 Propotal  Q Add
Main (ID protection)
: Encryption AES2588 = Authentication SHAZ5S - X
Peer Options
30 28 28 T
Accept Types = 3
Diffie-Heliman Group 2120019018070 1We
Any peer ID v 15 14 5 ¥ 2 1
Encryption AES128 = Authentication SHA1 - X Local ID
Enciyplion AFES256 = JAuthentication SHA2?56 @~ X
32 K} 30 29 28 27
Diffie-Hellman Gro.u; 21 20 19 18 17 16
15 140 5 0 2 1
ey Lifetime (seconds) | 86400
Locai ID

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes will bring phase 1 up? (Choose two.)

A. On HQ-FortiGate, set IKE mode to Main (ID protection).

B. On both FortiGate devices, set Dead Peer Detection to On Demand.
C. On HQ-FortiGate, disable Diffie-Helman group 2.

D. On Remote-FortiGate, set port2 as Interface.

Answer: AD
NEW QUESTION 73
Which of the following SD-WAN load balancing method use interface weight value to distribute traffic? (Choose two.)

A. Source IP
B. Spillover
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C. Volume
D. Session

Answer: CD
Explanation:

https://docs.fortinet.com/document/fortigate/6.0.0/handbook/49719/configuring-sd-wan-load-balancing

NEW QUESTION 74
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