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NEW QUESTION 1
A software company develops new software products by following the best practices for secure application development. Dawson, a software analyst, is
responsible for checking the performance of applications in the client's network to determine any issue faced by end users while accessing the application. Which
of the following tiers of the secure application development lifecycle involves
checking the application
performance?

A. Development
B. Staging
C. Testing
D. Quality assurance (QA)

Answer: C

Explanation: 
 Testing is the tier of the secure application development lifecycle that involves checking the application performance in the above scenario. Secure application
development is a process that involves designing, developing, deploying, and maintaining software applications that are secure and resilient to threats and attacks.
Secure application development can be based on various models or frameworks, such as SDLC (Software Development Life Cycle), OWASP (Open Web
Application Security Project), etc. Secure application development consists of various tiers or stages that perform different tasks or roles. Testing is a tier of the
secure application development lifecycle that involves verifying and validating the functionality and security of software applications before releasing them to end
users. Testing can include various types of tests, such as unit testing, integration testing, system testing, performance testing, security testing, etc. Testing can be
used to check the application performance and identify any errors, bugs, or vulnerabilities in the software applications. In the scenario, a software company
develops new software products by following the best practices for secure application development. Dawson, a software analyst, is responsible for checking the
performance of applications in the client’s network to determine any issue faced by end users while accessing the application. This means that he performs testing
for this purpose. Development is a tier of the secure application development lifecycle that involves creating and coding software applications according to the
design and specifications. Staging is a tier of the secure application development lifecycle that involves deploying software applications to a simulated or pre-
production environment for testing or evaluation purposes. Quality assurance (QA) is a tier of the secure application development lifecycle that involves ensuring
that software applications meet the quality standards and expectations of end users and stakeholders

NEW QUESTION 2
Maisie. a new employee at an organization, was given an access badge with access to only the first and third floors of the organizational premises. Maisie Hied
scanning her access badge against the badge reader at the second-floor entrance but was unsuccessful. Identify the short-range wireless communication
technology used by the organization in this scenario.

A. RFID
B. Li-Fi
C. Bluetooth
D. Wi Fi

Answer: A

Explanation: 
 RFID (Radio Frequency Identification) is a short-range wireless communication technology that uses radio waves to identify and track objects. RFID tags are
attached to objects and RFID readers scan the tags to obtain the information stored in them. RFID is commonly used for access control, inventory management,
and identification3. References: What is RFID?

NEW QUESTION 3
in a security incident, the forensic investigation has isolated a suspicious file named "security_update.exe". You are asked to analyze the file in the Documents
folder of the "Attacker Machine-1" to determine whether it is malicious. Analyze the suspicious file and identify the malware signature. (Practical Question)

A. Stuxnet
B. KLEZ
C. ZEUS
D. Conficker

Answer: A

Explanation: 
 Stuxnet is the malware signature of the suspicious file in the above scenario. Malware is malicious software that can harm or compromise the security or
functionality of a system or network. Malware can include various types, such as viruses, worms, trojans, ransomware, spyware, etc. Malware signature is a unique
pattern or characteristic that identifies a specific malware or malware family. Malware signature can be used to detect or analyze malware by comparing it with
known malware signatures in databases or repositories. To analyze the suspicious file and identify the malware signature, one has to follow these steps:
? Navigate to Documents folder of Attacker Machine-1.
? Right-click on security_update.exe file and select Scan with VirusTotal option.
? Wait for VirusTotal to scan the file and display the results.
? Observe the detection ratio and details.
The detection ratio is 59/70, which means that 59 out of 70 antivirus engines detected the file as malicious. The details show that most antivirus engines detected
the file as Stuxnet, which is a malware signature of a worm that targets industrial control systems (ICS). Stuxnet can be used to sabotage or damage ICS by
modifying their code or behavior. Therefore, Stuxnet is the malware signature of the suspicious file. KLEZ is a malware signature of a worm that spreads via email
and network shares. KLEZ can be used to infect or overwrite files, disable antivirus software, or display fake messages. ZEUS is a malware signature of a trojan
that targets banking and financial systems. ZEUS can be used to steal or modify banking credentials, perform fraudulent transactions, or install other malware.
Conficker is a malware signature of a worm that exploits a vulnerability in Windows operating systems. Conficker can be used to create a botnet, disable security
services, or download other malware

NEW QUESTION 4
Grace, an online shopping freak, has purchased a smart TV using her debit card. During online payment, Grace's browser redirected her from ecommerce website
to a third-party payment gateway, where she provided her debit card details and OTP received on her registered mobile phone. After completing the transaction,
Grace navigated to her online bank account and verified the current balance in her savings account.
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Identify the state of data when it is being processed between the ecommerce website and the payment gateway in the above scenario.

A. Data at rest
B. Data in inactive
C. Data in transit
D. Data in use

Answer: C

Explanation: 
 Data in transit is the state of data when it is being processed between the ecommerce website and the payment gateway in the above scenario. Data in transit is
data that is moving from one location to another over a network, such as the internet, a LAN, or a WAN. Data in transit can be vulnerable to interception,
modification, or theft by unauthorized parties, so it needs to be protected by encryption, authentication, and other security measures . Data at rest is data that is
stored on a device or a media, such as a hard drive, a flash drive, or a cloud storage. Data in active is data that is currently being accessed or modified by an
application or a user. Data in use is data that is loaded into the memory of a device or a system for processing or computation.

NEW QUESTION 5
Calvin spotted blazing flames originating from a physical file storage location in his organization because of a Short circuit. In response to the incident, he used a
fire suppression system that helped curb the incident in the initial stage and prevented it from spreading over a large area. Which of the following firefighting
systems did Calvin use in this scenario?

A. Fire detection system
B. Sprinkler system
C. Smoke detectors
D. Fire extinguisher

Answer: D

Explanation: 
 Fire extinguisher is the firefighting system that Calvin used in this scenario. A firefighting system is a system that detects and suppresses fire in a physical location
or environment. A firefighting system can consist of various components, such as sensors, alarms, sprinklers, extinguishers, etc. A firefighting system can use
various agents or substances to suppress fire, such as water, foam, gas, powder, etc. A fire extinguisher is a portable device that contains an agent or substance
that can be sprayed or discharged onto a fire to extinguish it . A fire extinguisher can be used to curb fire in the initial stage and prevent it from spreading over a
large area . In the scenario, Calvin spotted blazing flames originating from a physical file storage location in his organization because of a short circuit. In response
to the incident, he used a fire suppression system that helped curb the incident in the initial stage and prevented it from spreading over a large area. This means
that he used a fire extinguisher for this purpose. A fire detection system is a system that detects the presence of fire by sensing its characteristics, such as smoke,
heat, flame, etc., and alerts the occupants or authorities about it . A sprinkler system is a system that consists of pipes and sprinkler heads that release water onto
a fire when activated by heat
or smoke. A smoke detector is a device that senses smoke and emits an audible or visual signal to warn about fire.

NEW QUESTION 6
Tenda, a network specialist at an organization, was examining logged data using Windows Event Viewer to identify attempted or successful unauthorized activities.
The logs analyzed by Tenda include events related to Windows security; specifically, log-on/log-off activities, resource access, and also information based on
Windows system's audit policies.
Identify the type of event logs analyzed by Tenda in the above scenario.

A. Application event log
B. Setup event log
C. Security event log
D. System event log

Answer: C

Explanation: 
 Security event log is the type of event log analyzed by Tenda in the above scenario. Windows Event Viewer is a tool that displays logged data about various
events that occur on a Windows system or network. Windows Event Viewer categorizes event logs into different types based on their source and purpose. Security
event log is the type of event log that records events related to Windows security; specifically, log-on/log-off activities, resource access, and also information based
on Windows system’s audit policies. Security event log can help identify attempted or successful unauthorized activities on a Windows system or network.
Application event log is the type of event log that records events related to applications running on a Windows system, such as errors, warnings, or information
messages. Setup event log is the type of event log that records events related to the installation or removal of software or hardware components on a Windows
system. System event log is the type of event log that records events related to the operation of a Windows system or its components, such as drivers, services,
processes, etc.

NEW QUESTION 7
An IoT device that has been placed in a hospital for safety measures, it has sent an alert command to the server. The network traffic has been captured and stored
in the Documents folder of the Attacker Machine-1. Analyze the loTdeviceTraffic.pcapng file and select the appropriate command that was sent by the IoT device
over the network.

A. Tempe_Low
B. Low_Tempe
C. Temp_High
D. High_Tempe

Answer: C

Explanation: 
 Temp_High is the command that was sent by the IoT device over the network in the above scenario. An IoT (Internet of Things) device is a device that can
connect to the internet and communicate with other devices or systems over a network. An IoT device can send or receive commands or data for various
purposes, such as monitoring, controlling, or automating processes. To analyze the IoT device traffic file and determine the command that was sent by the IoT
device over the network, one has to follow these steps:
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? Navigate to the Documents folder of Attacker-1 machine.
? Double-click on loTdeviceTraffic.pcapng file to open it with Wireshark.
? Click on Analyze menu and select Display Filters option.
? Enter udp.port == 5000 as filter expression and click on Apply button.
? Observe the packets filtered by the expression.
? Click on packet number 4 and expand User Datagram Protocol section in packet details pane.
? Observe the data field under User Datagram Protocol section.
The data field under User Datagram Protocol section is 54:65:6d:70:5f:48:69:67:68 , which is hexadecimal representation of Temp_High , which is the command
that was sent by the IoT device over the network.

NEW QUESTION 8
Thomas, an employee of an organization, is restricted from accessing specific websites from his office system. He is trying to obtain admin credentials to remove
the restrictions. While waiting for an opportunity, he sniffed communication between the administrator and an application server to retrieve the admin credentials.
Identify the type of attack performed by Thomas in the above scenario.

A. Vishing
B. Eavesdropping
C. Phishing
D. Dumpster diving

Answer: B

Explanation: 
 The correct answer is B, as it identifies the type of attack performed by Thomas in the above scenario. Eavesdropping is a type of attack that involves intercepting
and listening to the communication between two parties without their knowledge or consent. Thomas performed eavesdropping by sniffing communication between
the administrator and an application server to retrieve the admin credentials. Option A is incorrect, as it does not identify the type of attack performed by Thomas in
the above scenario. Vishing is a type of attack that involves using voice calls to trick people into revealing sensitive information or performing malicious actions.
Thomas did not use voice calls but sniffed network traffic. Option C is incorrect, as it does not identify the type of attack performed by Thomas in the above
scenario. Phishing is a type of attack that involves sending fraudulent emails or messages that appear to be from legitimate sources to lure people into revealing
sensitive information or performing malicious actions. Thomas
did not send any emails or messages but sniffed network traffic. Option D is incorrect, as it does not identify the type of attack performed by Thomas in the above
scenario. Dumpster diving is a type of attack that involves searching through trash or discarded items to find valuable information or resources. Thomas did not
search through trash or discarded items but sniffed network traffic.
References: Section 2.2

NEW QUESTION 9
Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked with discovering the operating system (OS) of a host. He used the
Unkornscan tool to discover the OS of the target system. As a result, he obtained a TTL value, which Indicates that the target system is running a Windows OS.
Identify the TTL value Henry obtained, which indicates that the target OS is Windows.

A. 64
B. 128
C. 255
D. 138

Answer: B

Explanation: 
 128 is the TTL value that Henry obtained, which indicates that the target OS is Windows. TTL (Time to Live) is a field in the IP (Internet Protocol) header that
specifies how long a packet can remain in a network before it is discarded or dropped. TTL is usually expressed in seconds or hops (the number of routers or
gateways that a packet passes through). TTL is used to prevent packets from looping endlessly in a network or consuming network resources . Different operating
systems have different default TTL values for their packets. By observing the TTL value of a packet from a target system or network, one can infer the operating
system of the target . Some common TTL values and their
corresponding operating systems are:
? 64: Linux, Unix, Android
? 128: Windows
? 255: Cisco IOS
? 60: Mac OS
In the scenario, Henry used Nmap tool to discover the OS of the target system. Nmap (Network Mapper) is a tool that can perform various network scanning and
enumeration tasks, such as port scanning, OS detection, service identification, etc . Nmap can use various techniques to detect the OS of a target system, such as
TCP/IP fingerprinting, which involves analyzing various TCP/IP characteristics of packets from the target system, such as TTL value. In the scenario, Henry
obtained a TTL value of 128 , which indicates that the target OS is Windows.

NEW QUESTION 10
The incident handling and response (IH&R) team of an organization was handling a recent cyberattack on the organization's web server. Fernando, a member of
the IH&P team, was tasked with eliminating the root cause of the incident and closing all attack vectors to prevent similar incidents in future. For this purpose.
Fernando applied the latest patches to the web server and installed the latest security mechanisms on it. Identify the IH&R step performed by Fernando in this
scenario.

A. Notification
B. Containment
C. Recovery
D. Eradication

Answer: D

Explanation: 
 Eradication is the IH&R step performed by Fernando in this scenario. Eradication is a step in IH&R that involves eliminating the root cause of the incident and
closing all attack vectors to prevent similar incidents in future. Eradication can include applying patches, installing security mechanisms, removing malware,
restoring backups, or reformatting systems.
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References: [Eradication Step in IH&R]

NEW QUESTION 10
Finley, a security professional at an organization, was tasked with monitoring the organizational network behavior through the SIEM dashboard. While monitoring,
Finley noticed suspicious activities in the network; thus, he captured and analyzed a single network packet to determine whether the signature included malicious
patterns. Identify the attack signature analysis technique employed by Finley in this scenario.

A. Context-based signature analysis
B. Atomic-signature-based analysis
C. Composite signature-based analysis
D. Content-based signature analysis

Answer: D

Explanation: 
 Content-based signature analysis is the attack signature analysis technique employed by Finley in this scenario. Content-based signature analysis is a technique
that captures and analyzes a single network packet to determine whether the signature included malicious patterns. Content-based signature analysis can be used
to detect known attacks, such as buffer overflows, SQL injections, or cross-site scripting2. References: Content-Based Signature Analysis

NEW QUESTION 11
Gideon, a forensic officer, was examining a victim's Linux system suspected to be involved in online criminal activities. Gideon navigated to a directory containing a
log file that recorded information related to user login/logout. This information helped Gideon to determine the current login state of cyber criminals in the victim
system, identify the Linux log file accessed by Gideon in this scenario.

A. /va r/l og /mysq I
B. log
C. /va r/l og /wt m p
D. /ar/log/boot.iog
E. /var/log/httpd/

Answer: B

Explanation: 
 /var/log/wtmp is the Linux log file accessed by Gideon in this scenario.
/var/log/wtmp is a log file that records information related to user login/logout, such as username, terminal, IP address, and login time. /var/log/wtmp can be used
to determine the current login state of users in a Linux system. /var/log/wtmp can be viewed using commands such as last, lastb, or utmpdump1. References:
Linux Log Files

NEW QUESTION 14
Tristan, a professional penetration tester, was recruited by an organization to test its network infrastructure. The organization wanted to understand its current
security posture and its strength in defending against external threats. For this purpose, the organization did not provide any information about their IT
infrastructure to Tristan. Thus, Tristan initiated zero-knowledge attacks, with no information or assistance from the organization.
Which of the following types of penetration testing has Tristan initiated in the above scenario?

A. Black-box testing
B. White-box testing
C. Gray-box testing
D. Translucent-box testing

Answer: A

Explanation: 
 Black-box testing is a type of penetration testing where the tester has no prior knowledge of the target system or network and initiates zero-knowledge attacks,
with no information or assistance from the organization. Black-box testing simulates the perspective of an external attacker who tries to find and exploit
vulnerabilities without any insider information. Black-box testing can help identify unknown or hidden vulnerabilities that may not be detected by other types of
testing. However, black-box testing can also be time-consuming, costly, and incomplete, as it depends on the tester’s skills and tools.

NEW QUESTION 16
Kayden successfully cracked the final round of interviews at an organization. After a few days, he received his offer letter through an official company email
address. The email stated that the selected candidate should respond within a specified time. Kayden accepted the opportunity and provided an e-signature on the
offer letter, then replied to the same email address. The company validated the e-signature and added his details to their database. Here, Kayden could not deny
the company's message, and the company could not deny Kayden's signature.
Which of the following information security elements was described in the above scenario?

A. Availability
B. Non-repudiation
C. Integrity
D. Confidentiality

Answer: B

Explanation: 
 The correct answer is B, as it describes the information security element that was described in the above scenario. Non-repudiation is an information security
element that ensures that a party cannot deny sending or receiving a message or performing an action. In the above scenario, non-repudiation was described, as
Kayden could not deny company’s message, and company could not deny Kayden’s signature. Option A is incorrect, as it does not describe the information
security element that was described in the above scenario. Availability is an information security element that ensures that authorized users can access and use
information and resources when needed. In the above scenario, availability was not described, as there was no mention of access or use of information and
resources. Option C is incorrect, as it does not describe the information security element that was described in the above scenario. Integrity is an information
security element that ensures that information and resources are accurate and complete and have not been modified by unauthorized parties. In the above
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scenario, integrity was not described, as there was no mention of accuracy or completeness of information and resources. Option D is incorrect, as it does not
describe the information security element that was described in the above scenario. Confidentiality is an information security element that ensures that information
and resources are protected from unauthorized access and disclosure. In the above scenario, confidentiality was not described, as there was no mention of
protection or disclosure of information and resources.
References: , Section 3.1

NEW QUESTION 18
Elliott, a security professional, was appointed to test a newly developed application deployed over an organizational network using a Bastion host. Elliott initiated
the process by configuring the nonreusable bastion host. He then tested the newly developed application to identify the presence of security flaws that were not yet
known; further, he executed services that were not secure. identify the type of bastion host configured by Elliott in the above scenario.

A. External services hosts
B. Victim machines
C. One-box firewalls
D. Non-routing dual-homed hosts

Answer: D

Explanation: 
 Non-routing dual-homed hosts are the type of bastion hosts configured by Elliott in the above scenario. A bastion host is a system or device that is exposed to the
public internet and acts as a gateway or a proxy for other systems or networks behind it. A bastion host can be used to provide an additional layer of security and
protection for internal systems or networks from external threats and attacks . A bastion host can have different types based on its configuration or functionality. A
non-routing dual-homed host is a type of bastion host that has two network interfaces: one connected to the public internet and one connected to the internal
network. A non-routing dual-homed host does not allow any direct communication between the two networks and only allows specific services or applications to
pass through it . A non-routing dual-homed host can be used to isolate and secure internal systems or networks from external access . In the scenario, Elliott was
appointed to test a newly developed application deployed over an organizational network using a bastion host. Elliott initiated the process by configuring the non-
reusable bastion host. He then tested the newly developed application to identify the presence of security flaws that were not yet known; further, he executed
services that were not secure. This means that he configured a non-routing dual-homed host for this purpose. An external services host is a type of bastion host
that provides external services, such as web, email, FTP, etc., to the public internet while protecting internal systems or networks from direct access . A victim
machine is not a type of bastion host, but a term that describes a system or device that has been compromised or infected by an attacker or malware . A one-box
firewall is not a type of bastion host, but a term that describes a firewall that performs both packet filtering and application proxy functions in one device .

NEW QUESTION 19
Malachi, a security professional, implemented a firewall in his organization to trace incoming and outgoing traffic. He deployed a firewall that works at the session
layer of the OSI model and monitors the TCP handshake between hosts to determine whether a requested session is legitimate.
Identify the firewall technology implemented by Malachi in the above scenario.

A. Next generation firewall (NGFW)
B. Circuit-level gateways
C. Network address translation (NAT)
D. Packet filtering

Answer: B

Explanation: 
 A circuit-level gateway is a type of firewall that works at the session layer of the OSI model and monitors the TCP handshake between hosts to determine whether
a requested session is legitimate. It does not inspect the contents of each packet, but rather relies on the session information to filter traffic

NEW QUESTION 21
Desmond, a forensic officer, was investigating a compromised machine involved in various online attacks. For this purpose. Desmond employed a forensic tool to
extract and analyze computer-based evidence to retrieve information related to websites accessed from the victim machine. Identify the computer-created
evidence retrieved by Desmond in this scenario.

A. Cookies
B. Documents
C. Address books
D. Compressed files

Answer: A

Explanation: 
 Cookies are the computer-created evidence retrieved by Desmond in this scenario. Cookies are small files that are stored on a user’s computer by a web browser
when the user visits a website. Cookies can contain information such as user preferences, login details, browsing history, or tracking data. Cookies can be used to
extract and analyze computer-based evidence to retrieve information related to websites accessed from the victim machine2. References: Cookies

NEW QUESTION 23
Wilson, a security specialist in an organization, was instructed to enhance its cloud network security. To achieve this, Wilson deployed a network routing solution
that established and managed communication between the on-premises consumer network and VPCs via a centralized unit. Identity the method used by Wilson to
achieve cloud network security in this scenario.

A. Virtual private cloud (VPC)
B. Public and private subnets
C. Transit gateways
D. VPC endpoint

Answer: C

Explanation: 
 Transit gateways are the method used by Wilson to achieve cloud network security in this scenario. Cloud network security is a branch of cybersecurity that
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focuses on protecting and securing the network infrastructure and traffic in a cloud environment. Cloud network security can involve various methods or
techniques, such as encryption, firewall, VPN, IDS/IPS, etc. Transit gateways are a method of cloud network security that provide a network routing solution that
establishes and manages communication between on-premises consumer networks and VPCs (Virtual Private Clouds) via a centralized unit . Transit gateways
can be used to simplify and secure the connectivity between different networks or VPCs in a cloud environment . In the scenario, Wilson was instructed to enhance
its cloud network security. To achieve this, Wilson deployed a network routing solution that established and managed communication between the on-premises
consumer network and VPCs via a centralized unit. This means that he used transit gateways for this purpose. A virtual private cloud (VPC) is not a method of
cloud network security, but a term that describes an isolated and private section of a public cloud that provides exclusive access to cloud resources to a single
organization or entity . A VPC can be used to create and configure virtual networks in a cloud environment . Public and private subnets are not methods of cloud
network security, but terms that describe segments of a VPC that have different levels of accessibility or visibility . A public subnet is a segment of a VPC that can
be accessed from the internet or other networks . A private subnet is a segment of a VPC that cannot be accessed from the internet or other networks . A VPC
endpoint is not a method of cloud network security, but a term that describes an interface that allows private connectivity between a VPC and other AWS (Amazon
Web Services) services or resources.

NEW QUESTION 26
Elliott, a security professional, was tasked with implementing and deploying firewalls in the corporate network of an organization. After planning and deploying
firewalls in the network,
Elliott monitored the firewall logs to detect evolving threats And attacks; this helped in ensuring firewall security and addressing network issues beforehand.
in which of the following phases of firewall implementation and deployment did Elliott monitor the firewall logs?

A. Deploying
B. Managing and maintaining
C. Testing
D. Configuring

Answer: B

Explanation: 
 Managing and maintaining is the phase of firewall implementation and deployment in which Elliott monitored the firewall logs in the above scenario. A firewall is a
system or device that controls and filters the incoming and outgoing traffic between different networks or systems based on predefined rules or policies. A firewall
can be used to protect a network or system from unauthorized access, use, disclosure, modification, or destruction . Firewall implementation and deployment is a
process that involves planning, installing, configuring, testing, managing, and maintaining firewalls in a network or system . Managing and maintaining is the phase
of firewall implementation and deployment that involves monitoring and reviewing the performance and effectiveness of firewalls over time. Managing and
maintaining can include tasks such as updating firewall rules or policies, analyzing firewall logs , detecting evolving threats or attacks , ensuring firewall security ,
addressing network issues , etc. In the scenario, Elliott was tasked with implementing and deploying firewalls in the corporate network of an organization. After
planning and deploying firewalls in the network, Elliott monitored the firewall logs to detect evolving threats and attacks; this helped in ensuring firewall security and
addressing network issues beforehand. This means that he performed managing and maintaining phase for this purpose. Deploying is the phase of firewall
implementation and deployment that involves installing and activating firewalls in the network or system according to the plan. Testing is the phase of firewall
implementation and deployment that involves verifying and validating the functionality and security of firewalls before putting them into operation. Configuring is the
phase of firewall implementation and deployment that involves setting up and customizing firewalls according to the requirements and specifications.

NEW QUESTION 27
Jordan, a network administrator in an organization, was instructed to identify network- related issues and improve network performance. While troubleshooting the
network, he received a message indicating that the datagram could not be forwarded owing to the unavailability of IP-related services (such as FTP or web
services) on the target host, which of the following network issues did Jordan find in this scenario?

A. Time exceeded message
B. Destination unreachable message
C. Unreachable networks
D. Network cable is unplugged

Answer: B

Explanation: 
 Destination unreachable message is the network issue that Jordan found in this scenario. Destination unreachable message is a type of ICMP message that
indicates that the datagram could not be forwarded owing to the unavailability of IP-related services (such as FTP or web services) on the target host. Destination
unreachable message can be caused by various reasons, such as incorrect routing, firewall blocking, or host configuration problems1.
References: Destination Unreachable Message

NEW QUESTION 29
Karter, a security professional, deployed a honeypot on the organization's network for luring attackers who attempt to breach the network. For this purpose, he
configured a type of honeypot that simulates a real OS as well as the applications and services of a target network. Furthermore, the honeypot deployed by Karter
only responds to pre-configured commands.
Identify the type of Honeypot deployed by Karter in the above scenario.

A. Low-interaction honeypot
B. Pure honeypot
C. Medium-interaction honeypot
D. High-interaction honeypot

Answer: A

Explanation: 
 A low-interaction honeypot is a type of honeypot that simulates a real OS as well as the applications and services of a target network, but only responds to pre-
configured commands. It is designed to capture basic information about the attacker, such as their IP address, tools, and techniques. A low-interaction honeypot is
easier to deploy and maintain than a high-interaction honeypot, which fully emulates a real system and allows the attacker to interact with it. A pure honeypot is a
real system that is intentionally vulnerable and exposed to attackers. A medium-interaction honeypot is a type of honeypot that offers more functionality and
interactivity than a low-interaction honeypot, but less than a high-interaction honeypot.

NEW QUESTION 32
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Shawn, a forensic officer, was appointed to investigate a crime scene that had occurred at a coffee shop. As a part of investigation, Shawn collected the mobile
device from the victim, which may contain potential evidence to identify the culprits.
Which of the following points must Shawn follow while preserving the digital evidence? (Choose three.)

A. Never record the screen display of the device
B. Turn the device ON if it is OFF
C. Do not leave the device as it is if it is ON
D. Make sure that the device is charged

Answer: BCD

Explanation: 
 Turn the device ON if it is OFF, do not leave the device as it is if it is ON, and make sure that the device is charged are some of the points that Shawn must follow
while preserving the digital evidence in the above scenario. Digital evidence is any information or data stored or transmitted in digital form that can be used in a
legal proceeding or investigation. Digital evidence can be found on various devices, such as computers, mobile phones, tablets, etc. Preserving digital evidence is
a crucial step in forensic investigation that involves protecting and maintaining the integrity and authenticity of digital evidence from any alteration or damage.
Some of the points that Shawn must follow while preserving digital evidence are:
? Turn the device ON if it is OFF: If the device is OFF, Shawn must turn it ON to prevent any data loss or encryption that may occur when the device is powered
off. Shawn must also document any password or PIN required to unlock or access the device.
? Do not leave the device as it is if it is ON: If the device is ON, Shawn must not leave it as it is or use it for any purpose other than preserving digital evidence.
Shawn must also disable any network connections or communication features on the device, such as Wi-Fi, Bluetooth, cellular data, etc., to prevent any remote
access or deletion of data by unauthorized parties.
? Make sure that the device is charged: Shawn must ensure that the device has enough battery power to prevent any data loss or corruption that may occur due to
sudden shutdown or low battery. Shawn must also use a write blocker or a Faraday bag to isolate the device from any external interference or signals.
Never record the screen display of the device is not a point that Shawn must follow while preserving digital evidence. On contrary, Shawn should record or
photograph the screen display of the device to capture any relevant information or messages that may appear on the screen. Recording or photographing the
screen display of the device can also help document any changes or actions performed on the device during preservation.

NEW QUESTION 34
A web application, www.moviescope.com. hosted on your tarqet web server is vulnerable to SQL injection attacks. Exploit the web application and extract the user
credentials from the moviescope database. Identify the UID (user ID) of a user, John, in the database. Note: Vou have an account on the web application, and your
credentials are samAest.
(Practical Question)

A. 3
B. 4
C. 2
D. 5

Answer: B

Explanation: 
 4 is the UID (user ID) of a user, John, in the database in the above scenario. A web application is a software application that runs on a web server and can be
accessed by users through a web browser. A web application can be vulnerable to SQL injection attacks, which are a type of web application attack that exploit a
vulnerability in a web application that allows an attacker to inject malicious SQL statements into an input field, such as a username or password field, and execute
them on the database server. SQL injection can be used to bypass authentication, access or modify sensitive data, execute commands, etc. To exploit the web
application and extract the user credentials from the moviescope database, one has to follow these steps:
? Open a web browser and type www.moviescope.com
? Press Enter key to access the web application.
? Enter sam as username and test as password.
? Click on Login button.
? Observe that a welcome message with username sam is displayed.
? Click on Logout button.
? Enter sam’ or ‘1’='1 as username and test as password.
? Click on Login button.
? Observe that a welcome message with username admin is displayed, indicating that SQL injection was successful.
? Click on Logout button.
? Enter sam’; SELECT * FROM users; – as username and test as password.
? Click on Login button.
? Observe that an error message with user credentials from users table is displayed.
The UID that is mapped to user john is 4

NEW QUESTION 39
Paul, a computer user, has shared information with his colleague using an online application. The online application used by Paul has been incorporated with the
latest encryption mechanism. This mechanism encrypts data by using a sequence of photons that have a spinning trait while traveling from one end to another,
and these photons keep changing their shapes during their course through filters: vertical, horizontal, forward slash, and backslash.
Identify the encryption mechanism demonstrated in the above scenario.

A. Quantum cryptography
B. Homomorphic encryption
C. Rivest Shamir Adleman encryption
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D. Elliptic curve cryptography

Answer: A

Explanation: 
 Quantum cryptography is the encryption mechanism demonstrated in the above scenario. Quantum cryptography is a branch of cryptography that uses quantum
physics to secure data transmission and communication. Quantum cryptography encrypts data by using a sequence of photons that have a spinning trait, called
polarization, while traveling from one end to another. These photons keep changing their shapes, called states, during their course through filters: vertical,
horizontal, forward slash, and backslash. Quantum cryptography ensures that any attempt to intercept or tamper with the data will alter the quantum states of the
photons and be detected by the sender and receiver . Homomorphic encryption is a type of encryption that allows computations to be performed on encrypted data
without decrypting it first. Rivest Shamir Adleman (RSA) encryption is a type of asymmetric encryption that uses two keys, public and private, to encrypt and
decrypt data. Elliptic curve cryptography (ECC) is a type of asymmetric encryption that uses mathematical curves to generate keys and perform encryption and
decryption.

NEW QUESTION 40
An organization hired a network operations center (NOC) team to protect its IT infrastructure from external attacks. The organization utilized a type of threat
intelligence to protect its resources from evolving threats. The threat intelligence helped the NOC team understand how attackers are expected to perform an
attack on the organization, identify the information leakage, and determine the attack goals as well as attack vectors.
Identify the type of threat intelligence consumed by the organization in the above scenario.

A. Operational threat intelligence
B. Strategic threat intelligence
C. Technical threat intelligence
D. Tactical threat intelligence

Answer: C

Explanation: 
 Technical threat intelligence is a type of threat intelligence that provides information about the technical details of specific attacks, such as indicators of
compromise (IOCs), malware signatures, attack vectors, and vulnerabilities. Technical threat intelligence helps the NOC team understand how attackers are
expected to perform an attack on the organization, identify the information leakage, and determine the attack goals as well as attack vectors. Technical threat
intelligence is often consumed by security analysts, incident responders, and penetration testers who need to analyze and respond to active or potential threats.

NEW QUESTION 45
Richards, a security specialist at an organization, was monitoring an IDS system. While monitoring, he suddenly received an alert of an ongoing intrusion attempt
on the organization's network. He immediately averted the malicious actions by implementing the necessary measures.
Identify the type of alert generated by the IDS system in the above scenario.

A. True positive
B. True negative
C. False negative
D. False positive

Answer: A

Explanation: 
 A true positive alert is generated by an IDS system when it correctly identifies an ongoing intrusion attempt on the network and sends an alert to the security
professional. This is the desired outcome of an IDS system, as it indicates that the system is working effectively and accurately

NEW QUESTION 48
Cassius, a security professional, works for the risk management team in an organization. The team is responsible for performing various activities involved in the
risk management process. In this process, Cassius was instructed to select and implement appropriate controls on the identified risks in order to address the risks
based on their severity level.
Which of the following risk management phases was Cassius instructed to perform in the above scenario?

A. Risk analysis
B. Risk treatment
C. Risk prioritization
D. Risk identification

Answer: B

Explanation: 
 Risk treatment is the risk management phase that Cassius was instructed to perform in the above scenario. Risk management is a process that involves
identifying, analyzing, evaluating, treating, monitoring, and reviewing risks that can affect an organization’s objectives, assets, or operations. Risk management
phases can be summarized as follows: risk identification, risk analysis, risk prioritization, risk treatment, and risk monitoring . Risk identification is the risk
management phase that involves identifying and documenting potential sources, causes, events, and impacts of risks. Risk analysis is the risk management phase
that involves assessing and quantifying the likelihood and consequences of risks. Risk prioritization is the risk management phase that involves ranking risks
based on their severity level and determining which risks need immediate attention or action. Risk treatment is the risk management phase that involves selecting
and implementing appropriate controls or strategies to address risks based on their severity level . Risk treatment can include avoiding, transferring, reducing, or
accepting risks. Risk monitoring is the risk management phase that involves tracking and reviewing the performance and effectiveness of risk controls or strategies
over time.

NEW QUESTION 52
Omar, an encryption specialist in an organization, was tasked with protecting low- complexity applications such as RFID tags, sensor-based applications, and other
IbT- based applications. For this purpose, he employed an algorithm for all lower-powered devices that used less power and resources without compromising
device security.
identify the algorithm employed by Omar in this scenario.
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A. Quantum cryptography
B. Elliptic curve cryptography
C. Lightweight cryptography
D. Homomorphic encryption

Answer: C

Explanation: 
 Lightweight cryptography is an algorithm that is designed for low-complexity applications such as RFID tags, sensor-based applications, and other IoT-based
applications. Lightweight cryptography uses less power and resources without compromising device security. Lightweight cryptography can be implemented using
symmetric-key algorithms, asymmetric-key algorithms, or hash functions1. References: Lightweight Cryptography

NEW QUESTION 56
Nicolas, a computer science student, decided to create a guest OS on his laptop for different lab operations. He adopted a virtualization approach in which the
guest OS will not be aware that it is running in a virtualized environment. The virtual machine manager (VMM) will directly interact with the computer hardware,
translate commands to binary instructions, and forward them to the host OS.
Which of the following virtualization approaches has Nicolas adopted in the above scenario?

A. Hardware-assisted virtualization
B. Full virtualization
C. Hybrid virtualization
D. OS-assisted virtualization

Answer: A

Explanation: 
 Hardware-assisted virtualization is a virtualization approach in which the guest OS will not be aware that it is running in a virtualized environment. The virtual
machine manager (VMM) will directly interact with the computer hardware, translate commands to binary instructions, and forward them to the host OS. Hardware-
assisted virtualization relies on special hardware features in the CPU and chipset to create and manage virtual machines efficiently and securely34. Full
virtualization is a virtualization approach in which the guest OS will not be aware that it is running in a virtualized environment, but the VMM will run in software and
emulate all the hardware resources for each virtual machine5. Hybrid virtualization is a virtualization approach that combines hardware-assisted and full
virtualization techniques to optimize performance and compatibility6. OS-assisted virtualization is a virtualization approach in which the guest OS will be modified
to run in a virtualized environment and cooperate with the VMM to access the hardware resources

NEW QUESTION 59
Kaison. a forensic officer, was investigating a compromised system used for various online attacks. Kaison initiated the data acquisition process and extracted the
data from the systems DVD-ROM. Which of the following types of data did Kaison acquire in the above scenario?

A. Archival media
B. Kernel statistics
C. ARP cache
D. Processor cache

Answer: A

Explanation: 
 Archival media is the type of data that Kaison acquired in the above scenario. Archival media is a type of data that is stored on removable media such as DVD-
ROMs, CD-ROMs, tapes, or flash drives. Archival media can be used to backup or transfer data from one system to another. Archival media can be acquired using
forensic tools that can read and copy the data from the media4. References: Archival Media

NEW QUESTION 63
Lorenzo, a security professional in an MNC, was instructed to establish centralized authentication, authorization, and accounting for remote-access servers. For
this purpose, he implemented a protocol that is based on the client-server model and works at the transport layer of the OSI model.
Identify the remote authentication protocol employed by Lorenzo in the above scenario.

A. SNMPv3
B. RADIUS
C. POP3S
D. IMAPS

Answer: B

Explanation: 
 The correct answer is B, as it identifies the remote authentication protocol employed by Lorenzo in the above scenario. RADIUS (Remote Authentication Dial-In
User Service) is a protocol that provides centralized authentication, authorization, and accounting (AAA) for remote-access servers such as VPNs (Virtual Private
Networks), wireless networks, or dial-up connections. RADIUS is based on the client-server model and works at the transport layer of the OSI model. RADIUS
uses UDP (User Datagram Protocol) as its transport protocol and encrypts only user passwords in its messages. In the above scenario, Lorenzo implemented
RADIUS to provide centralized AAA for remote-access servers. Option A is incorrect, as it does not identify the remote authentication protocol employed by
Lorenzo in the above scenario. SNMPv3 (Simple Network Management Protocol version 3) is a protocol that provides network management and monitoring for
network devices such as routers, switches, servers, or printers. SNMPv3 is based on the manager-agent model and works at the application layer of the OSI
model. SNMPv3 uses UDP as its transport protocol and encrypts all its messages with AES (Advanced Encryption Standard) or DES (Data Encryption Standard).
In the above scenario, Lorenzo did not implement SNMPv3 to provide network management and monitoring for network devices. Option C is incorrect, as it does
not identify the remote authentication protocol employed by Lorenzo in the above scenario. POP3S (Post Office Protocol version 3 Secure) is a protocol that
provides secure email access and retrieval for email clients from email servers. POP3S is based on the client-server model and works at the application layer of
the OSI model. POP3S uses TCP (Transmission Control Protocol) as its transport protocol and encrypts all its messages with SSL (Secure Sockets Layer) or TLS
(Transport Layer Security). In the above scenario, Lorenzo did not implement POP3S to provide secure email access and retrieval for email clients from email
servers. Option D is incorrect, as it does not identify the remote authentication protocol employed by Lorenzo in the above scenario. IMAPS (Internet Message
Access Protocol Secure) is a protocol that provides secure email access and management for email clients from email servers. IMAPS is based on the client-
server model and works at the application layer of the OSI model. IMAPS uses TCP as its transport protocol and encrypts all its messages with SSL or TLS. In the
above scenario, Lorenzo did not implement IMAPS to provide secure email access and management for email clients from email servers.
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References: , Section 8.2

NEW QUESTION 66
A disgruntled employee has set up a RAT (Remote Access Trojan) server in one of the machines in the target network to steal sensitive corporate documents. The
IP address of the target machine where the RAT is installed is 20.20.10.26. Initiate a remote connection to the target machine from the "Attacker Machine-1" using
the Theef client. Locate the "Sensitive Corporate Documents" folder in the target machine's Documents directory and determine the number of files. Mint: Theef
folder is located at Z:\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Remote Access Trojans (RAT)\Theef of the Attacker Machine1.

A. 2
B. 4
C. 5
D. 3

Answer: B

Explanation: 
 The number of files in the “Sensitive Corporate Documents” folder is 4. This can be verified by initiating a remote connection to the target machine from the
“Attacker Machine-1” using Theef client. Theef is a Remote Access Trojan (RAT) that allows an attacker to remotely control a victim’s machine and perform
various malicious activities. To connect to the target machine using Theef client, one can follow these steps:
Launch Theef client from Z:\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Remote Access Trojans (RAT)\Theef on the “Attacker
Machine-1”.
Enter the IP address of the target machine (20.20.10.26) and click on Connect.
Wait for a few seconds until a connection is established and a message box appears saying “Connection Successful”.
Click on OK to close the message box and access the remote desktop of the target machine.
Navigate to the Documents directory and locate the “Sensitive Corporate Documents” folder.
Open the folder and count the number of files in it. The screenshot below shows an example of performing these steps: References: [Theef Client Tutorial],
[Screenshot of Theef client showing remote desktop and folder]

NEW QUESTION 67
Brielle. a security professional, was instructed to secure her organization's network from malicious activities. To achieve this, she started monitoring network
activities on a control system that collected event data from various sources. During this process. Brielle observed that a malicious actor had logged in to access a
network device connected to the organizational network. Which of the following types of events did Brielle identify in the above scenario?

A. Failure audit
B. Error
C. Success audit
D. Warning

Answer: C

Explanation: 
 Success audit is the type of event that Brielle identified in the above scenario. Success audit is a type of event that records successful attempts to access a
network device or resource. Success audit can be used to monitor authorized activities on a network, but it can also indicate unauthorized activities by malicious
actors who have compromised credentials or bypassed security controls4.
References: Success Audit Event

NEW QUESTION 70
Giovanni, a system administrator, was tasked with configuring permissions for employees working on a new project. Hit organization used active directories (ADs)
to grant/deny permissions to resources Giovanni created a folder for AD users with the required permissions and added all employees working on the new project
in it. Identify the type of account created by Giovanni in this scenario.

A. Third-party account
B. Croup-based account
C. Shared account
D. Application account

Answer: B

Explanation: 
 Group-based account is the type of account created by Giovanni in this scenario. An account is a set of credentials, such as a username and a password, that
allows a user to access a system or network. An account can have different types based on its purpose or usage. A group-based account is a type of account that
allows multiple users to access a system or network with the same credentials and permissions. A group-based account can be used to simplify the management
of users and resources by assigning them to groups based on their roles or functions. In the scenario, Giovanni was tasked with configuring permissions for
employees working on a new project. His organization used active directories (ADs) to grant/deny permissions to resources. Giovanni created a folder for AD users
with the required permissions and added all employees working on the new project in it. This means that he created a group-based account for those employees.
A third-party account is a type of account that allows an external entity or service to access a system or network with limited permissions or scope. A shared
account is a type of account that allows multiple users to access a system or network with the same credentials but different permissions. An application account is
a type of account that allows an application or software to access a system or network with specific permissions or functions.

NEW QUESTION 75
Alex, a certified security professional, works for both aggressor and defender teams. His team's main responsibility involves enhancing protection and boosting the
security standards of the organization. Identify Alex's team in this scenario.

A. White team
B. Purple learn
C. Blue team
D. Red team

Answer: B
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Explanation: 
 Purple team is the team that Alex works for in this scenario. A team is a group of people that work together to achieve a common goal or objective. A team can
have different types based on its role or function in an organization or a project. A purple team is a type of team that works for both aggressor and defender teams.
A purple team can be used to enhance protection and boost the security standards of an organization by performing various tasks, such as testing, evaluating,
improving, or integrating the security
measures implemented by the defender team or exploited by the aggressor team. In the scenario, Alex is a certified security professional who works for both
aggressor and defender teams. His team’s main responsibility involves enhancing protection and boosting the security standards of the organization. This means
that he works for a purple team. A white team is a type of team that acts as an observer or an arbitrator between the aggressor and defender teams. A white team
can be used to monitor, evaluate, or adjudicate the performance or outcome of the aggressor and defender teams by providing feedback, guidance, or rules. A
blue team is a type of team that acts as a defender or a protector of an organization’s network or system. A blue team can be used to prevent, detect, or respond
to attacks from external or internal threats by implementing various security measures, such as firewalls, antivirus, encryption, etc. A red team is a type of team
that acts as an attacker or an adversary of an organization’s network or system. A red team can be used to simulate realistic attacks from external or internal
threats by exploiting various vulnerabilities, weaknesses, or gaps in the organization’s security posture.

NEW QUESTION 78
Identify a machine in the network with 5SH service enabled. Initiate an SSH Connection to the machine, find the file, ttag.txt. in the machine, and enter the tile's
content as the answer. The credentials tor SSH login are sam/adm(admin@123. {Practical Question)

A. sam@bob
B. bob2@sam
C. sam2@bob
D. bobt@sam

Answer: D

Explanation: 
 bob1@sam is the file’s content as the answer. To find the machine with SSH service enabled, one can use a network scanning tool such as Nmap to scan the
network for port 22, which is the default port for SSH. For example, the command nmap -p 22 192.168.0.0/24 will scan the network range 192.168.0.0/24 for port
22 and display the results2. To initiate an SSH connection to the machine, one can use a command-line tool such as ssh or an SSH client such as PuTTY to
connect to the machine using the credentials sam/admin@123. For example, the command ssh sam@192.168.0.10 will connect to the machine with IP address
192.168.0.10 using the username sam and prompt for the password admin@1233. To find the file flag.txt in the machine, one can use a file searching tool such as
find or locate to search for the file name in the machine’s file system. For example, the command find / -name flag.txt will search for the file flag.txt from the root
directory (/) and display its location4. To enter the file’s content as the answer, one can use a file viewing tool such as cat or less to display the content of the file
flag.txt. For example, the command cat /home/sam/flag.txt will display the content of the file flag.txt located in /home/sam/ directory5. The screenshot below shows
an example of performing these steps: ![Screenshot of performing these steps] References: Nmap Tutorial, SSH Tutorial, Find Command Tutorial, Cat Command
Tutorial, [Screenshot of performing these steps]

NEW QUESTION 82
Andre, a security professional, was tasked with segregating the employees' names, phone numbers, and credit card numbers before sharing the database with
clients. For this purpose, he implemented a deidentification technique that can replace the critical information in database fields with special characters such as
asterisks (*) and hashes (#).
Which of the following techniques was employed by Andre in the above scenario?

A. Tokenization
B. Masking
C. Hashing
D. Bucketing

Answer: B

Explanation: 
 Masking is the technique that Andre employed in the above scenario. Masking is a deidentification technique that can replace the critical information in database
fields with special characters such as asterisks (*) and hashes (#). Masking can help protect sensitive data from unauthorized access or disclosure, while
preserving the format and structure of the original data . Tokenization is a deidentification technique that can replace the critical information in database fields with
random tokens that have no meaning or relation to the original data. Hashing is a deidentification technique that can transform the critical information in database
fields into fixed-length strings using a mathematical function. Bucketing is a deidentification technique that can group the critical information in database fields into
ranges or categories based on certain criteria.

NEW QUESTION 83
An loT device placed in a hospital for safety measures has sent an alert to the server. The network traffic has been captured and stored in the Documents folder of
the "Attacker Machine-1". Analyze the loTdeviceTraffic.pcapng file and identify the command the loT device sent over the network. (Practical Question)

A. Tempe_Low
B. Low_Tem p e
C. High_Tcmpe
D. Temp_High

Answer: D

Explanation: 
 The loT device sent the command Temp_High over the network, which indicates that the temperature in the hospital was above the threshold level. This can be
verified by analyzing the loTdeviceTraffic.pcapng file using a network protocol analyzer tool such as Wireshark4. The command Temp_High can be seen in the
data field of the UDP packet sent from the loT device (192.168.0.10) to the server (192.168.0.1) at 12:00:03. The screenshot below shows the packet details5:
References: Wireshark User’s Guide, [loTdeviceTraffic.pcapng]

NEW QUESTION 84
Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to the Wireshark menu icon that contains items
to manipulate, display and apply filters, enable, or disable the dissection of protocols, and configure user- specified decodes.
Identify the Wireshark menu Leilani has navigated in the above scenario.

Your Partner of IT Exam visit - https://www.exambible.com 



We recommend you to try the PREMIUM 212-82 Dumps From Exambible
https://www.exambible.com/212-82-exam/ (161 Q&As)

A. Statistics
B. Capture
C. Main toolbar
D. Analyze

Answer: B

Explanation: 
 Capture is the Wireshark menu that Leilani has navigated in the above scenario. Wireshark is a network analysis tool that captures and displays network traffic in
real-time or from saved files. Wireshark has various menus that contain different items and options for manipulating, displaying, and analyzing network data.
Capture is the Wireshark menu that contains items to start, stop, restart, or save a live capture of network traffic. Capture also contains items to configure capture
filters, interfaces, options, and preferences . Statistics is the Wireshark menu that contains items to display various statistics and graphs of network traffic, such as
packet lengths, protocols, endpoints, conversations, etc. Main toolbar is the Wireshark toolbar that contains icons for quick access to common functions, such as
opening or saving files, starting or stopping a capture, applying display filters, etc. Analyze is the Wireshark menu that contains items to manipulate, display and
apply filters, enable or disable the dissection of protocols, and configure user-specified decodes.

NEW QUESTION 85
Kasen, a cybersecurity specialist at an organization, was working with the business continuity and disaster recovery team. The team initiated various business
continuity and discovery activities in the organization. In this process, Kasen established a program to restore both the disaster site and the damaged materials to
the pre-disaster levels during an incident.
Which of the following business continuity and disaster recovery activities did Kasen perform in the above scenario?

A. Prevention
B. Resumption
C. Response
D. Recovery

Answer: D

Explanation: 
 Recovery is the business continuity and disaster recovery activity that Kasen performed in the above scenario. Business continuity and disaster recovery (BCDR)
is a process that involves planning, preparing, and implementing various activities to ensure the continuity of critical business functions and the recovery of
essential resources in the event of a disaster or disruption. BCDR activities can be categorized into four phases: prevention, response, resumption, and recovery .
Prevention is the BCDR phase that involves identifying and mitigating potential risks and threats that can cause a disaster or disruption. Response is the BCDR
phase that involves activating the BCDR plan and executing the immediate actions to protect people, assets, and operations during a disaster or disruption.
Resumption is the BCDR phase that involves restoring the minimum level of services and functions required to resume normal business operations after a disaster
or disruption. Recovery is the BCDR phase that involves restoring both the disaster site and the damaged materials to the pre-disaster levels during an incident.

NEW QUESTION 87
Kevin, a professional hacker, wants to penetrate CyberTech Inc.’s network. He employed a technique, using which he encoded packets with Unicode characters.
The company’s IDS cannot recognize the packet, but the target web server can decode them.
What is the technique used by Kevin to evade the IDS system?

A. Desynchronization
B. Obfuscating
C. Session splicing
D. Urgency flag

Answer: B

Explanation: 
 Obfuscating is the technique used by Kevin to evade the IDS system in the above scenario. Obfuscating is a technique that involves encoding or modifying
packets or data with various methods or characters to make them unreadable or unrecognizable by an IDS (Intrusion Detection System). Obfuscating can be used
to bypass or evade an IDS system that relies on signatures or patterns to detect malicious activities. Obfuscating can include encoding packets with Unicode
characters, which are characters that can represent various languages and symbols. The IDS system cannot recognize the packet, but the target web server can
decode them and execute them normally. Desynchronization is a technique that involves creating discrepancies or inconsistencies between the state of a
connection as seen by an IDS system and the state of a connection as seen by the end hosts. Desynchronization can be used to bypass or evade an IDS system
that relies on stateful inspection to track and analyze connections. Desynchronization can include sending packets with invalid sequence numbers, which are
numbers that indicate the order of packets in a connection. Session splicing is a technique that involves splitting or dividing packets or data into smaller fragments
or segments to make them harder to detect by an IDS system. Session splicing can be used to bypass or evade an IDS system that relies on packet size or
content to detect malicious activities. Session splicing can include sending packets with small MTU (Maximum Transmission Unit) values, which are values that
indicate the maximum size of packets that can be transmitted over a network. An urgency flag is a flag in the TCP (Transmission Control Protocol) header that
indicates that the data in the packet is urgent and should be processed immediately by the receiver. An urgency flag is not a technique to evade an IDS system,
but it can be used to trigger an IDS system to generate an alert or a response.

NEW QUESTION 90
An organization divided its IT infrastructure into multiple departments to ensure secure connections for data access. To provide high-speed data access, the
administrator implemented a PAID level that broke data into sections and stored them across multiple drives. The storage capacity of this RAID level was equal to
the sum of disk capacities in the set. which of the following RAID levels was implemented by the administrator in the above scenario?

A. RAID Level 0
B. RAID Level 3
C. RAID Level 5
D. RAID Level 1

Answer: A

Explanation: 
 RAID Level 0 is the RAID level that was implemented by the administrator in the above scenario. RAID Level 0 is also known as striping, which breaks data into
sections and stores them across multiple drives. RAID Level 0 provides high-speed data access and increases performance, but it does not provide any
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redundancy or fault tolerance. The storage capacity of RAID Level 0 is equal to the sum of disk capacities in the set3. References: RAID Level 0

NEW QUESTION 93
Ruben, a crime investigator, wants to retrieve all the deleted files and folders in the suspected media without affecting the original files. For this purpose, he uses a
method that involves the creation of a cloned copy of the entire media and prevents the contamination of the original media.
Identify the method utilized by Ruben in the above scenario.

A. Sparse acquisition
B. Bit-stream imaging
C. Drive decryption
D. Logical acquisition

Answer: B

Explanation: 
 Bit-stream imaging is the method utilized by Ruben in the above scenario.
Bit-stream imaging is a method that involves creating a cloned copy of the entire media and prevents the contamination of the original media. Bit-stream imaging
copies all the data on the media, including deleted files and folders, hidden partitions, slack space, etc., at a bit level. Bit-stream imaging preserves the integrity
and authenticity of the digital evidence and allows further analysis without affecting the original media. Sparse acquisition is a method that involves creating a
partial copy of the media by skipping empty sectors or blocks. Drive decryption is a method that involves decrypting an encrypted drive or partition using a
password or a key. Logical acquisition is a method that involves creating a copy of the logical files and folders on the media using file system commands.

NEW QUESTION 96
Mark, a security analyst, was tasked with performing threat hunting to detect imminent threats in an organization's network. He generated a hypothesis based on
the observations in the initial step and started the threat-hunting process using existing data collected from DNS and proxy logs.
Identify the type of threat-hunting method employed by Mark in the above scenario.

A. Entity-driven hunting
B. TTP-driven hunting
C. Data-driven hunting
D. Hybrid hunting

Answer: C

Explanation: 
 A data-driven hunting method is a type of threat hunting method that employs existing data collected from various sources, such as DNS and proxy logs, to
generate and test hypotheses about potential threats. This method relies on data analysis and machine learning techniques to identify patterns and anomalies that
indicate malicious activity. A data-driven hunting method can help discover unknown or emerging threats that may evade traditional detection methods. An entity-
driven hunting method is a type of threat hunting method that focuses on specific entities, such as users, devices, or domains, that are suspected or known to be
involved in malicious activity. A TTP-driven hunting method is a type of threat hunting method that leverages threat intelligence and knowledge of adversary
tactics, techniques, and procedures (TTPs) to formulate and test hypotheses about potential threats. A hybrid hunting method is a type of threat hunting method
that combines different approaches, such as data-driven, entity-driven, and TTP-driven methods, to achieve more comprehensive and effective results.

NEW QUESTION 101
A software team at an MNC was involved in a project aimed at developing software that could detect the oxygen levels of a person without physical contact, a
helpful solution for pandemic situations. For this purpose, the team used a wireless technology that could digitally transfer data between two devices within a short
range of up to 5 m and only worked in the absence of physical blockage or obstacle between the two devices, identify the technology employed by the software
team in the above scenario.

A. Infrared
B. USB
C. CPS
D. Satcom

Answer: A

Explanation: 

Infrared is a wireless technology that can digitally transfer data between two devices within a short range of up to 5 m and only works in the absence of physical
blockage or obstacle between the two devices. Infrared is commonly used for remote controls, wireless keyboards, and medical devices.
References: Infrared Technology

NEW QUESTION 103
An MNC hired Brandon, a network defender, to establish secured VPN communication between the company's remote offices. For this purpose, Brandon
employed a VPN topology where all the remote offices communicate with the corporate office but communication between the remote offices is denied.
Identify the VPN topology employed by Brandon in the above scenario.

A. Point-to-Point VPN topology
B. Star topology
C. Hub-and-Spoke VPN topology
D. Full-mesh VPN topology

Answer: C

Explanation: 
 A hub-and-spoke VPN topology is a type of VPN topology where all the remote offices communicate with the corporate office, but communication between the
remote offices is denied. The corporate office acts as the hub, and the remote offices act as the spokes. This topology reduces the number of VPN tunnels
required and simplifies the management of VPN policies. A point-to-point VPN topology is a type of VPN topology where two endpoints establish a direct VPN
connection. A star topology is a type of VPN topology where one endpoint acts as the central node and connects to multiple other endpoints. A full-mesh VPN
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topology is a type of VPN topology where every endpoint connects to every other endpoint.

NEW QUESTION 104
George, a security professional at an MNC, implemented an Internet access policy that allowed employees working from a remote location to access any site,
download any application, and access any computer or network without any restrictions. Identify the type of Internet access policy implemented by George in this
scenario.

A. Permissive policy
B. Paranoid policy
C. Prudent policy
D. Promiscuous policy

Answer: A

Explanation: 
 Permissive policy is the type of Internet access policy implemented by George in this scenario. An Internet access policy is a policy that defines the rules and
guidelines for accessing the Internet from a system or network. An Internet access policy can be based on various factors, such as security, productivity,
bandwidth, etc. An Internet access policy can have different types based on its level of restriction or control. A permissive policy is a type of Internet access policy
that allows users to access any site, download any application, and access any computer or network without any restrictions. A permissive policy can be used to
provide maximum flexibility and freedom to users, but it can also pose significant security risks and challenges. In the scenario, George implemented an Internet
access policy that allowed employees working from a remote location to access any site, download any application, and access any computer or network without
any restrictions. This means that he implemented a permissive policy for those employees. A paranoid policy is a type of Internet access policy that blocks or
denies all Internet access by default and only allows specific sites, applications, or computers that are explicitly authorized. A prudent policy is a type of Internet
access policy that allows most Internet access but blocks or restricts some sites, applications, or computers that are deemed inappropriate, malicious, or
unnecessary. A promiscuous policy is not a type of
Internet access policy, but a term that describes a network mode that allows a network interface card (NIC) to capture all packets on a network segment,
regardless of their destination address.

NEW QUESTION 106
Ashton is working as a security specialist in SoftEight Tech. He was instructed by the management to strengthen the Internet access policy. For this purpose, he
implemented a type of Internet access policy that forbids everything and imposes strict restrictions on all company computers, whether it is system or network
usage.
Identify the type of Internet access policy implemented by Ashton in the above scenario.

A. Paranoid policy
B. Prudent policy
C. Permissive policy
D. Promiscuous policy

Answer: A

Explanation: 
 The correct answer is A, as it identifies the type of Internet access policy implemented by Ashton in the above scenario. An Internet access policy is a set of rules
and guidelines that defines how an organization’s employees or members can use the Internet and what types of websites or services they can access. There are
different types of Internet access policies, such as:
? Paranoid policy: This type of policy forbids everything and imposes strict restrictions on all company computers, whether it is system or network usage. This
policy is suitable for organizations that deal with highly sensitive or classified information and have a high level of security and compliance requirements.
? Prudent policy: This type of policy allows some things and blocks others and imposes moderate restrictions on company computers, depending on the role and
responsibility of the user. This policy is suitable for organizations that deal with confidential or proprietary information and have a medium level of security and
compliance requirements.
? Permissive policy: This type of policy allows most things and blocks few and imposes minimal restrictions on company computers, as long as the user does not
violate any laws or regulations. This policy is suitable for organizations that deal with public or general information and have a low level of security and compliance
requirements.
? Promiscuous policy: This type of policy allows everything and blocks nothing and imposes no restrictions on company computers, regardless of the user’s role or
responsibility. This policy is suitable for organizations that have no security or compliance requirements and trust their employees or members to use the Internet
responsibly.
In the above scenario, Ashton implemented a paranoid policy that forbids everything and imposes strict restrictions on all company computers, whether it is system
or network usage. Option B is incorrect, as it does not identify the type of Internet access policy implemented by Ashton in the above scenario. A prudent policy
allows some things and blocks others and imposes moderate restrictions on company computers, depending on the role and responsibility of the user. In the
above scenario, Ashton did not implement a prudent policy, but a paranoid policy. Option C is incorrect, as it does not identify the type of Internet access policy
implemented by Ashton in the above scenario. A permissive policy allows most things and blocks few and imposes minimal restrictions on company computers, as
long as the user does not violate any laws or regulations. In the above scenario, Ashton did not implement a permissive policy, but a paranoid policy. Option D is
incorrect, as it does not identify the type of Internet access policy implemented by Ashton in the above scenario. A promiscuous policy allows everything and
blocks nothing and imposes no restrictions on company computers, regardless of the user’s role or responsibility. In the above scenario, Ashton did not implement
a promiscuous policy, but a paranoid policy.
References: , Section 6.2

NEW QUESTION 111
Warren, a member of IH&R team at an organization, was tasked with handling a malware attack launched on one of servers connected to the organization's
network. He immediately implemented appropriate measures to stop the infection from spreading to other organizational assets and to prevent further damage to
the organization.
Identify the IH&R step performed by Warren in the above scenario.

A. Containment
B. Recovery
C. Eradication
D. Incident triage

Answer: A
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Explanation: 
 Containment is the IH&R step performed by Warren in the above scenario. IH&R (Incident Handling and Response) is a process that involves identifying,
analyzing, containing, eradicating, recovering from, and reporting on security incidents that affect an organization’s network or system. Containment is the IH&R
step that involves implementing appropriate measures to stop the infection from spreading to other organizational assets and to prevent further damage to the
organization . Containment can be done by isolating the affected system or network, blocking malicious traffic or communication, disabling or removing malicious
accounts or processes, etc. Recovery is the IH&R step that involves restoring the normal operation of the system or network after eradicating the incident.
Eradication is the IH&R step that involves removing all traces of the incident from the system or network, such as malware, backdoors, compromised files, etc.
Incident triage is the IH&R step that involves prioritizing incidents based on their severity, impact, and urgency.

NEW QUESTION 112
Stephen, a security professional at an organization, was instructed to implement security measures that prevent corporate data leakage on employees' mobile
devices. For this purpose, he employed a technique using which all personal and corporate data are isolated on an employee's mobile device. Using this
technique, corporate applications do not have any control of or communication with the private applications or data of the employees.
Which of the following techniques has Stephen implemented in the above scenario?

A. Full device encryption
B. Geofencing
C. Containerization
D. OTA updates

Answer: C

Explanation: 
 Containerization is the technique that Stephen has implemented in the above scenario. Containerization is a technique that isolates personal and corporate data
on an employee’s mobile device. Containerization creates separate encrypted containers or partitions on the device, where corporate applications and data are
stored and managed. Containerization prevents corporate data leakage on employees’ mobile devices by restricting access, sharing, copying, or transferring of
data between containers. Containerization also allows remote wiping of corporate data in case of device loss or theft
. Full device encryption is a technique that encrypts all the data on a mobile device using a password or a key. Geofencing is a technique that uses GPS or RFID
to define geographical boundaries and trigger actions based on the location of a mobile device. OTA (Over-the-Air) updates are updates that are delivered
wirelessly to mobile devices without requiring physical connection to a computer.

NEW QUESTION 114
......
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