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NEW QUESTION 1
An organization's sales representative is tasked with entering FCI data into various fields within a spreadsheet on a company-issued laptop. This laptop is an FCI
Asset being used to:

A. process and transmit FCI.
B. process and organize FCI.
C. store, process, and transmit FCI.
D. store, process, and organize FCI.

Answer: C

NEW QUESTION 2
In the CMMC Model, how many practices are included in Level 2?

A. 17 practices
B. 72 practices
C. 110 practices
D. 180 practices

Answer: C

NEW QUESTION 3
During the assessment process, who is the final interpretation authority for recommended findings?

A. C3PAO
B. CMMC-AB
C. OSC sponsor
D. Assessment Team Members

Answer: A

NEW QUESTION 4
Per DoDI 5200.48: Controlled Unclassified Information (CUI), CUI is marked by whom?

A. DoD OUSD
B. Authorized holder
C. Information Disclosure Official
D. Presidential authorized Original Classification Authority

Answer: B

NEW QUESTION 5
Which CMMC Levels focus on protecting CUI from exfiltration?

A. Levels 1 and 2
B. Levels 1 and 3
C. Levels 2 and 3
D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 6
The practices in CMMC Level 2 consist of the security requirements specified in:

A. NIST SP 800-53
B. NIST SP 800-171
C. 48 CFR 52.204-21
D. DFARS 252.204-7012

Answer: B

NEW QUESTION 7
Which domains are a part of a Level 1 Self-Assessment?

A. Access Control (AC), Risk Management <RM), and Media Protection (MP)
B. Risk Management (RM). Access Control (AC), and Physical Protection (PE)
C. Access Control (AC), Physical Protection (PE), and Identification and Authentication (IA)
D. Risk Management (RM). Media Protection (MP), and Identification and Authentication (IA)

Answer: C

NEW QUESTION 8
Which standard and regulation requirements are the CMMC Model 2.0 based on?
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A. NIST SP 800-171 and NIST SP 800-172
B. DFARS, FIPS 100, and NIST SP 800-171
C. DFARS, NIST, and Carnegie Mellon University
D. DFARS, FIPS 100, NIST SP 800-171, and Carnegie Mellon University

Answer: A

NEW QUESTION 9
An assessor is collecting affirmations. So far, the assessor has collected interviews, demonstrations, emails, messaging, and presentations. Are these appropriate
approaches to collecting affirmations?

A. No, emails are not appropriate affirmations.
B. No, messaging is not an appropriate affirmation.
C. Yes, the affirmations collected by the assessor are all appropriate.
D. Yes, the affirmations collected by the assessor are all appropriate, as are screenshots.

Answer: C

NEW QUESTION 10
Contractor scoping requirements for a CMMC Level 2 Assessment to document the asset in an inventory, in the SSP and on the network diagram apply to:

A. GUI Assets.
B. CUI and Security Protection Asset categories.
C. all asset categories except for the Out-of-scope Assets.
D. Contractor Risk Managed Assets and Specialized Assets.

Answer: B

NEW QUESTION 10
Which term describes the process of granting or denying specific requests to obtain and use information, related information processing services, and enter
specific physical facilities?

A. Access control
B. Physical access control
C. Mandatory access control
D. Discretionary access control

Answer: A

NEW QUESTION 11
How does the CMMC define a practice?

A. A business transaction
B. A condition arrived at by experience or exercise
C. A series of changes taking place in a defined manner
D. An activity or activities performed to meet defined CMMC objectives

Answer: D

NEW QUESTION 13
What is the primary intent of the verify evidence and record gaps activity?

A. Map test and demonstration responses to CMMC practices.
B. Conduct interviews to test process implementation knowledge.
C. Determine the one-to-one relationship between a practice and an assessment object.
D. Identify and describe differences between what the Assessment Team required and the evidence collected.

Answer: D

NEW QUESTION 18
When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:

A. have a security clearance.
B. be a senior person in the company.
C. demonstrate expertise on the CMMC requirements.
D. provide clarity and understanding of their practice activities.

Answer: D

NEW QUESTION 20
Recording evidence as adequate is defined as the criteria needed to:

A. verify, based on an assessment and organizational scope.
B. verify, based on an assessment and organizational practice.
C. determine if a given artifact, interview response, demonstration, or test meets the CMMC scope.
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D. determine if a given artifact, interview response, demonstration, or test meets the CMMC practice.

Answer: D

NEW QUESTION 23
Exercising due care to ensure the information gathered during the assessment is protected even after the engagement has ended meets which code of conduct
requirement?

A. Availability
B. Confidentiality
C. Information Integrity
D. Respect for Intellectual Property

Answer: B

NEW QUESTION 28
SC.L2-3 13.14: Control and monitor the use of VoIP technologies is marked as NOT APPLICABLE for an OSC's assessment. How does this affect the assessment
scope?

A. Any existing telephone system is in scope even if it is not using VoIP technology.
B. An error has been made and the Lead Assessor should be contacted to correct the error.
C. VoIP technology is within scope, and it uses FlPS-validated encryption, so it does not need to be assessed.
D. VoIP technology is not used within scope boundary, so no assessment procedures are specified for this practice.

Answer: D

NEW QUESTION 32
How many domains does the CMMC Model consist of?

A. 14 domains
B. 43 domains
C. 72 domains
D. 110 domains

Answer: A

NEW QUESTION 35
A CCP is part of a CMMC Assessment Team interviewing a subject-matter expert on Access Control (AC) within an OSC. During the interview process, what will
the CCP ensure about the information exchanged during the interview?

A. Performed in groups for more efficient use of resources
B. Recorded for inclusion in the Final Recommended Findings report
C. Confidential and non-attributable so interviewees can speak without fear of reprisal
D. Mapped to specific CMMC practices to clearly delineate which practice is being evaluated

Answer: C

NEW QUESTION 37
Who is responsible for identifying and verifying Assessment Team Member qualifications?

A. C3PAO
B. CMMC-AB
C. Lead Assessor
D. CMMC Marketplace

Answer: C

NEW QUESTION 40
In the Code of Professional Conduct, what does the practice of Professionalism require?

A. Do not copy materials without permission to do so.
B. Do not make assertions about assessment outcomes.
C. Refrain from dishonesty in all dealings regarding CMMC.
D. Ensure the security of all information discovered or received.

Answer: C

NEW QUESTION 43
A CCP is working as an Assessment Team Member on a CMMC Level 2 Assessment. The Lead Assessor has assigned the CCP to assess the OSC's
Configuration Management (CM) domain. The CCP's first interview is with a subject-matter expert for user-installed software. With respect to user-installed
software, what facet should the CCP's interview focus on?

A. Controlled and monitored
B. Removed from the system
C. Scanned for malicious code
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D. Limited to mission-essential use only

Answer: A

NEW QUESTION 45
A company is about to conduct a press release. According to AC.L1-3.1.22: Control information posted or processed on publicly accessible systems, what is the
MOST important factor to consider when addressing CMMC requirements?

A. That the information is correct
B. That the CEO approved the message
C. That the company has to safeguard the release of FCI
D. That so long as the information is only FCI, it can be released

Answer: C

NEW QUESTION 48
Which are guiding principles in the CMMC Code of Professional Conduct?

A. Objectivity, information integrity, and higher accountability
B. Objectivity, information integrity, and proper use of methods
C. Proper use of methods, higher accountability, and objectivity
D. Proper use of methods, higher accountability, and information integrity

Answer: A

NEW QUESTION 50
An Assessment Team Member is conducting a CMMC Level 2 Assessment for an OSC that is in the process of inspecting Assessment Objects for AC.L1-3.1.1:
Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems) to determine
the adequacy of evidence provided by the OSC. Which Assessment Method does this activity fall under?

A. Test
B. Observe
C. Examine
D. Interview

Answer: C

NEW QUESTION 53
The results package for a Level 2 Assessment is being submitted. What MUST a Final Report. CMMC Assessment Results include?

A. Affirmation for each practice or control
B. Documented rationale for each failed practice
C. Suggested improvements for each failed practice
D. Gaps or deltas due to any reciprocity model are recorded as met

Answer: B

NEW QUESTION 55
Which phase of the CMMC Assessment Process includes the task to identify, obtain inventory, and verify evidence?

A. Phase 1: Plan and Prepare Assessment
B. Phase 2: Conduct Assessment
C. Phase 3: Report Recommended Assessment Results
D. Phase 4: Remediation of Outstanding Assessment Issues

Answer: B

NEW QUESTION 59
When are data and documents with legacy markings from or for the DoD required to be re- marked or redacted?

A. When under the control of the DoD
B. When the document is considered secret
C. When a document is being shared outside of the organization
D. When a derivative document's original information is not CUI

Answer: C

NEW QUESTION 61
What is a PRIMARY activity that is performed while conducting an assessment?

A. Develop assessment plan.
B. Collect and examine evidence.
C. Verify readiness to conduct assessment.
D. Deliver recommended assessment results.
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Answer: B

NEW QUESTION 64
Regarding the Risk Assessment (RA) domain, what should an OSC periodically assess?

A. Organizational operations, business assets, and employees
B. Organizational operations, business processes, and employees
C. Organizational operations, organizational assets, and individuals
D. Organizational operations, organizational processes, and individuals

Answer: C

NEW QUESTION 65
The CMMC Level 2 assessment methods include examination and can include:

A. documents, mechanisms, or activities.
B. specific hardware, software, or firmware safeguards employed within a system.
C. policies, procedures, security plans, penetration tests, and security requirements.
D. observation of system backup operations, exercising a contingency plan, and monitoring network traffic.

Answer: A

NEW QUESTION 70
Two assessors cannot agree if a certain practice should be rated as MET or NOT MET. Who should they consult to determine the final interpretation?

A. C3PAO
B. CMMC-AB
C. Lead Assessor
D. Quality Assurance Assessor

Answer: C

NEW QUESTION 73
Which domain has a practice requiring an organization to restrict, disable, or prevent the use of nonessential programs?

A. Access Control (AC)
B. Media Protection (MP)
C. Asset Management (AM)
D. Configuration Management (CM)

Answer: D

NEW QUESTION 76
A CCP is providing consulting services to a company who is an OSC. The CCP is preparing the OSC for a CMMC Level 2 assessment. The company has asked
the CCP who is responsible for determining the CMMC Assessment Scope and who validates its CMMC Assessment Scope. How should the CCP respond?

A. "The OSC determines the CMMC Assessment Scope, and the CCP validates the CMMC Assessment Scope."
B. "The OSC determines the CMMC Assessment Scope, and the C3PAO validates the CMMC Assessment Scope."
C. "The CMMC Lead Assessor determines the CMMC Assessment Scope, and the OSC validates the CMMC Assessment Scope."
D. "The CMMC C3PAO determines the CMMC Assessment Scope, and the Lead Assessor validates the CMMC Assessment Scope."

Answer: B

NEW QUESTION 77
Prior to initiating an OSC's CMMC Assessment, the Lead Assessor briefed the team on the most important requirements of the assessment. The assessor also
insisted that the same results of the findings summary, practice ratings, and Level recommendations must be submitted to the C3PAO for initial processes and
review. After several weeks of assessment, the C3PAO completes the internal review, the recommended results are then submitted through the C3PAO for final
quality review and rating approval. Which document stipulates these reporting requirements?

A. CMMC Assessment reporting requirements
B. DFARS 52.204-21 assessment reporting requirements
C. NISTSP 800-171 Revision 2 assessment reporting requirements
D. DFARS clause 252.204-7012 assessment reporting requirements

Answer: A

NEW QUESTION 79
During a Level 2 Assessment, an OSC provides documentation that attests that they utilize multifactor authentication on nonlocal remote maintenance sessions.
The OSC feels that they have met the controls for the Level 2 certification. What additional measures should the OSC perform to fully meet the maintenance
requirement?

A. Connections for nonlocal maintenance sessions should be terminated when maintenance is complete.
B. Connections for nonlocal maintenance sessions should be unlimited to ensure maintenance is performed properly
C. The nonlocal maintenance personnel complain that restrictions slow down their response time and should be removed.
D. The maintenance policy states multifactor authentication must have at least two factors applied for nonlocal maintenance sessions.
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Answer: A

NEW QUESTION 83
A company is working with a CCP from a contracted CMMC consulting company. The CCP is asked where the Host Unit is required to document FCI and CUI for a
CMMC Assessment. How should the CCP respond?

A. "In the SS
B. within the asset inventory, and in the network diagranY'
C. "Within the hardware inventory, data (low diagram, and in the network diagram"
D. "Within the asset inventory, in the proposal response, and in the network diagram"
E. "In the network diagram, in the SS
F. within the base inventory, and in the proposal response'"

Answer: A

NEW QUESTION 88
Plan of Action defines the clear goal or objective for the plan. What information is generally NOT a part of a plan of action?

A. Completion dates
B. Milestones to measure progress
C. Ownership of who is accountable for ensuring plan performance
D. Budget requirements to implement the plan's remediation actions

Answer: D

NEW QUESTION 89
Where can a listing of all federal agencies' CUI indices and categories be found?

A. 32 CFR Section 2002
B. Official CUI Registry
C. Executive Order 13556
D. Official CMMC Registry

Answer: B

NEW QUESTION 90
As part of CMMC 2.0, the change to Level 1 Self-Assessments supports "reduced assessment costs" allows all companies at Level 1 (Foundational) to:

A. to conduct self-assessments.
B. opt out of CMMC Assessments.
C. have assessment costs reimbursed by the DoD.
D. pay no more than $500.00 for their annual assessment.

Answer: A

NEW QUESTION 95
In late September. CA.L2-3.12.1: Periodically assess the security controls in organizational systems to determine if the controls are effective in their application is
assessed. Procedure specifies that a security control assessment shall be conducted quarterly. The Lead Assessor is only provided the first quarter assessment
report because the person conducting the second quarter's assessment is currently out of the office and will return to the office in two hours. Based on this
information, the Lead Assessor should determine that the evidence is;

A. sufficient, and rate the audit finding as MET
B. insufficient, and rate the audit finding as NOT MET.
C. sufficient, and re-rate the audit finding after a quarter two assessment report is examined.
D. insufficient, and re-rate the audit finding after a quarter two assessment report is examined.

Answer: B

NEW QUESTION 100
Which MINIMUM Level of certification must a contractor successfully achieve to receive a contract award requiring the handling of CUI?

A. Level 1
B. Level 2
C. Level 3
D. Any level

Answer: B

NEW QUESTION 105
Which term describes the prevention of damage to. protection of, and restoration of computers and electronic communications systems/services, including
information contained therein, to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation?

A. Cybersecurity
B. Data security
C. Network security
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D. Information security

Answer: A

NEW QUESTION 110
During a Level 1 Self-Assessment, a smart thermostat was identified. It is connected to the Internet on the OSC's WiFi network. What type of asset is this?

A. FCI Asset
B. CUI Asset
C. In-scope Asset
D. Specialized Asset

Answer: D

NEW QUESTION 112
Which organization is the governmental authority responsible for identifying and marking CUI?

A. NARA
B. NIST
C. CMMC-AB
D. Department of Homeland Security

Answer: A

NEW QUESTION 117
A test or demonstration is being performed for the Assessment Team during an assessment. Which environment MUST the OSC perform this test or
demonstration?

A. Client
B. Production
C. Development
D. Demonstration

Answer: B

NEW QUESTION 118
During an assessment, which phase of the process identifies conflicts of interest?

A. Analyze requirements.
B. Develop assessment plan.
C. Verify readiness to conduct assessment.
D. Generate final recommended assessment results.

Answer: C

NEW QUESTION 122
Which statement is NOT a measure to determine if collected evidence is sufficient?

A. Evidence covers the sampled organization
B. Evidence is not required if the practice is ISO certified
C. Evidence covers the model scope of the Assessment (Target CMMC Level)
D. Evidence corresponds to the sampled organization in the evidence collection approach

Answer: B

NEW QUESTION 126
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Adequacy criteria
B. Objectivity criteria
C. Sufficiency criteria
D. Subjectivity criteria

Answer: A

NEW QUESTION 129
While conducting a CMMC Level 2 Assessment, a CCP is reviewing an OSC's personnel security process. They have a policy that describes screening individuals
prior to authorizing access to CUI, but it does not mention what organizations should be looking for in an individual. There is no link to a process or procedural
document. What should the OSC evaluate when screening individuals prior to accessing CUI?

A. They are trusted and well liked
B. They are a hard and loyal worker
C. Their conduct, integrity, and loyalty
D. Their functionality, reliability, and ability to adapt
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Answer: C

NEW QUESTION 134
Evidence gathered from an OSC is being reviewed. Based on the assessment and
organizational scope, the Lead Assessor requests the Assessment Team to verify that the coverage by domain, practice. Host Unit. Supporting Organization/Unit,
and enclaves are comprehensive enough to rate against each practice. Which criteria is the assessor referring to?

A. Adequacy
B. Capability
C. Sufficiency
D. Objectivity

Answer: C

NEW QUESTION 139
On a Level 2 Assessment Team, what are the roles of the CCP and the CCA?

A. The CCP leads the Level 2 Assessment Team, which consists of one or more CCAs.
B. The CCA leads the Level 2 Assessment Team, which can include 3 CCP with US Citizenship.
C. The CCA leads the Level 2 Assessment Team, which can include a CCP regardless of citizenship.
D. The CCP leads the Level 2 Assessment Team, which can include a CC
E. regardless of citizenship.

Answer: C

NEW QUESTION 142
The IT manager is scoping the company's CMMC Level 1 Self-Assessment. The manager considers which servers, laptops. databases, and applications are used
to store, process, or transmit FCI. Which asset type is being considered by the IT manager?

A. ESP
B. People
C. Facilities
D. Technology

Answer: D

NEW QUESTION 147
An assessor has been working with an OSC's point of contact to plan and prepare for their upcoming assessment. What is one of the MOST important things to
remember when analyzing requirements for an assessment?

A. Scoping an assessment is easy and worry-free.
B. The initial plan cannot be changed once agreed upon.
C. There is a determined amount of time that the OSC's point of contact has to submit evidence and rough order-of-magnitude.
D. Assessors need to continuously review and update the requirements and plan for the assessment as information is gathered.

Answer: D

NEW QUESTION 151
According to DFARS clause 252.204-7012, who is responsible for determining that Information in a given category should be considered CUI?

A. The NARA CUI Executive Agent
B. The contractor who generated the information
C. The DoD agency for whom the contractor is performing the work
D. The military personnel assigned to the contractor for that purpose

Answer: C

NEW QUESTION 155
Which term describes assessing the ability of a unit equipped with a system to support its mission while withstanding cyber threat activity representative of an
actual adversary?

A. Penetration test
B. Black hat testing
C. Red cell assessment
D. Adversarial assessment

Answer: D

NEW QUESTION 158
A dedicated local printer is used to print out documents with FCI in an organization. This is considered an FCI Asset Which function BEST describes what the
printer does with the FCI?

A. Encrypt
B. Manage
C. Process
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D. Distribute

Answer: C

NEW QUESTION 162
Which NIST SP defines the Assessment Procedure leveraged by the CMMC?

A. NIST SP 800-53
B. NISTSP800-53a
C. NIST SP 800-171
D. NISTSP800-171a

Answer: D

NEW QUESTION 165
Who makes the final determination of the assessment method used for each practice?

A. CCP
B. osc
C. Site Manager
D. Lead Assessor

Answer: D

NEW QUESTION 169
An assessment is being completed at a client site that is not far from the Lead Assessor's home office. The client provides a laptop for the duration of the
engagement. During a meeting with the network engineers, the Lead Assessor requests information about the network. They respond that they have a significant
number of drawings they can provide via their secure cloud storage service. The Lead Assessor returns to their home office and decides to review the documents.
What is the BEST way to retrieve the documents?

A. Log into the secure cloud storage service to save copies of the documents on both the work and client laptops.
B. Log into the client VPN from the client laptop and retrieve the documents from the secure cloud storage service.
C. Log into the client VPN from the assessor's laptop and retrieve the documents from the secure cloud storage service.
D. Use their home office workstation to retrieve the documents from the secure cloud storage service and save them to a USB stick.

Answer: B

NEW QUESTION 172
Which statement BEST describes an assessor's evidence gathering activities?

A. Use interviews for assessing a Level 2 practice.
B. Test all practices or objectives for a Level 2 practice
C. Test certain assessment objectives to determine findings.
D. Use examinations, interviews, and tests to gather sufficient evidence.

Answer: D

NEW QUESTION 176
......
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