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NEW QUESTION 1
DRAG DROP

Drag the steps to configure a Cisco ISE node as a primary administration node from the left into the correct order on the right.

Select the check box next to the current node, and then dick Step 1
Click Save. Step 2

Choose Administration > System > Deployment. ity
Stop 4

Click Make Primary ‘|

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_dis_deploy.html
NEW QUESTION 2

Which supplicant(s) and server(s) are capable of supporting EAP-CHAINING?

A. Cisco Secure Services Client and Cisco Access Control Server

B. Cisco AnyConnect NAM and Cisco ldentity Service Engine

C. Cisco AnyConnect NAM and Cisco Access Control Server

D. Windows Native Supplicant and Cisco Identity Service Engine

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html

NEW QUESTION 3

Which two fields are available when creating an endpoint on the context visibility page of Cisco ISE? (Choose two.)

A. Security Group Tag

B. Endpoint Family

C. Policy Assignment

D. Identity Group Assignment
E. IP Address

Answer: CD

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_010101.html

NEW QUESTION 4

When configuring Active Directory groups, what does the Cisco ISE use to resolve ambiguous group names?

A. MIB
B. SID
C. MAB
D.TGT

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/b_ISE_AD_integration_2x.html

NEW QUESTION 5
Which permission is common to the Active Directory Join and Leave operations?

A. Remove the Cisco ISE machine account from the domain.

B. Search Active Directory to see if a Cisco ISE machine account already exists.

C. Set attributes on the Cisco ISE machine account.

D. Create a Cisco ISE machine account in the domain if the machine account does not already exist.

Answer: B
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NEW QUESTION 6
Which command displays all 802.1X/MAB sessions that are active on the switch ports of a Cisco Catalyst switch?

A. show authentication sessions interface Gil/0/x output
B. show authentication sessions

C. show authentication sessions output

D. show authentication sessions interface Gi 1/0/x

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-xe-3se-3850-cr-book/sec-s1-xe-3se-3850-cr-
book_chapter_01.html#wp3404908137

NEW QUESTION 7
What is needed to configure wireless guest access on the network?

A. endpoint already profiled in ISE

B. WEBAUTH ACL for redirection

C. Captive Portal Bypass turned on

D. valid user account in Active Directory

Answer: C

NEW QUESTION 8
Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on AireOS controller?

A. DHCP server

B. override Interface ACL
C. static IP tunneling

D. AAA override

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED _
chapter_010110111.html

NEW QUESTION 9
Which profiling probe collects the user-agent string?

A. DHCP
B. HTTP
C. NMAP
D. AD

Answer: B

NEW QUESTION 10
What allows an endpoint to obtain a digital certificate from Cisco ISE during a BYOD flow?

A. Application Visibility and Control
B. Supplicant Provisioning Wizard
C. My Devices Portal

D. Network Access Control

Answer: C

NEW QUESTION 10
What are two benefits of TACACS+ versus RADIUS for device administration? (Choose two.)

A. TACACS+ has command authorization, and RADIUS does not.

B. TACACS+ uses UDP, and RADIUS uses TCP.

C. TACACS+ supports 802.1X, and RADIUS supports MAB.

D. TACACS+ provides the service type, and RADIUS does not.

E. TACACS+ encrypts the whole payload, and RADIUS encrypts only the password.

Answer: AE

NEW QUESTION 11

Which two features must be used on Cisco ISE to enable the TACACS+ feature? (Choose two.)
A. Command Sets

B. Server Sequence
C. Device Administration License
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D. External TACACS Servers
E. Device Admin Service

Answer: CE

NEW QUESTION 16
Which are two characteristics of TACACS+? (Choose two.)

A. It separates authorization and authentication functions.
B. It combines authorization and authentication functions.
C. It uses UDP port 49.

D. It encrypts the password only.

E. It uses TCP port 49.

Answer: AE

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html

NEW QUESTION 17
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