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NEW QUESTION 1

A developer is incorporating AWS X-Ray into an application that handles personal identifiable information (Pll). The application is hosted on Amazon EC2
instances. The application trace messages include encrypted PII and go to Amazon CloudWatch. The developer needs to ensure that no PIl goes outside of the
EC2 instances.

Which solution will meet these requirements?

A. Manually instrument the X-Ray SDK in the application code.
B. Use the X-Ray auto-instrumentation agent.

C. Use Amazon Macie to detect and hide PI

D. Call the X-Ray API from AWS Lambda.

E. Use AWS Distro for Open Telemetry.

Answer: B

NEW QUESTION 2

An application uses Lambda functions to extract metadata from files uploaded to an S3 bucket; the metadata is stored in Amazon DynamoDB. The application
starts behavingunexpectedly, and the developer wants to examine the logs of the Lambda function code for errors.

Based on this system configuration, where would the developer find the logs?

A. Amazon S3

B. AWS CloudTrail

C. Amazon CloudWatch
D. Amazon DynamoDB

Answer: C

NEW QUESTION 3

A company needs to harden its container images before the images are in a running state. The company's application uses Amazon Elastic Container Registry
(Amazon ECR) as an image registry. Amazon Elastic Kubernetes Service (Amazon EKS) forcompute, and an AWS CodePipeline pipeline that orchestrates a
continuous integration and continuous delivery (CI/CD) workflow.

Dynamic application security testing occurs in the final stage of the pipeline after a new image is deployed to a development namespace in the EKS cluster. A
developer needs to place an analysis stage before this

deployment to analyze the container image earlier in the CI/CD pipeline.

Which solution will meet these requirements with the MOST operational efficiency?

. Build the container image and run the docker scan command locall

. Mitigate any findings before pushing changes to the source code repositor

. Write a pre-commit hook that enforces the use of this workflow before commit.

. Create a new CodePipeline stage that occurs after the container image is buil

. Configure ECR basic image scanning to scan on image pus

. Use an AWS Lambda function as the action provide

. Configure the Lambda function to check the scan results and to fail the pipeline if there are findings.

. Create a new CodePipeline stage that occurs after source code has been retrieved from its repository.Run a security scanner on the latest revision of the
source cod

I. Fail the pipeline if there are findings.

J. Add an action to the deployment stage of the pipeline so that the action occurs before the deployment to the EKS cluste
K. Configure ECR basic image scanning to scan on image pus

L. Use an AWS Lambda function as the action provide

M. Configure the Lambda function to check the scan results and to fail the pipeline if there are findings.
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Answer: D

NEW QUESTION 4

A company is using an AWS Lambda function to process records from an Amazon Kinesis data stream. The company recently observed slow processing of the
records. A developer notices that the iterator age metric for the function is increasing and that the Lambda run duration is constantly above normal.

Which actions should the developer take to increase the processing speed? (Choose two.)

A. Increase the number of shards of the Kinesis data stream.

B. Decrease the timeout of the Lambda function.

C. Increase the memory that is allocated to the Lambda function.
D. Decrease the number of shards of the Kinesis data stream.

E. Increase the timeout of the Lambda function.

Answer: AC

NEW QUESTION 5

A developer is creating an AWS Lambda function that needs credentials to connect to an Amazon RDS for MySQL database. An Amazon S3 bucket currently
stores the credentials. The developer needs to improve the existing solution by implementing credential rotation and secure storage. The developer also needs to
provide integration with the Lambda function.

Which solution should the developer use to store and retrieve the credentials with the LEAST management overhead?

A. Store the credentials in AWS Systems Manager Parameter Stor

B. Select the database that the parameter will acces

C. Use the default AWS Key Management Service (AWS KMS) key to encrypt the paramete

D. Enable automatic rotation for the paramete

E. Use the parameter from Parameter Store on the Lambda function to connect to the database.
F. Encrypt the credentials with the default AWS Key Management Service (AWS KMS) ke
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G. Store the credentials as environment variables for the Lambda functio

H. Create a second Lambda function to generate new credentials and to rotate the credentials by updating the environment variables of the first Lambda functio
I. Invoke the second Lambda function by using an Amazon EventBridge rule that runs on a schedul

J. Update the database to use the new credential

K. On the first Lambda function, retrieve the credentials from the environment variable

L. Decrypt the credentials by using AWS KMS, Connect to the database.

M. Store the credentials in AWS Secrets Manage

N. Set the secret type to Credentials for Amazon RDS databas

O. Select the database that the secret will acces

P. Use the default AWS Key Management Service(AWS KMS) key to encrypt the secre

Q. Enable automatic rotation for the secre

R. Use the secret from Secrets Manager on the Lambda function to connect to the database.

S. Encrypt the credentials by using AWS Key Management Service (AWS KMS). Store the credentials in an Amazon DynamoDB tabl
T. Create a second Lambda function to rotate the credential

. Invoke the second Lambda function by using an Amazon EventBridge rule that runs on a schedul

. Update the DynamoDB tabl

. Update the database to use the generated credential

. Retrieve the credentials from DynamoDB with the first Lambda functio

. Connect to the database.

Answer: C

NEW QUESTION 6

A company is planning to securely manage one-time fixed license keys in AWS. The company's development team needs to access the license keys in automaton
scripts that run in Amazon EC2 instances and in AWS CloudFormation stacks.

Which solution will meet these requirements MOST cost-effectively?

A. Amazon S3 with encrypted files prefixed with “config”

B. AWS Secrets Manager secrets with a tag that is named SecretString
C. AWS Systems Manager Parameter Store SecureString parameters
D. CloudFormation NoEcho parameters

Answer: C

NEW QUESTION 7
An application is processing clickstream data using Amazon Kinesis. The clickstream data feed into Kinesis experiences periodic spikes. The PutRecords API call
occasionally fails and the logs show that the failed call returns the response shown below:

"FailledRecordCount™: 1,
"Recorda™: |

"SequenceNumber™: "2126931558550063794€6712965403778482371",

"Shardid”: “"shardId-000000000001"

"ErrorCode™:"ProvisionedThroughputExceededException”,

"ErrorMessage™: "Rate exceeded for shard shardld-000000000001 in
stream exampleStreamName under account 123456769.7

"SeguenceNumber®: "2126931558599563754€6712965403778482585"7,
"Shardid": "shardld-000000000002"

Which techniques will help mitigate this exception? (Choose two.)

A. Which techniques will help mitigate this exception? (Choose two.)
B. Use a PutRecord API instead of PutRecords.

C. Reduce the frequency and/or size of the requests.

D. Use Amazon SNS instead of Kinesis.

E. Reduce the number of KCL consumers.

Answer: AC

NEW QUESTION 8

An Amazon Kinesis Data Firehose delivery stream is receiving customer data that contains personally identifiable information. A developer needs to remove
pattern-based customer identifiers from the data and store the modified data in an Amazon S3 bucket.

What should the developer do to meet these requirements?

A. Implement Kinesis Data Firehose data transformation as an AWS Lambda functio
B. Configure the function to remove the customer identifier

C. Set an Amazon S3 bucket as the destination of the delivery stream.

D. Launch an Amazon EC2 instanc

E. Set the EC2 instance as the destination of the delivery strea
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F. Run an application on the EC2 instance to remove the customer identifier

G. Store the transformed data in anAmazon S3 bucket.

H. Create an Amazon OpenSearch Service instanc

I. Set the OpenSearch Service instance as the destination of the delivery strea

J. Use search and replace to remove the customer identifier

K. Export the data to an Amazon S3 bucket.

L. Create an AWS Step Functions workflow to remove the customer identifier

M. As the last step in the workflow, store the transformed data in an Amazon S3 bucke
N. Set the workflow as the destination of the delivery stream.

Answer: A

NEW QUESTION 9

A developer is designing a serverless application with two AWS Lambda functions to process photos. One Lambda function stores objects in an Amazon S3
bucket and stores the associated metadata in an Amazon DynamoDB table. The other Lambda function fetches the objects from the S3 bucket by using the
metadata from the DynamoDB table. Both Lambda functions use the same Python library to perform complex computations and are approaching the quota for the
maximum size of zipped deployment packages.

What should the developer do to reduce the size of the Lambda deployment packages with the LEAST operational overhead?

. Package each Python library in its own .zip file archiv

. Deploy each Lambda function with its own copy of the library.
. Create a Lambda layer with the required Python librar

. Use the Lambda layer in both Lambda functions.

. Combine the two Lambda functions into one Lambda functio
. Deploy the Lambda function as a single.zip file archive.

. Download the Python library to an S3 bucke

. Program the Lambda functions to reference the object URLs.

IOMNMMmMmOO >

Answer: B

NEW QUESTION 10

A developer is creating a mobile app that calls a backend service by using an Amazon APl Gateway REST API. For integration testing during the development
phase, the developer wants to simulate different backend responses without invoking the backend service.

Which solution will meet these requirements with the LEAST operational overhead?

A. Create an AWS Lambda functio

B. Use API Gateway proxy integration to return constant HTTP responses.

C. Create an Amazon EC2 instance that serves the backend REST API by using an AWS CloudFormation template.
D. Customize the API Gateway stage to select a response type based on the request.

E. Use a request mapping template to select the mock integration response.

Answer: B

NEW QUESTION 10

A developer is using AWS Amplify Hosting to build and deploy an application. The developer is receiving an increased number of bug reports from users. The
developer wants to add end-to-end testing to the application to eliminate as many bugs as possible before the bugs reach production.

Which solution should the developer implement to meet these requirements?

A. Run the amplify add test command in the Amplify CLI.

B. Create unit tests in the applicatio

C. Deploy the unit tests by using the amplify push command in the Amplify CLI.
D. Add a test phase to the amplify.yml build settings for the application.

E. Add a test phase to the aws-exports.js file for the application.

Answer: C

NEW QUESTION 12

An application that is hosted on an Amazon EC2 instance needs access to files that are stored in an Amazon S3 bucket. The application lists the objects that are
stored in the S3 bucket and displays a table to the user. During testing, a developer discovers that the application does not show any objects in the list.

What is the MOST secure way to resolve this issue?

A. Update the IAM instance profile that is attached to the EC2 instance to include the S3:* permission for the S3 bucket.

B. Update the IAM instance profile that is attached to the EC2 instance to include the S3:ListBucket permission for the S3 bucket.

C. Update the developer's user permissions to include the S3:ListBucket permission for the S3 bucket.

D. Update the S3 bucket policy by including the S3:ListBucket permission and by setting the Principal element to specify the account number of the EC2 instance.

Answer: B

NEW QUESTION 15

A development team maintains a web application by using a single AWS CloudFormation template. The template defines web servers and an Amazon RDS
database. The team uses the Cloud Formation template to deploy the Cloud Formation stack to different environments.

During a recent application deployment, a developer caused the primary development database to be dropped and recreated. The result of this incident was a loss
of data. The team needs to avoid accidental database deletion in the future.

Which solutions will meet these requirements? (Choose two.)

A. Add a CloudFormation Deletion Policy attribute with the Retain value to the database resource.

B. Update the CloudFormation stack policy to prevent updates to the database.
C. Modify the database to use a Multi-AZ deployment.
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D. Create a CloudFormation stack set for the web application and database deployments.
E. Add a Cloud Formation DeletionPolicy attribute with the Retain value to the stack.

Answer: AD

NEW QUESTION 20

A developer has a legacy application that is hosted on-premises. Other applications hosted on AWS depend on the on-premises application for proper functioning.
In case of any application errors, the developer wants to be able to use Amazon CloudWatch to monitor and troubleshoot all applications from one place.

How can the developer accomplish this?

A. Install an AWS SDK on the on-premises server to automatically send logs to CloudWatch.

B. Download the CloudWatch agent to the on-premises serve

C. Configure the agent to use IAM user credentials with permissions for CloudWatch.

D. Upload log files from the on-premises server to Amazon S3 and have CloudWatch read the files.

E. Upload log files from the on-premises server to an Amazon EC2 instance and have the instance forward the logs to CloudWatch.

Answer: B

NEW QUESTION 25

A developer is creating a template that uses AWS CloudFormation to deploy an application. The application is serverless and uses Amazon APl Gateway, Amazon
DynamoDB, and AWS Lambda.

Which AWS service or tool should the developer use to define serverless resources in YAML?

A. CloudFormation serverless intrinsic functions

B. AWS Elastic Beanstalk

C. AWS Serverless Application Model (AWS SAM)
D. AWS Cloud Development Kit (AWS CDK)

Answer: C

NEW QUESTION 27

A company wants to share information with a third party. The third party has an HTTP API endpoint that the company can use to share the information. The
company has the required API key to access the HTTP API.

The company needs a way to manage the API key by using code. The integration of the API key with the application code cannot affect application performance.
Which solution will meet these requirements MOST securely?

A. Store the API credentials in AWS Secrets Manage

B. Retrieve the API credentials at runtime by using the AWS SD
C. Use the credentials to make the API call.

D. Store the API credentials in a local code variabl

E. Push the code to a secure Git repositor

F. Use the local code variable at runtime to make the API call.
G. Store the API credentials as an object in a private Amazon S3 bucke
H. Restrict access to the S3 object by using IAM policie

I. Retrieve the API credentials at runtime by using the AWS SD
J. Use the credentials to make the API call.

K. Store the API credentials in an Amazon DynamoDB tabl

L. Restrict access to the table by using resource-based policie
M. Retrieve the API credentials at runtime by using the AWS SD
N. Use the credentials to make the API call.

Answer: B

NEW QUESTION 29
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