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NEW QUESTION 1
What is a benefit of agent-based protection when compared to agentless protection?

A. It lowers maintenance costs
B. It provides a centralized platform

C. It collects and detects all traffic locally

D. It manages numerous devices simultaneously

Answer: B

NEW QUESTION 2
Refer to the exhibit.

No.
1878
19886
1587
2317
2318
2321
2322
2323
2542
2543

Time

6.473353
6. T36B55
6.736873
T.245088
7.245192
7.246633
T.246640
7.246642
T.512750
7.512781

Source

17337 14584
173.37.145.84
10.0.2.15
10:0:2.15
10.0.2.15
173.37.145.84
173.37.145.84
173.37.145.84
173.37.145,84
10.0.2.15

Destination
10.0.2.15
10.0.2.15
173.37.145.84
173.37.145.84
173.37.145.84
10.0.2.15
10.0.2.15
10.0.2.15
10.0.2.15
173.37.145.84

Protocol

TCE
HITP
TCF
TCE
HITP
TCE
TCP
TCP
HITP
TCP

Length
&2
245
56
2976
1020
&2
€2
&2
442
56

Info

80-49522 [ACK] Seqg=14404 Ack=2987 Win=£5535 Lan=0
HTTPSf1.1 304 Mot Modified

4952280 [ACK] Seg=2987 Ack=14593 Win=59640 Len=0
[TCP segment of a reassembled PDU)

GET [fweb/fw/i/ntpagetag.gif?je=1ste=147629607552.28¢65tc
80-49522 [ACK] Segq=1459%3 Ack=4447 Win=£5535 Len=0
B0-49522 [ACK] Seg=1459%3 Ack=5907 Win=65535 Len=0
80-49522 [ACK] Seq=14593 Ack=6871 Win=65535 Lan=0
HTTE/1.1 200 oK (GIFS89a)

49522-80 [ACK] Seg=68T71 Ack=14973 Win=62480 Lan=0

Which packet contains a file that is extractable within Wireshark?

A. 2317
B. 1986
C. 2318
D. 2542

Answer: D

NEW QUESTION 3
Drag and drop the technology on the left onto the data type the technology provides on the right.

tcpdump

web content filtering

traditional stateful firewall

NetFlow

A. Mastered
B. Not Mastered

Answer: A

Explanation:

tcpdump

session data

full packet capture

web content filtering

transaction data

connection event

web content filtering

tcpdump

traditional stateful firewall

NetFlow

NetFlow

NEW QUESTION 4
Which category relates to improper use or disclosure of Pll data?

A. legal

B. compliance
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C. regulated
D. contractual

Answer: C

NEW QUESTION 5

Which piece of information is needed for attribution in an investigation?
A. proxy logs showing the source RFC 1918 IP addresses

B. RDP allowed from the Internet

C. known threat actor behavior

D. 802.1x RADIUS authentication pass arid fail logs

Answer: C

NEW QUESTION 6

A user received a malicious attachment but did not run it. Which category classifies the intrusion?
A. weaponization

B. reconnaissance

C. installation

D. delivery

Answer: D

NEW QUESTION 7
Refer to the exhibit.

<IMG SRC=1%41vascript:alert(‘attack’)>

Which kind of attack method is depicted in this string?

A. cross-site scripting
B. man-in-the-middle
C. SQL injection

D. denial of service

Answer: A

NEW QUESTION 8

Which incidence response step includes identifying all hosts affected by an attack'?
A. post-incident activity

B. detection and analysis

C. containment eradication and recovery

D. preparation

Answer: A

NEW QUESTION 9

Which attack method intercepts traffic on a switched network?
A. denial of service

B. ARP cache poisoning

C. DHCP snooping

D. command and control

Answer: C

NEW QUESTION 10
Refer to the exhibit.
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- Internat Protocol version 4, Src: 192.168.12.
&1 0 '_'t. r"':. | T8 'I'ﬂ ,"IL-|
.........................

Version: 4

Header Length: 20 bytes
+ Differentiated Services Field: 0x00 (DSCP 0x0
(Not ECN-Capable Transport))

Total Length: 538

Identification: Oxébse (27534)

+ Flags: 0x02 (Don't Fragment
Fragment offset: 0
Time to live: 128
Protocol: TCP (6)

+ Header checksum: 0Ox00 validation disabled
Source: 192.le8.122.1 (192.168.122.100)
Destination: B1.179.179.69 (81.179.179.69)
[Source GeonlP: Unknowr

+ Transmission control protocal. sre port: 50272
E I
Seg: 419451624. Ack: 970444123. Len: 4%0

What should be interpreted from this packet capture?

A. IP address 179.179.69/50272/192.168.122.100/80/6 is sending a packet from port 80 of IP address 192.168.122.100 that is going to port 50272 of IP address

81.179.179.69 using IP protocol 6.

B. IP address 192.168.122.100/50272/81.179.179.69/80/6 is sending a packet from port 50272 of IP address 192.168.122.100 that is going to port 80 of IP

address 81.179.179.69 using IP protocol 6.

C. IP address 192.168.122.100/50272/81.179.179.69/80/6 is sending a packet from port 80 of IP address 192.168.122.100 that is going to port 50272 of IP

address 81.179.179.69 using IP protocol 6.7E503B693763E0113BEOCD2E4A16C9C4

D. IP address 179.179.69/50272/192.168.122.100/80/6 is sending a packet from port 50272 of IP address 192.168.122.100 that is going to port 80 of IP address

81.179.179.69 using IP protocol 6.

Answer: B

NEW QUESTION 10

What specific type of analysis is assigning values to the scenario to see expected outcomes?

A. deterministic
B. exploratory
C. probabilistic
D. descriptive

Answer: A

NEW QUESTION 12

What is the difference between mandatory access control (MAC) and discretionary access control (DAC)?

A. MAC is controlled by the discretion of the owner and DAC is controlled by an administrator
B. MAC is the strictest of all levels of control and DAC is object-based access

C. DAC is controlled by the operating system and MAC is controlled by an administrator

D. DAC is the strictest of all levels of control and MAC is object-based access

Answer: B

NEW QUESTION 15
Refer to the exhibit.
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NG.  Time — Source Destination  PLOLOCOL LeRQth IRLo
. CHOOHO O 0. 0. 0.2 10 126.0.3 ECP 5381 — &6:[8Y) J Win=51

2 0.003987 10.128.0.2 10.0.0.2 TCP EB B8 - 3222 [SYN, ACK] Segq=0 Ack=1 Win=29288 Len=0 NS8=1468
3 0.005514 i0.128.0.2 10.0.0.2 < S8 BE - 3341 [S¥N, RCE] Seg=0 Ack=1l Win=29200 Lan=0 NSS5=14¢0
4 0.008429 10.0.0.2 i0.128.0.2 CcP 54 3342 - B0 [SYN] Seq=0 Win=512 Len=0

5 0.010233 10.128.0.2 10.0.0.2 IcP 58 88 — 3220 [8YN, ACK] Seq=0 Ack=1 Win=2988 Len=0 N55=1468
6 0.014072 10.128.0.2 10.0.0.2 TCP S8 80 - 3342 [SYM, ACK] Seqg=0 Ack=l Win=2%00 Lan=0 HM83=1460
7 0.006830 10.0.0.2 10.128.0.2 Ice 54 3343 - BB [SYN] Seq=0 Win=512 Lan=0

g 0.022220 10.128.0.2 10.0.0.2 e 58 89 - 3343 [5YN, ACK] Seq=( Ack=1 Win=29200 Len=0 M55=1460
9 0.02349¢ 10.128.0.2 10.0.0.2 TCP S8 89 - 3219 [SYN, ACK] Seg=0 Ack=1 Win=29200 Len=0 MSS=1460
10 0.025243 10.0.0.2 10.128.0.2 ICP 54 3344 - 88 [SYN] Segq=0 Win=512 Len=0

11 0.026672 10.128.0.2 10.0.0.2 e 58 89 - 3218 [SYM, ACK] Seg=0 Ack=l Win=25200 Len=0 MES=1460
12 0.028038 10.128.0.2 10.0.0.2 TCP 58 80 - 3221 [SYN, ACK] Seq=0 Ack=l1 Win=29200 Len=0 MS5S=1460
13 0.030523 10.128.0.2 10.0.0.2 ICcP S8 88 - 3344 [SYN; ACKE] Seg=0 Ack=1 Win=29200 Len=0 M53=1460

Frame 1: 54 Evtes on wire (432 Bita), 54 Bytes captured (432 bits)
Ethernet II, Src: 42:01:0a:f0:00:17 (42:01:0a:f0:00:17), Dst: 42:01:0a:F0:00:01 (42:01:0a:f0:00:01)

Internet Protocol Version 4, Src: 18.0.0.2, DPst: 10.128.0.2
Transmission Control Protocol, Src Port: 35‘1r Dst Port: 80, Seq: 0, Lan: O

Source Port: 3341

Destination Port: BO |
[Stroam index: 0]

[TCP Segment Len: 0]

Seguence numbaer: 0 (relative sequence number)

[Next sequence number: U (relative seguence number)|]
¢ Acknowledgement number: 1023350884

Uill ... = Header Length: 20 bytas (5)

Wingows Size Value: 512
{Calculated window size: 51
Checksum: OxBd5a [unverifie
[Checksum Status: Unverifie
Urgent pointer: 0

¢ [Timestamps]

[+ A

¥

What is occurring in this network traffic?

A. high rate of SYN packets being sent from a multiple source towards a single destination IP
B. high rate of SYN packets being sent from a single source IP towards multiple destination IPs
C. flood of ACK packets coming from a single source IP to multiple destination IPs

D. flood of SYN packets coming from a single source IP to a single destination IP

Answer: D

NEW QUESTION 16
What are two differences in how tampered and untampered disk images affect a security incident? (Choose two.)

A. Untampered images are used in the security investigation process

B. Tampered images are used in the security investigation process

C. The image is tampered if the stored hash and the computed hash match
D. Tampered images are used in the incident recovery process

E. The image is untampered if the stored hash and the computed hash match

Answer: BE

NEW QUESTION 19
What is the practice of giving employees only those permissions necessary to perform their specific role within an organization?

A. least privilege
B. need to know
C. integrity validation
D. due diligence

Answer: A

NEW QUESTION 22

Which principle is being followed when an analyst gathers information relevant to a security incident to determine the appropriate course of action?
A. decision making

B. rapid response

C. data mining

D. due diligence

Answer: A

NEW QUESTION 24

What is rule-based detection when compared to statistical detection?
A. proof of a user's identity

B. proof of a user's action

C. likelihood of user's action

D. falsification of a user's identity

Answer: B
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NEW QUESTION 28
What are the two characteristics of the full packet captures? (Choose two.)

A. Identifying network loops and collision domains.

B. Troubleshooting the cause of security and performance issues.
C. Reassembling fragmented traffic from raw data.

D. Detecting common hardware faults and identify faulty assets.
E. Providing a historical record of a network transaction.

Answer: CE

NEW QUESTION 29

An intruder attempted malicious activity and exchanged emails with a user and received corporate information, including email distribution lists. The intruder asked
the user to engage with a link in an email. When the fink launched, it infected machines and the intruder was able to access the corporate network.

Which testing method did the intruder use?

A. social engineering
B. eavesdropping

C. piggybacking

D. tailgating

Answer: A

NEW QUESTION 34
The target web application server is running as the root user and is vulnerable to command injection. Which result of a successful attack is true?

A. cross-site scripting

B. cross-site scripting request forgery
C. privilege escalation

D. buffer overflow

Answer: B

NEW QUESTION 39
Which event artifact is used to identity HTTP GET requests for a specific file?

A. destination IP address
B. TCP ACK

C. HTTP status code

D. URI

Answer: D

NEW QUESTION 43
What is the virtual address space for a Windows process?

A. physical location of an object in memory

B. set of pages that reside in the physical memory

C. system-level memory protection feature built into the operating system
D. set of virtual memory addresses that can be used

Answer: D

NEW QUESTION 47

Which system monitors local system operation and local network access for violations of a security policy?
A. host-based intrusion detection

B. systems-based sandboxing

C. host-based firewall

D. antivirus

Answer: C

NEW QUESTION 49

What do the Security Intelligence Events within the FMC allow an administrator to do?
A. See if a host is connecting to a known-bad domain.

B. Check for host-to-server traffic within your network.

C. View any malicious files that a host has downloaded.

D. Verify host-to-host traffic within your network.

Answer: A

NEW QUESTION 52
A security expert is working on a copy of the evidence, an I1SO file that is saved in CDFS format. Which type of evidence is this file?
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A. CD data copy prepared in Windows

B. CD data copy prepared in Mac-based system

C. CD data copy prepared in Linux system

D. CD data copy prepared in Android-based system

Answer: A

NEW QUESTION 54
Refer to the exhibit.

Severity Date Time SigID  Source I[P Source Port  DestIP  Dest Port Description

N
e |
]

6 Jan 152020  05:15:22 33883 6252254 22557  198.168.5.22

=

Which type of log is displayed?

A. IDS

B. proxy
C. NetFlow
D. sys

Answer: D

NEW QUESTION 57
A malicious file has been identified in a sandbox analysis tool.
Which piece of information is needed to search for additional downloads of this file by other hosts?

A. file type

B. file size

C. file name

D. file hash value

Answer: D

NEW QUESTION 61
What is an attack surface as compared to a vulnerability?

A. any potential danger to an asset

B. the sum of all paths for data into and out of the application
C. an exploitable weakness in a system or its design

D. the individuals who perform an attack

Answer: B

NEW QUESTION 62
An offline audit log contains the source IP address of a session suspected to have exploited a vulnerability resulting in system compromise.
Which kind of evidence is this IP address?

A. best evidence

B. corroborative evidence
C. indirect evidence

D. forensic evidence

Answer: B

NEW QUESTION 67

When trying to evade IDS/IPS devices, which mechanism allows the user to make the data incomprehensible without a specific key, certificate, or password?
A. fragmentation

B. pivoting

C. encryption

D. stenography

Answer: D

NEW QUESTION 72

Which HTTP header field is used in forensics to identify the type of browser used?
A. referrer

B. host

C. user-agent

D. accept-language

Answer: C
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NEW QUESTION 74
Which type of attack occurs when an attacker is successful in eavesdropping on a conversation between two IP phones?

A. known-plaintext
B. replay

C. dictionary

D. man-in-the-middle

Answer: D

NEW QUESTION 79
A network engineer discovers that a foreign government hacked one of the defense contractors in their home country and stole intellectual property. What is the
threat agent in this situation?

A. the intellectual property that was stolen

B. the defense contractor who stored the intellectual property
C. the method used to conduct the attack

D. the foreign government that conducted the attack

Answer: D

NEW QUESTION 82
Which event is user interaction?

A. gaining root access

B. executing remote code

C. reading and writing file permission
D. opening a malicious file

Answer: D

NEW QUESTION 86

How is attacking a vulnerability categorized?
A. action on objectives

B. delivery

C. exploitation

D. installation

Answer: C

NEW QUESTION 91
Refer to the exhibit.

giﬁ{oc Show TCP summary in protocol tree: v

SSCOP Validate the TCP checksum if possible:

SSH Allow subdissector to reassemble TCP streams: v

SSL Analyze TCP sequence numbers: '/ '\

STANAG 5066 Relative sequence numbers: [/

StarTeam Scaling factor to use when not available from capture: | Not known v
STP _ e — :
SUA Track number of bytes in flight: v
SYNCHROPHASOR Calculate conversation timestamps:

T.38 Try heuristic sub-dissectors first:

TACACS+ Ignore TCP Timestamps in summary:

TALI Do not call subdissectors for error packets:

TCAP TCP Experimental Options with a Magic Number: (v

TCPENCAP

TDMoE

What is the expected result when the "Allow subdissector to reassemble TCP streams" feature is enabled?

A. insert TCP subdissectors

B. extract a file from a packet capture

C. disable TCP streams
D. unfragment TCP

Answer: D

NEW QUESTION 96

At which layer is deep packet inspection investigated on a firewall?
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A. internet

B. transport
C. application
D. data link

Answer: C

NEW QUESTION 100
Which two compliance frameworks require that data be encrypted when it is transmitted over a public network?
(Choose two.)

A. PCI

B. GLBA
C. HIPAA
D. SOX
E. COBIT

Answer: AC

NEW QUESTION 104
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