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NEW QUESTION 1
Which personas can a Cisco ISE node assume?

A. policy service, gatekeeping, and monitoring
B. administration, monitoring, and gatekeeping
C. administration, policy service, and monitoring
D. administration, policy service, gatekeeping

Answer: C

Explanation:
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_dis_deploy.html

NEW QUESTION 2
Which two features are available when the primary admin node is down and the secondary admin node has not been promoted? (Choose two.)

A. new AD user 802.1X authentication
B. hotspot

C. posture

D. guest AUP

E. BYOD

Answer: BD

NEW QUESTION 3
Which supplicant(s) and server(s) are capable of supporting EAP-CHAINING?

A. Cisco Secure Services Client and Cisco Access Control Server
B. Cisco AnyConnect NAM and Cisco ldentity Service Engine

C. Cisco AnyConnect NAM and Cisco Access Control Server

D. Windows Native Supplicant and Cisco Identity Service Engine

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html

NEW QUESTION 4
How is policy services node redundancy achieved in a deployment?

A. by creating a node group

B. by deploying both primary and secondary node
C. by enabling VIP

D. by utilizing RADIUS server list on the NAD

Answer: B

NEW QUESTION 5
In which two ways can users and endpoints be classified for TrustSec? (Choose two.)

A. VLAN
B. dynamic
C. QoS

D. SGACL
E. SXP

Answer: AD

NEW QUESTION 6

When configuring Active Directory groups, what does the Cisco ISE use to resolve ambiguous group names?
A. MIB

B. SID

C. MAB

D. TGT

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/b_ISE_AD_integration_2x.html

NEW QUESTION 7
Which RADIUS attribute is used to dynamically assign the Inactivity active timer for MAB users from the Cisco ISE node?
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A. session-timeout

B. termination-action

C. radius-server timeout
D. idle-timeout

Answer: D

NEW QUESTION 8
Which two values are compared by the binary comparison function in authentication that is based on Active Directory?

A. user-presented certificate and a certificate stored in Active Directory

B. MS-CHAPv2 provided machine credentials and credentials stored in Active Directory
C. user-presented password hash and a hash stored in Active Directory

D. subject alternative name and the common name

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/ISE-ADIntegrationDoc/b_ISE-ADIntegration.html

NEW QUESTION 9
What is a valid guest portal type?

A. Sponsor

B. Sponsored-Guest
C. Captive-Guest

D. My Devices

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter 01111.html

NEW QUESTION 10
What is the purpose of the ip http server
command on a switch?

A. It enables the https server for users for web authentication.
B. It enables dotlx authentication on the switch.

C. It enables MAB authentication on the switch.

D. It enables the switch to redirect users for web authentication.

Answer: C

NEW QUESTION 10
Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on AireOS controller?

A. DHCP server

B. override Interface ACL
C. static IP tunneling

D. AAA override

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74 CONSOLIDATED
chapter_010110111.html

NEW QUESTION 14
Which profiling probe collects the user-agent string?

A. DHCP
B. HTTP
C. NMAP
D. AD

Answer: B

NEW QUESTION 15
Which two probes must be enabled for the ARP cache to function in the Cisco ISE profiling service so that a user can reliably bind the IP addresses and MAC
addresses of endpoints? (Choose two.)

A. SNMP
B. HTTP
C. RADIUS
D. DHCP
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E. NetFlow
Answer: CD

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_010100.html

NEW QUESTION 17

Which three default endpoint identity groups does Cisco ISE create? (Choose three.)

A. endpoint
B. unknown
C. blacklist
D. profiled

E. whitelist

Answer: BCD

Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_man_identities.html#wp1203054

NEW QUESTION 22

During BYOD flow, from where does a Microsoft Windows PC download the Network Setup Assistant?

A. Microsoft App Store

B. Cisco App Store

C. Cisco ISE directly

D. Native OTA functionality

Answer: C

Explanation:

Reference: https://ciscocustomer.lookbookhq.com/iseguidedjourney/BYOD-configuration

NEW QUESTION 27

If a user reports a device lost or stolen, which portal should be used to prevent the device from accessing the network while still providing information about why

the device is blocked?
A. Client Provisioning
B. BYOD

C. Guest

D. Blacklist

Answer: D

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_010000.html

NEW QUESTION 31

Which portal is used to customize the settings for a user to log in and download the compliance module?

A. Client Provisioning
B. Client Endpoint

C. Client Profiling

D. Client Guest

Answer: A

NEW QUESTION 35

What are two components of the posture requirement when configuring Cisco ISE posture? (Choose two.)

A. Client Provisioning portal
B. remediation actions

C. updates

D. access policy

E. conditions

Answer: BE

NEW QUESTION 40

Which are two characteristics of TACACS+? (Choose two.)
A. It separates authorization and authentication functions.
B. It combines authorization and authentication functions.

C. It uses UDP port 49.
D. It encrypts the password only.
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E. It uses TCP port 49.

Answer: AE

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html
NEW QUESTION 42

A user reports that the RADIUS accounting packets are not being seen on the Cisco ISE server. Which command is the user missing in the switch’s configuration?
A. aaa accounting resource default start-stop group radius

B. radius-server vsa send accounting

C. aaa accounting network default start-stop group radius

D. aaa accounting exec default start-stop group radius

Answer: B

Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_sw_cnfg.pdf

NEW QUESTION 44

What is a characteristic of the UDP protocol?

A. UDP can detect when a server is down.

B. UDP can detect when a server is slow.

C. UDP offers best-effort delivery.

D. UDP offers information about a non-existent server.

Answer: C

NEW QUESTION 45
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