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NEW QUESTION 1
Refer to the exhibit.

The administrator used the SD-WAN overlay template to prepare an IPsec tunnels configuration for a hub-and-spoke SD-WAN topology. The exhibit shows the
FortiManager installation preview for one FortiGate device.
Based on the exhibit, which statement best describes the configuration applied to the FortiGate device?

A. It is a spoke device that establishes dynamic IPsec tunnels to the hu
B. The local subnet range is 10.10.128.0/23.
C. It is a hub devic
D. It can send ADVPN shortcut offers.
E. It is a hub devic
F. It will automatically discover the spoke devices and add them to the SD-WAN topology.
G. It is a spoke device that establishes dynamic IPsec tunnels to the hub It can send ADVPN shortcut requests.

Answer: B

NEW QUESTION 2
Refer to the exhibit that shows event logs on FortiGate.
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Based on the output shown in the exhibit, what can you say about the tunnels on this device?

A. The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.
B. The device steers voice traffic through the VPN tunnel HUB1-VPN3.
C. The VPN tunnel HUB1-VPN1_0 is a shortcut tunnel.
D. There is one shortcut tunnel built from master tunnel VPN4.

Answer: C

NEW QUESTION 3
Refer to the exhibit.
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How does FortiGate handle the traffic with the source IP 10.0.1.130 and the destination IP 128.66.0 125?

A. FortiGate drops the traffic flow.
B. FortiGate routes the traffic flow according to the forwarding information base (FIB).
C. FortiGate load balances the traffic flow through port7 and port8.
D. FortiGate steers the traffic flow through port7.

Answer: C

NEW QUESTION 4
SD-WAN interacts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules? (Choose three.)

A. Firewall policies
B. Interfaces
C. Security profiles
D. Traffic shaping
E. Routing

Answer: ABE

NEW QUESTION 5
As an IT manager for a healthcare company, you want to delegate the installation and management of your SD-WAN deployment to a managed security service
provider (MSSP). Each site must maintain direct internet access and ensure that it is secure. You expected significant traffic flow between the sites and want to
delegate as much of the network administration and management as possible to the MSSP.
Which two MSSP deployment blueprints best address the customer??s requirements? (Choose two.)

A. Use a shared hub at the MSSP premises with a dedicated VDOM for the new customer, and install the spokes at the customer premises.
B. Use a shared hub at the MSSP premises and a dedicated hub at the customer premises and install the spokes at the customer premises.
C. Install a dedicated hub at the MSSP premises for the new customer, and install the spokes at the customer premises.
D. Install the hub and spokes at the customer premises and enable the MSSP to manage the SD-WAN deployment using FortiManager with a dedicated ADOM.

Answer: AC

NEW QUESTION 6
Refer to the exhibit.

An administrator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to configure the source and destination part of the rule looks as
shown in the exhibit. The GUI page shows no option to configure an application as the destination of the SD- WAN rule Why?

A. You cannot use applications as the destination when FortiGate is used for a DIA setup.
B. FortiGate allows the configuration of applications as the destination of SD-WAN rules only on the CLI.
C. You must enable the feature on the CLI.
D. You must enable the feature first using the GUI menu System > Feature Visibility.

Answer: D

NEW QUESTION 7
(You plan a large SD-WAN deployment for a global company. You want to divide the network architecture into five geographical regions and install two hubs in
each region for increased redundancy. You expect a significant amount of traffic within each region and limited traffic flow between spokes in different regions. You
plan to connect the small branch sites to only the closest hub in their regions and the large branch sites to the two hubs in the regions.
Which statement about your plan is true? Choose one answer.)

A. It is possibl
B. You should use eBGP as the routing protocol between the regions.
C. It is not possibl
D. FortiOS 7.6 supports multihub topologies with up to four hubs.
E. It is possibl
F. You should use FortiManager and the overlay orchestrator multihub topology to simplify the deployment.
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G. It is not possibl
H. In a region, all spokes must have either single-hub or dual-hub connectivity.

Answer: A

NEW QUESTION 8
Your FortiGate is in production. To optimize WAN link use and improve redundancy, you enable and configure SD-WAN.
What must you do as part of this configuration update process?

A. Replace references to interfaces used as SD-WAN members in the routing configuration.
B. Purchase and install the SD-WAN license, and reboot the FortiGate device.
C. Replace references to interfaces used as SD-WAN members in the firewall policies.
D. Disable the interface that you want to use as an SD-WAN member.

Answer: C

NEW QUESTION 9
Refer to the exhibit.

Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the corporate server 10.2.5.254?

A. SD-WAN service rule 3 and interface HUB1-VPN2.
B. SD-WAN service rule 3 and interface HUB1-VPN3.
C. SD-WAN service rule 4 and port1 or port2.
D. SD-WAN service rule 4 and interface port2.
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Answer: D

NEW QUESTION 10
You have a FortiGate configuration with three user-defined SD-WAN zones and two members in each of these zones. One SD-WAN member is no longer in use in
health- check and SD-WAN rules. You want to delete it.
What happens if you delete the SD-WAN member from the FortiGate GUI?

A. FodiGate accepts the deletion and removes routes as required.
B. FortiGate displays an error messag
C. You must use the CLI to delete an SD-WAN member.
D. FortiGate displays an error messag
E. SD-WAN zones must contain at least two members
F. FortiGate accepts the deletion and places the member in the default SD-WAN zone.

Answer: A

NEW QUESTION 10
(You are using the FortiManager SD-WAN monitor menus to check the status of an SD- WAN topology. When you place the mouse next to branch1_fgt, you
receive the output shown in the exhibit.

Which two conclusions can you draw from the output shown in the exhibit? Choose two answers.)

A. Three spokes have tunnels that are out of SLA.
B. The template Corp-SOT defines a dual-hub topology.
C. branch3_fgt is configured with three SD-WAN overlay tunnels and one is down.
D. branch1_fgt is configured with six SD-WAN overlay tunnels and three are down.

Answer: AC

NEW QUESTION 15
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(Refer to the exhibit.

Which statement correctly describes the role of the ADVPN device in handling traffic? Choose one answer.)

A. This device is a spoke that has received a direct shortcut query from a remote spoke.
B. This device is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, established a shortcut.
C. This device is a hub that has received a shortcut query from a spoke and has forwarded it to another spoke.
D. This device is a spoke that has received a shortcut query from a remote hub.

Answer: C

NEW QUESTION 19
The administrator uses the FortiManager SD-WAN overlay template to prepare an SD-WAN deployment. Using information provided through the SD-WAN overlay
template wizard, FortiManager creates templates ready to install on the spoke and hub devices.
What are the three templates created by the SD-WAN overlay template for a spoke device? (Choose three.)

A. Static route template
B. Rules template
C. CLI template
D. BGP template
E. IPsec tunnel template

Answer: BDE

NEW QUESTION 20
Exhibit.

Which action will FortiGate take if it detects SD-WAN members as dead?

A. FoftiGate bounces port5 after it detects all SD-WAN members as dead.
B. FortiGate fails over to the secondary device after it detects port5 as dead.
C. FortiGate sends alert messages through poft5 when it detects all SD-WAN members as dead
D. FortiGate brings down port5 after it detects all SD-WAN members as dead.

Answer: C

NEW QUESTION 23
(Refer to the exhibits.
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The SD-WAN zones and members configuration of two branch devices are shown. The two branch devices are part of the same hub-and-spoke topology and
connect to the same hub. The devices are configured to allow Auto-Discovery VPN (ADVPN). The configuration on the hub allows the initial communication
between the two spokes.
When traffic flows require it, between which interfaces can the devices establish shortcuts? Choose one answer.)

A. Any interface in the overlay zones
B. Interface connected to HUB only
C. Between T3 on Branch-A and TC on Branch-B
D. Between T2 on Branch-A and TA on Branch-B

Answer: D

NEW QUESTION 24
Refer to the exhibits.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full FCSS_SDW_AR-7.6 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/FCSS_SDW_AR-7.6-exam-dumps.html (94 New Questions)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full FCSS_SDW_AR-7.6 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/FCSS_SDW_AR-7.6-exam-dumps.html (94 New Questions)

The interface details, static route configuration, and firewall policies on the managed FortiGate device are shown.
You want to configure a new SD-WAN zone, named Underlay, that contains the interfaces port1 and port2.
What must be your first action?

A. Define port1 as an SD-WAN member.
B. Delete the static routes.
C. Delete the SD-WAN Zone Test.
D. Delete the firewall policies.

Answer: B

NEW QUESTION 27
Refer to the exhibits, which show the configuration of an SD-WAN rule and the corresponding rule status and routing table.
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The administrator wants to understand the expected behavior for traffic matching the SD- WAN rule.
Based on the exhibits, what can the administrator expect for traffic matching the SD-WAN rule?

A. The traffic will be routed over HUB1-VPN3.
B. The traffic will be routed over HUB1-VPN2
C. The traffic will be routed over HUB1-VPN1.
D. The traffic will be load balanced across all three overlays

Answer: B

NEW QUESTION 28
Refer to the exhibit.
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The administrator configured the SD-WAN rule ID 4 with two members (port1 and port2) and strategy lowest cost (SLA).
What are the two characteristics of the session shown in the exhibit? (Choose two.)

A. FortiGate steered this flow according to an SD-WAN rule 4.
B. FortiGate will never re-evaluate this session.
C. FortiGate steered this flow according to the application detected and the outgoing interface is port3.
D. FortiGate will re-evaluate this session if the outgoing interface goes down.

Answer: AD

NEW QUESTION 30
(Refer to the exhibits.
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You collected the output shown in the exhibits and want to know which interface HTTP traffic will flow through from the user device 10.0.1.101 to the corporate web
server 10.0.0.126. All SD-WAN links are stable.
Which interface will FortiGate use to steer the traffic? Choose one answer.)

A. Only HUB1-VPN3
B. Only HUB1-VPN2
C. Either HUB1-VPN2 or HUB1-VPN3
D. Either HUB1-VPN1, HUB1-VPN2, or HUB1-VPN3

Answer: D

NEW QUESTION 31
(Refer to the exhibit.

What can you conclude from the output shown? Choose one answer.)

A. It is a spoke devic
B. SD-WAN rule 3 is configured with nine members.
C. It is a spoke devic
D. The members of SD-WAN rule 3 are grouped into two zones.
E. It is a hub devic
F. It allowed the establishment of three auto-discovery VPN (ADVPN) shortcuts.
G. It is a spoke devic
H. SD-WAN rule 4 allows three shortcut tunnels.

Answer: A

NEW QUESTION 34
(Refer to the exhibits. You collected the output shown in the exhibits and want to know which interface TCP traffic will flow through from the user device 10.0.1.101
to the corporate file server 10.0.0.125. All SD-WAN links are stable.
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Which interface will FortiGate use to steer the traffic? Choose one answer.)

A. Only HUB1-VPN1
B. Either HUB1-VPN1 or HUB1-VPN2
C. Only HUB1-VPN2
D. Either HUB1-VPN1, HUB1-VPN2, or HUB1-VPN3

Answer: B

NEW QUESTION 37
Exhibit.

For your ZTP deployment, you review the CSV file shown in exhibit and note that it is missing important information. Which two elements must you change before
you can import it into FortiManager? (Choose two.)

A. You must associate a device blueprint with each device
B. You must define a name for each device
C. You must define a value for each device and each metadata variable that defines an IP address.
D. You must define a value for each device and each user-defined metadata variable.

Answer: AB

NEW QUESTION 38
Which statement describes FortiGate behavior when you reference a zone in a static route?

A. FoftiGate installs ECMP static routes for the first two members of the zone.
B. FortiGate ignores the static routes defined through members referenced in the zone.
C. FortiGate routes the traffic through the best performing member of the zone.
D. FortiGate installs a static route for each member in the zone.

Answer: D

NEW QUESTION 39
(Refer to the exhibit.

You configure SD-WAN on a standalone FortiGate device.
You want to create an SD-WAN rule that steers traffic related to Facebook and LinkedIn through the less costly internet link.
What must you do to set Facebook and LinkedIn applications as destinations from the GUI? Choose one answer.)

A. Enable the visibility of the applications field as destinations of the SD-WAN rule.
B. In the Internet service field, select Facebook and LinkedIn.
C. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.
D. Install a license to allow applications as destinations of SD-WAN rules.

Answer: B
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NEW QUESTION 40
As an MSSP administrator, you are asked to configure ADVPN on an existing SD-WAN topology. FortiManager manages the customer devices in a dedicated
ADOM. The previous administrator used the SD-WAN overlay topology.
Which two statements apply to this scenario? (Choose two.)

A. You can activate auto-discovery VPN in the SD-WAN overlay template only if it is a single hub topology.
B. When auto-discovery VPN is enabled, FortiManager updates the IPsec and BGP templates in the hub.
C. After you enable auto-discovery VPN in the overlay template, you must select between ADVPN 2.0 and ADVPN 1.0.
D. You can activate auto-discovery VPN in the SD-WAN overlay template for any type of topology, including a primary-primary dual-hub topology.

Answer: BD

NEW QUESTION 43
Refer to the exhibit.

Which statement best describe the role of the ADVPN device in handling traffic?

A. This is a hub that has received a query from a spoke and has forwarded it to another spoke.
B. This is a hub in a dual-region topolog
C. The remote hub tunnel ID is 10.0.2.101.
D. This is a spoke that has received a shortcut query from another spoke and has forwarded the response to its hub.
E. This is a spok
F. The kernel received a shortcut request and forwards the query to another spoke.

Answer: C

NEW QUESTION 47
You have configured the performance SLA with the probe mode as Prefer Passive. What are two observable impacts of this configuration? (Choose two.)

A. FortiGate passively monitors the member if TCP traffic is passing through the member.
B. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.
C. FortiGate passively monitors the member if ICMP traffic is passing through the member.
D. During passive monitoring, the SLA performance rule cannot detect dead members.
E. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

Answer: AD

NEW QUESTION 51
......
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