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NEW QUESTION 1

An email user has been lured into clicking a link in an email sent by their company's security organization. The webpage that opens reports that it was safe but the

link could have contained malicious code. Which type of security program is in place?

A. Physical access control
B. Social engineering attack
C. brute force attack

D. user awareness

Answer: B

NEW QUESTION 2
Which type of address is the public IP address of a NAT device?

. outside global
. outsdwde local
. inside global

. insride local

. outside public
. inside public

TmooOwm>

Answer: C

NEW QUESTION 3
in Which way does a spine and-leaf architecture allow for scalability in a network when additional access ports are required?

A. A spine switch and a leaf switch can be added with redundant connections between them
B. A spine switch can be added with at least 40 GB uplinks

C. A leaf switch can be added with a single connection to a core spine switch.

D. A leaf switch can be added with connections to every spine switch

Answer: D

NEW QUESTION 4
A frame that enters a switch fails the Frame Check Sequence. Which two interface counters are incremented? (Choose two)

A. runts

B. giants

C. frame
D.CRC

E. input errors

Answer: DE

NEW QUESTION 5

How do TCP and UDP differ in the way that they establish a connection between two endpoints?

A. TCP uses synchronization packets, and UDP uses acknowledgment packets.

B. UDP uses SYN, SYN ACK and FIN bits in the frame header while TCP uses SYN, SYN ACK and ACK bits
C. UDP provides reliable message transfer and TCP is a connectionless protocol

D. TCP uses the three-way handshake and UDP does not guarantee message delivery

Answer: D

NEW QUESTION 6

When OSPF learns multiple paths to a network, how does it select a route?

A. It multiple the active K value by 256 to calculate the route with the lowest metric.

B. For each existing interface, it adds the metric from the source router to the destination to calculate theroute with the lowest bandwidth.
C. It divides a reference bandwidth of 100 Mbps by the actual bandwidth of the existing interface to calculate the router with the lowest cost.

D. It count the number of hops between the source router and the destination to determine the router with the lowest metric

Answer: A

NEW QUESTION 7
Refer to the exhibit.
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Arlantagpesnt T

Enter configuration commands, one per line. End with CNTL/Z.
Atlanta (config) faaa nev-model

Arlanta (config) fass anthenrication login defanlt local
Atlanta (config) #line vty 0 4

Atlanta(config-line) ih;l-q". n agthantication default

Arlanta (config-line) faxit

Atlanta (config) fusername ciscoadmin password adminadminll)
Atlanta (config) fusernane ciscoadnin privilege 13

Arlants (canfig) fanabls passwerd clscslldl

Atlanta (config) fenable sscret testingllld4

Atlanta (config) fand

Which password must an engineer use to enter the enable mode?

A. adminadmin123
B. default

C. testing 1234

D. cisco123

Answer: C

NEW QUESTION 8
Which output displays a JSON data representation?

askld” [
¥ stnng
1
"wersion”_ "stnng'
I
response
taskld™ ]
]

I Sinng
ersion™ "sinng
esponss
askld - {!

=T rir,y
=
g e 1 - i1
|}
¥
L1
-1 | 52

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 9

A Cisco IP phone receive untagged data traffic from an attached PC. Which action is taken by the phone?
A. It allows the traffic to pass through unchanged

B. It drops the traffic

C. It tags the traffic with the default VLAN

D. It tags the traffic with the native VLAN

Answer: C

NEW QUESTION 10

An engineer must configure a/30 subnet between two routers. Which usable IP address and subnet mask combination meets this criteria?
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interface «0/0
description to HQ-AJ37T1:10875
ip address 172.16.1.4 255.2565.255.248

interface «0/0
description to HQ-A371:10975
ip address 10.2.1.3 255.255.255.252

interface «0/0
description to HQ-AJ371:10875
ip address 192.168.1.1 255.255.255.248

interface «0/0
description to HQ-AJ371:10875
ip address 209.165.201.2 255.255.2556.252

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 10

What is a benefit of using a Cisco Wireless LAN Controller?

A. Central AP management requires more complex configurations
B. Unique SSIDs cannot use the same authentication method

C. It supports autonomous and lightweight APs

D. It eliminates the need to configure each access point individually

Answer: D

NEW QUESTION 11

Which unified access point mode continues to serve wireless clients after losing connectivity to the Cisco Wireless LAN Controller?

A. sniffer

B. mesh

C. flexconnect
D. local

Answer: B

NEW QUESTION 15

Drag and drop the Cisco Wireless LAN Controller security settings from the left onto the correct security mechanism categories on the right.

!laver 2 Securty Mechansms

e m—

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 19

Router A learns the same route from two different neighbors, one of the neighbor routers is an OSPF neighbor and the other is an EIGRP neighbor. What is the

administrative distance of the route that will be installed in the routing table?

A. 20
B. 90
C. 110
D. 115

Answer: B
NEW QUESTION 22
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages
B. It minimizes spanning-tree convergence time

Layer 2 Securty Mechanesms

C. It immediately puts the port into the forwarding state when the switch is reloaded

D. It immediately enables the port in the listening state

Answer: A

NEW QUESTION 26
Refer to the exhibit.

R2#show ip nat translations
Pro Inside global Inside local

Outside local Outside global

tep 172.23.104.3:43268 10.4.4.4:43268 172.23.103.10:23 172.23.103.10:23
tep 172.23.104.4:45507 10.4.4.5:45507 172.23.103.10:80 172.23.103.10:80

An engineer configured NAT translations and has verified that the configuration is correct. Which IP address is the source IP?

A.10.4.4.4
B.10.4.4.5
C.172.23.103.10
D. 172.23.104.4

Answer: C

NEW QUESTION 27

Which IPv6 address block sends packets to a group address rather than a single address?

A. 2000::/3
B. FC00::/7
C. FE80::/10
D. FF00::/8

Answer: C

NEW QUESTION 30
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Refer to the exhibit.

[root@EaatTasr ~]§ 1p routs
dafavlt via 192.168.1.1%3 dev sthl proto static
192.168.1.0/26 dav ethl proto kernel scops link src 192.168.1.200 metric 1

[roct@BEostTest ~]§ ip addr show ethl
ethl: mtu 1300 qdisc pfifo_fast glen 1000
link/eathar 00:0C:22:83:79:A3 brd ff: - Ff-fFf -ff-FF-FF
inet 192.168.1.200/26 brd 192 .168.1.255 scope global ethl
inets fef0::20c:29ff:fefd:T9b3/64 scope link
valid 1ft forsver prafarred 17t foraver

Drag and drop the networking parameters from the left onto the correct values on the right. Check the answer below.

| ]
t"" (TN 3, o _.,; z
|
khact TP sddeoes |
'II'- ‘—l' - ™ .
| |
A. Mastered
B. Not Mastered
Answer: A
Explanation:
| ]
“"!l'- -ﬂ-!-r_._l--
|
khact TP sddeoes |
'II'- ‘—l' - ™ .

NEW QUESTION 31
Which two values or settings must be entered when configuring a new WLAN in the Cisco Wireless LAN Controller GUI? (Choose two)

A. management interface settings

B. QoS settings

C. Ip address of one or more access points
D. SSID

E. Profile name

Answer: DE

NEW QUESTION 34
Which two actions influence the EIGRP route selection process? (Choose two)
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A. The router calculates the reported distance by multiplying the delay on the exiting Interface by 256.

B. The router calculates the best backup path to the destination route and assigns it as the feasible successor.

C. The router calculates the feasible distance of all paths to the destination route

D. The advertised distance is calculated by a downstream neighbor to inform the local router of the bandwidth on the link
E. The router must use the advertised distance as the metric for any given route

Answer: AD

NEW QUESTION 35
An engineer is asked to protect unused ports that are configured in the default VLAN on a switch. Which two steps will fulfill the request? (Choose two)

A. Configure the ports in an EtherChannel.

B. Administratively shut down the ports

C. Configure the port type as access and place in VLAN 99
D. Configure the ports as trunk ports

E. Enable the Cisco Discovery Protocol

Answer: AD

NEW QUESTION 37
Refer to the exhibit.
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Which type of route does R1 use to reach host 10.10.13.10/327

A. floating static route
B. host route

C. default route

D. network route

Answer: D

NEW QUESTION 39
Which feature on the Cisco Wireless LAN Controller when enabled restricts management access from specific networks?

A. CPUACL
B. TACACS
C. Flex ACL
D. RADIUS

Answer: B

NEW QUESTION 41
A user configured OSPF in a single area between two routers A serial interface connecting R1 and R2 is running encapsulation PPP By default which OSPF
network type is seen on this interface when the user types show ip ospf interface on R1 or R2?
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A. port-to-multipoint
B. broadcast

C. point-to-point

D. nonbroadcast
Answer: C

NEW QUESTION 44
Refer to the exhibit.

SW1#sh lacp neighbor
Flags: S - Device 1s requesting Slow LACPDUs
F - Device 1s requesting Fast LACPDUs

Channel group 35 neighbors
Partner's information:

LACP port
Port Flags Priority Dev ID Age
Et1/0 SP 32768 aabb.cc80.7000 8s
Etl/1 5P 32768 aabb,cc80./000 8s

Admin
key
0x0
Ox9

A - Device 1s 1n Active mode P - Device 15 1n Passive mode

Oper
Key

Ox23
0x<3

Port Port
Number State
0x101  @x3C
Ox10Z2  Ox3(

Based on the LACP neighbor status, in which mode is the SW1 port channel configured?
A. passive

B. mode on

C. auto

D. active

Answer: A

NEW QUESTION 48

A user configured OSPF and advertised the Gigabit Ethernet interface in OSPF By default, which type of OSPF network does this interface belong to?

A. point-to-multipoint
B. point-to-point

C. broadcast

D. nonbroadcast

Answer: B

NEW QUESTION 52

An organization has decided to start using cloud-provided services. Which cloud service allows the organization to install its own operating system on a virtual

machine?

A. platform-as-a-service

B. software-as-a-service

C. network-as-a-service

D. infrastructure-as-a-service

Answer: D

NEW QUESTION 54

Which command automatically generates an IPv6 address from a specified IPv6 prefix and MAC address of an interface?

A. ipv6 address dhcp

B. ipv6 address 2001:DB8:5:112::/64 eui-64

C. ipv6 address autoconfig

D. ipv6 address 2001:DB8:5:112::2/64 link-local

Answer: C

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 200-301 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/200-301-exam-dumps.html (103 New Questions)

NEW QUESTION 57
Refer to the exhibit.

Router#

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
10.1.1.2 Gig37/3 176 R1 CPT600 Gig36/41
10.1.1.2 Gig37/1 174 R1 CPT600 Gig36/43
10.1.1.2 Gig36/41 134 RI CPT600 Gig37/3
10.1.1.2 Gig36/43 134 RI CPT600 Gig37/1
10.1.1.2 Ten3/2 132 R1 CPT600 Ten 4/2
10.1.1.2 Ten4/2 174 R1 CPT600 Ten 3/2

&/

Which command provides this output?

A. show ip route

B. show ip interface
C. show interface

D. show cdp neighbor

Answer: D

NEW QUESTION 62
Which two tasks must be performed to configure NTP to a trusted server in client mode on a single network device? (Choose two)

A. Enable NTP authentication.

B. Verify the time zone.

C. Disable NTP broadcasts

D. Specify the IP address of the NTP server
E. Set the NTP server private key

Answer: DE

NEW QUESTION 66
When a floating static route is configured, which action ensures that the backup route is used when the primary route fails?

A. The floating static route must have a higher administrative distance than the primary route so it is used as a backup
B. The administrative distance must be higher on the primary route so that the backup route becomes secondary.

C. The floating static route must have a lower administrative distance than the primary route so it is used as a backup
D. The default-information originate command must be configured for the route to be installed into the routing table

Answer: A

NEW QUESTION 70

What makes Cisco DNA Center different from traditional network management applications and their management of networks?
A. It only supports auto-discovery of network elements in a greenfield deployment.

B. It modular design allows someone to implement different versions to meet the specific needs of an organization

C. IT abstracts policy from the actual device configuration

D. It does not support high availability of management functions when operating in cluster mode

Answer: A

NEW QUESTION 72
Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.
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prowiges reébabaty when lbaaing an 10S /mage upon boot up

goes Nt requre user authentication

uses pot 69

wsesports 20 and 21

usss TCP

uses UDP

A. Mastered
B. Not Mastered

Answer: A

Explanation:

prowvides relabaty when lbaang an 105 image upon Doot up

goes not reguere yser juthentication

uses port 69

FP

FTe

prowdes relabisty when loaaing an 105 image upon boot up

usesports 20 and 22

uses TCP

uses ports 20 and 21

uses TCP

NEW QUESTION 75
Refer to the exhibit.
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i ~—__ Routert Router2 —— E

RouterZ2show ip route
Gateway of 1ast resort is not set

10.0.0.0/8 is vanably subnetied, 4 subnets, 2 masks
10.10.10.8/30 is directly connected, FastEthernet/2
10 1010 12730 1s directly connected, FastEthemet(/1
10.10.13.0/25[110/11] via 10.10.10.9, 00:00:03, FastEthernet0/2
[110/11] via 10.10.10.13, 00:00:03, FastEthermnet0/1
10 1010 4/30 15 directly connected, FastEthemet(/2

000

—
&

If OSPF is running on this network, how does Router 2 handle traffic from Site B to 10.10.13/25 at Site A?

A. It sends packets out of interface Fa0/2 only.
B. It sends packets out of interface Fa0/1 only.
C. It cannot send packets to 10.10.13 128/25

D. It load-balances traffic out of Fa0/1 and Fa0/2

Answer: D

NEW QUESTION 77

When a site-to-site VPN is used, which protocol is responsible for the transport of user data?
A. IKEv2

B. IKEv1

C. IPsec

D. MD5

Answer: C

NEW QUESTION 79

A router running EIGRP has learned the same route from two different paths Which parameter does the router use to select the best path?

A. cost

B. adminstrative distance
C. metric

D. as-path

Answer: C

NEW QUESTION 83

R1 has learned route 192.168.12.0/24 via 1S-1S. OSPF, RIP. and Internal EIGRP Under normal operating conditions, which routing protocol is installed in the

routing table?

A. 1S-IS

B. RIP

C. Internal EIGRP
D. OSPF

Answer: C

NEW QUESTION 84
Which MAC address is recognized as a VRRP virtual address?

A. 0000.5E00.010a
B. 0005.3711.0975
C. 0000.0C07.AC99
D. 0007.C070/ABO1

Answer: A

NEW QUESTION 88

Which statement correctly compares traditional networks and controller-based networks?
A. Only traditional networks offer a centralized control plane

B. Only traditional networks natively support centralized management

C. Traditional and controller-based networks abstract policies from device configurations
D. Only controller-based networks decouple the control plane and the data plane
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Answer: C

NEW QUESTION 91
Drag and drop the WLAN components from the left onto the correct descriptions on the right.

— - =

areess LAN Jontroles

A. Mastered
B. Not Mastered

Answer: A

Explanation:
5:1
1.2
2:4
4:3
3:5

NEW QUESTION 95
Refer to the Exhibit.
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Swilch 1

==/ [0k

Swilch 2

c0/1 AV

VLANS9

VLAN S

SRR

& LY

PCB

Swiich 1

Switch 2

IE

-

After the switch configuration the ping test fails between PC A and PC B Based on the output for switch 1. which error must be corrected?

A. There is a native VLAN mismatch

B. Access mode is configured on the switch ports.
C. The PCs are m the incorrect VLAN

D. All VLANSs are not enabled on the trunk

Answer: A

NEW QUESTION 100

An engineer must configure a WLAN using the strongest encryption type for WPA2- PSK. Which cipher fulfills the configuration requirement?

A. WEP
B. RC4
C. AES
D. TKIP

Answer: D

NEW QUESTION 101

Which statement about Link Aggregation when implemented on a Cisco Wireless LAN Controller is true?

A. To pass client traffic two or more ports must be configured.
B. The EtherChannel must be configured in "mode active"
C. When enabled the WLC bandwidth drops to 500 Mbps
D. One functional physical port is needed to pass client traffic

Answer: C

NEW QUESTION 106

When configuring a WLAN with WPA2 PSK in the Cisco Wireless LAN Controller GUI, which two formats are available to select? (Choose two)

A. ASCII

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com




\i/ Exam Recommend!! Get the Full 200-301 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/200-301-exam-dumps.html (103 New Questions)

B. base64

C. binary

D. decimal

E. hexadecimal

Answer: AE

NEW QUESTION 109
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