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NEW QUESTION 1
How are policies evaluated in the AWS management console when creating a Security policy for a Cloud NGFW?

A. The administrator sets a rule order to determine the order in which they are evaluated.
B. They can be dragged up or down the stack as they are evaluated.
C. The administrator sets a rule priority to determine the order in which they are evaluated.
D. They must be created in the order they are intended to be evaluated.

Answer: D

NEW QUESTION 2
Which two security services are required for configuration of NGFW Security policies to protect against malicious and misconfigured domains? (Choose two.)

A. Advanced Threat Prevention
B. SaaS Security
C. Advanced WildFire
D. Advanced DNS Security

Answer: AD

NEW QUESTION 3
A primary firewall in a high availability (HA) pair is experiencing a current failover issue with ICMP pings to a secondary device. Which metric should be reviewed
for proper ICMP pings between the firewall pair?

A. Link monitoring
B. Non-functional state
C. Heartbeat polling
D. Bidirectional Forwarding Detection (BFD)

Answer: C

NEW QUESTION 4
A network security engineer needs to implement segmentation but is under strict compliance requirements to place security enforcement as close as possible to
the private applications hosted in Azure. Which deployment style is valid and meets the requirements in this scenario?

A. On a VM-Series NGFW, configure several Layer 2 zones with Layer 2 interfaces assigned to logically segment the network.
B. On a PA-Series NGFW, configure several Layer 2 zones with Layer 2 interfaces assigned to logically segment the network.
C. On a VM-Series NGFW, configure several Layer 3 zones with Layer 3 interfaces assigned to logically segment the network.
D. On a PA-Series NGFW, configure several Layer 3 zones with Layer 3 interfaces assigned to logically segment the network.

Answer: C

NEW QUESTION 5
Which security profile provides real-time protection against threat actors who exploit the misconfigurations of DNS infrastructure and redirect traffic to malicious
domains?

A. Antivirus
B. URL Filtering
C. Vulnerability Protection
D. Anti-spyware

Answer: D

NEW QUESTION 6
Which functionality does an NGFW use to determine whether new session setups are legitimate or illegitimate?

A. SYN bit
B. SYN cookies
C. Random Early Detection (RED)
D. SYN flood protection

Answer: B

NEW QUESTION 7
How does a firewall behave when SSL Inbound Inspection is enabled?

A. It acts transparently between the client and the internal server.
B. It decrypts inbound and outbound SSH connections.
C. It decrypts traffic between the client and the external server.
D. It acts as meddler-in-the-middle between the client and the internal server.

Answer: D
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NEW QUESTION 8
In a Prisma SD-WAN environment experiencing voice quality degradation, which initial action is recommended?

A. Immediately modify path quality thresholds.
B. Review real-time analytics of path performance.
C. Switch all VoIP traffic to backup paths.
D. Request an RMA of the ION devices.

Answer: B

NEW QUESTION 9
A network security engineer has created a Security policy in Prisma Access that includes a negated region in the source address. Which configuration will ensure
there is no connectivity loss due to the negated region?

A. Set the service to be application-default.
B. Create a Security policy for the negated region with destination address ??any??.
C. Add a Dynamic Application Group to the Security policy.
D. Add all regions that contain private IP addresses to the source address.

Answer: B

NEW QUESTION 10
A network administrator obtains Palo Alto Networks Advanced Threat Prevention and Advanced DNS Security subscriptions for edge NGFWs and is setting up
security profiles. Which step should be included in the initial configuration of the Advanced DNS Security service?

A. Create a decryption policy rule to decrypt DNS-over-TLS / port 853 traffic.
B. Create overrides for all company owned FQDNs.
C. Configure DNS Security signature policy settings to sinkhole malicious DNS queries.
D. Enable Advanced Threat Prevention with default settings and only focus on high-risk traffic.

Answer: C

NEW QUESTION 10
Which AI-powered solution provides unified management and operations for NGFWs and Prisma Access?

A. Strata Cloud Manager (SCM)
B. Autonomous Digital Experience Manager (ADEM)
C. Prisma Access Browser
D. Panorama

Answer: A

NEW QUESTION 12
Which GlobalProtect configuration is recommended for granular security enforcement of remote user device posture?

A. Configuring host information profile (HIP) checks for all mobile users
B. Configuring a rule that blocks the ability of users to disable GlobalProtect while accessing internal applications
C. Implementing multi-factor authentication (MFA) for all users attempting to access internal applications
D. Applying log at session end to all GlobalProtect Security policies

Answer: A

NEW QUESTION 14
When a firewall acts as an application-level gateway (ALG), what does it require in order to establish a connection?

A. Dynamic IP and Port (DIPP)
B. Payload
C. Session Initiation Protocol (SIP)
D. Pinholes

Answer: B

NEW QUESTION 16
In which two applications can Prisma Access threat logs for mobile user traffic be reviewed? (Choose two.)

A. Prisma Cloud dashboard
B. Strata Cloud Manager (SCM)
C. Strata Logging Service
D. Service connection firewall

Answer: BC

NEW QUESTION 18
Which action optimizes user experience across a segmented network architecture and implements the most effective method to maintain secure connectivity
between branch and campus locations?
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A. Establish site-to-site tunnels on each branch and campus firewall and have individual VLANs for each department.
B. Configure all branch and campus firewalls to use a single shared broadcast domain.
C. Implement SD-WAN to route all traffic based on network performance metrics and use zone protection profiles.
D. Configure a single campus firewall to handle the routing of all branch traffic.

Answer: C

NEW QUESTION 19
......
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