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NEW QUESTION 1
On a client machine, what directory (by default) contains sensitive credential information?

A. letc/kubernetes/

B. $SHOME/.kube

C. /opt/kubernetes/secrets/

D. $HOME/.config/kubernetes/

Answer: B

Explanation:

Thekubectlclient uses configuration from$HOME/.kube/configby default.

This file contains: cluster API server endpoint, user certificates, tokens, or kubeconfigs #sensitive credentials.
Exact extract (Kubernetes Docs — Configure Access to Clusters):

??By default, kubectl looks for a file named config in the $HOME/.kube directory. This file contains configuration information including user credentials.??
Other options clarified:

A: /etc/kubernetes/ exists on nodes (control plane) not client machines.

C: /opt/kubernetes/secrets/ is not a standard path.

VVVVVVVV

D: $HOME!/.config/kubernetes/ is not where kubeconfig is stored by default.
References:
Kubernetes Docs — Configure Access to Clusters: https://kubernetes.io/docs/concepts/configuration/organize- cluster-access-kubeconfig/

NEW QUESTION 2
In Kubernetes, what isPublic Key Infrastructure (PKl)used for?

A. To manage certificates and ensure secure communication in a Kubernetes cluster.
B. To automate the scaling of containers in a Kubernetes cluster.

C. To manage networking in a Kubernetes cluster.

D. To monitor and analyze performance metrics of a Kubernetes cluster.

Answer: A

Explanation:

Kubernetes usesPKI certificatesextensively to secure communication between control plane components (API server, etcd, kube-scheduler, kube-controller-
manager) and with kubelets.

Certificates enablemutual TLS authentication and encryptionacross components.

PKI does not handle scaling, networking, or monitoring.

References:

Kubernetes Documentation — Certificates

CNCF Security Whitepaper — Cluster communication security and the role of PKI.

NEW QUESTION 3

Which other controllers are part of the kube-controller-manager inside the Kubernetes cluster?

A. Job controller, CronJob controller, and DaemonSet controller

B. Pod, Service, and Ingress controller

C. Namespace controller, ConfigMap controller, and Secret controller

D. Replication controller, Endpoints controller, Namespace controller, and ServiceAccounts controller
Answer: D

Explanation:

kube-controller-managerruns a set of controllers that regulate the cluster??s state.

VvV VvV

Exact extract (Kubernetes Docs): "The kube-controller-manager runs controllers that are core to Kubernetes. Examples of controllers are: Node controller,
Replication controller, Endpoints controller, Namespace controller, and ServiceAccounts controller."”

Why D is correct:All listed are actual controllers within kube-controller-manager.
Why others are wrong:
A:Job and CronJob controllers are managed by kube-controller-manager, but DaemonSet controller is managed by the kube-scheduler/deployment logic.

B:Pod, Service, Ingress controllers are not part of kube-controller-manager.

VVVVV

C:ConfigMap and Secret do not have dedicated controllers.
[References:, Kubernetes Docs — kube-controller-manager: https://kubernetes.io/docs/reference/command-line-tools-reference/kube-controller-manager/, ]

NEW QUESTION 4
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In a Kubernetes cluster, what are the security risks associated with using ConfigMaps for storing secrets?

A. Storing secrets in ConfigMaps does not allow for fine-grained access control via RBAC.

B. Storing secrets in ConfigMaps can expose sensitive information as they are stored in plaintext and can be accessed by unauthorized users.
C. Using ConfigMaps for storing secrets might make applications incompatible with the Kubernetes cluster.

D. ConfigMaps store sensitive information in etcd encoded in base64 format automatically, which does not ensure confidentiality of data.
Answer: B

Explanation:

ConfigMaps are explicitly not for confidential data.

Exact extract (ConfigMap concept):"A ConfigMap is an API object used to store non-confidential data in key-value pairs."

Exact extract (ConfigMap concept):"ConfigMaps are not intended to hold confidential data. Use a Secret for confidential data."”

VVVV

Why this is risky:data placed into a ConfigMap is stored as regular (plaintext) string values in the APl and etcd (unless you deliberately use binaryData for
base64 content you supply). That means if someone has read access to the namespace or to etcd/APIServer storage, they can view the values.

Secrets vs ConfigMaps (to clarify distractor D):

VvV

Exact extract (Secret concept):"By default, secret data is stored as unencrypted base64-encoded strings.You canenable encryption at restto protect Secrets
stored in etcd."

This base64 behavior applies toSecrets, not to ConfigMap data. Thus optionDis incorrect for ConfigMaps.

VvV VvV

About RBAC (to clarify distractor A):Kubernetesdoessupport fine-grained RBAC forbothConfigMaps and Secrets; the issue isn't lack of RBAC but that
ConfigMaps arenotdesigned for confidential material.

> About compatibility (to clarify distractor C):Using ConfigMaps for secrets doesn't make apps "incompatible"; it's simplyinsecureand against guidance.
[References:, Kubernetes Docs —ConfigMaps: https://kubernetes.io/docs/concepts/configuration/configmap/, Kubernetes Docs —Secrets:
https://kubernetes.io/docs/concepts/configuration/secret/, Kubernetes Docs —Encrypting Secret Data at Rest: https://kubernetes.io/docs/tasks/administer-
cluster/encrypt-data/, Note: The citations above are from the official Kubernetes documentation and reflect the stated guidance that ConfigMaps are fornon-
confidentialdata, while Secrets (with encryption at rest enabled) are forconfidentialdata, and that the 4C's map todefense in depth., ]

NEW QUESTION 5
When using a cloud provider's managed Kubernetes service, who is responsible for maintaining the etcd cluster?

A. Kubernetes administrator
B. Namespace administrator
C. Cloud provider

D. Application developer

Answer: C

Explanation:

Inmanaged Kubernetes services(EKS, GKE, AKS), the control plane is operated by thecloud provider.

This includesetcd, API server, controller manager, scheduler.

Users manageworker nodes(in some models) and workloads, but not the control plane.

Exact extract (GKE Docs):

"The control plane, including the API server and etcd database, is managed and maintained by Google."

Similarly forEKSandAKS, etcd is fully managed by the provider.

[References:, GKE Architecture: https://cloud.google.com/kubernetes-engine/docs/concepts/cluster-architecture, EKS Architecture:
https://docs.aws.amazon.com/eks/latest/userguide/eks-architecture.html, AKS Dacs: https://learn.microsoft.com/en-us/azure/aks/concepts-clusters-workloads, ]

NEW QUESTION 6
Which way of defining security policy brings consistency, minimizes toil, and reduces the probability of misconfiguration?

A. Using a declarative approach to define security policies as code.

B. Relying on manual audits and inspections for security policy enforcement.

C. Manually configuring security controls for each individual resource, regularly.
D. Implementing security policies through manual scripting on an ad-hoc basis.

Answer: A

Explanation:

Defining policiesas code (declarative)is a best practice in Kubernetes and cloud-native security.

This is aligned withGitOpsandPolicy-as-Codeprinciples (OPA Gatekeeper, Kyverno, etc.).

Exact extract (CNCF Security Whitepaper):

??Policy-as-Code enables declarative definition and enforcement of security policies, bringing consistency, automation, and reducing misconfiguration risk.??
Manual audits, ad-hoc scripting, or individual configurations are error-prone and inconsistent.

References:

CNCF Security Whitepaper:https://github.com/cncf/tag-security

Kubernetes Docs — Policy as Code (OPA, Kyverno): https://kubernetes.io/docs/concepts/security/

NEW QUESTION 7
Which of the following statements on static Pods is true?

A. The kubelet can run static Pods that span multiple nodes, provided that it has the necessary privileges from the API server.
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B. The kubelet can run a maximum of 5 static Pods on each node.
C. The kubelet schedules static Pods local to its node without going through the kube-scheduler, making tracking and managing them difficult.
D. The kubelet only deploys static Pods when the kube-scheduler is unresponsive.

Answer: C

Explanation:

Static Podsare managed directly by thekubeleton each node.

They arenot scheduled by the kube-schedulerand always remain bound to the node where they are defined.

Exact extract (Kubernetes Docs — Static Pods):

??Static Pods are managed directly by the kubelet daemon on a specific node, without the API server. They do not go through the Kubernetes scheduler.??

> Clarifications:

A: Static Pods do not span multiple nodes.

B: No hard limit of 5 Pods per node.

D: They are not a fallback mechanism; kubelet always manages them regardless of scheduler state.
References:

Kubernetes Docs — Static Pods: https://kubernetes.io/docs/tasks/configure-pod-container/static-pod/

NEW QUESTION 8
What mechanism can | use to block unsigned images from running in my cluster?

A. Enabling Admission Controllers to validate image signatures.

B. Using PodSecurityPolicy (PSP) to enforce image signing and validation.

C. Using Pod Security Standards (PSS) to enforce validation of signatures.

D. Configuring Container Runtime Interface (CRI) to enforce image signing and validation.

Answer: A

Explanation:

KubernetesAdmission Controllers(particularlyValidatingAdmissionWebhooks) can be used to enforce policies that validate image signatures.
This is commonly implemented withtools like Sigstore/cosign, Kyverno, or OPA Gatekeeper.

PodSecurityPolicy (PSP):deprecated and never supported image signature validation.

Pod Security Standards (PSS):only apply to pod security fields (privilege, users, host access), not image signatures.

CRI:while runtimes (containerd, CRI-O) may integrate with signature verification tools, enforcement in Kubernetes is generally done viaAdmission Controllersat the
API layer.

Exact extract (Admission Controllers docs):

??Admission webhooks can be used to enforce custom policies on the objects being admitted.?? (e.qg., validating signatures).

References:

Kubernetes Docs — Admission Controllers: https://kubernetes.io/docs/reference/access-authn-authz

/admission-controllers/

Sigstore Project (cosign): https://sigstore.dev/

Kyverno ImageVerify Policy: https://kyverno.io/policies/pod-security/require-image-verification/

NEW QUESTION 9
When should soft multitenancy be used over hard multitenancy?

A. When the priority is enabling resource sharing and efficiency between tenants.
B. When the priority is enabling complete isolation between tenants.

C. When the priority is enabling fine-grained control over tenant resources.

D. When the priority is enabling strict security boundaries between tenants.

Answer: A

Explanation:

Soft multitenancy(Namespaces, RBAC, Network Policies) # assumes some level of trust between tenants, focuses onresource sharing and efficiency.

Hard multitenancy(separate clusters or strong virtualization) # strict isolation, used when tenants are untrusted.

Exact extract (CNCF TAG Security Multi-Tenancy Whitepaper):

??Soft multi-tenancy refers to multiple workloads running in the same cluster with some trust assumptions. It provides resource sharing and operational efficiency.
Hard multi- tenancy requires stronger isolation guarantees, typically separate clusters.??

References:

CNCF Security TAG — Multi-Tenancy Whitepaper:https://github.com/cncf/tag-security/tree/main/multi- tenancy

NEW QUESTION 10
In which order are thevalidating and mutating admission controllersrun while the Kubernetes API server processes a request?

A. The order of execution varies and is determined by the cluster configuration.
B. Validating admission controllers run before mutating admission controllers.
C. Validating and mutating admission controllers run simultaneously.

D. Mutating admission controllers run before validating admission controllers.

Answer: D

Explanation:

Theadmission control flowin Kubernetes:

Mutating admission controllersrun first and can modify incoming requests.

Validating admission controllersrun after mutations to ensure the final object complies with policies.

This ensures policies validate thefinal, mutated object.

References:

Kubernetes Documentation — Admission Controllers CNCF Security Whitepaper — Admission control workflow.
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NEW QUESTION 10
What kind of organization would need to be compliant with PCI DSS?

A. Retall stores that only accept cash payments.

B. Government agencies that collect personally identifiable information.
C. Non-profit organizations that handle sensitive customer data.

D. Merchants that process credit card payments.

Answer: D

Explanation:

PCI DSS (Payment Card Industry Data Security Standard):applies to any entity thatstores, processes, or transmits cardholder data.
Exact extract (PCI DSS official summary):

"PCI DSS applies to all entities that store, process or transmit cardholder data (CHD) and /or sensitive authentication data (SAD)."
Therefore,merchants who process credit card paymentsmust comply.

Why others are wrong:

A: No card payments, so no PCI scope.

B: This falls underFISMA / NIST 800-53, not PCI DSS.

C: Non-profits may handle sensitive data, but PCI only applies if they processcredit cards.

References:

PCI Security Standards Council — PCI DSS Summary: https://www.pcisecuritystandards.org/pci_security/

NEW QUESTION 14
Which security knowledge-base focuses specifically onoffensive tools, techniques, and procedures?

A. MITRE ATT&CK

B. OWASP Top 10

C. CIS Controls

D. NIST Cybersecurity Framework

Answer: A

Explanation:

MITRE ATT&CK:is a globally recognizedknowledge base of adversary tactics, techniques, and procedures (TTPs). It is focused on describingoffensive
behaviorsattackers use.

Incorrect options:

(B)YOWASP Top 10highlights common application vulnerabilities, not attacker techniques.

(C)CIS Controlsare defensive best practices, not offensive tools.

(D)NIST Cybersecurity Frameworkprovides a risk-based defensive framework, not adversary TTPs.

References:

MITRE ATT&CK Framework

CNCF Security Whitepaper — Threat intelligence section: references MITRE ATT&CK for describing attacker behavior.

NEW QUESTION 19
Which step would give an attacker a foothold in a cluster butno long-term persistence?

A. Modify Kubernetes objects stored within etcd.

B. Modify file on host filesystem.

C. Starting a process in a running container.

D. Create restarting container on host using Docker.

Answer: C

Explanation:

Starting a process in a running containerprovides an attacker withtemporary execution (foothold)inside the cluster, but once the container is stopped or restarted,
that malicious process is lost. This means the attacker has nolong-term persistence.

Incorrect options:

(A) Modifying objects inetcdgrants persistent access since cluster state is stored in etcd.

(B) Modifying files on thehost filesystemcan create persistence across reboots or container restarts.

(D) Creating a restarting container directly on the host via Docker bypasses Kubernetes but persists across pod restarts if Docker restarts it.

[References:, CNCF Security Whitepaper — Threat Modeling section: Describes howephemeral processes inside containersprovide attackers short-term control but
not durable persistence., Kubernetes Documentation — Cluster Threat Model emphasizes ephemeral vs. persistent attacker footholds., ]

NEW QUESTION 21
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