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NEW QUESTION 1

Exhibit
Edit Web Filter Profile
Freeware and Software Downloads & Allow
File Sharing and Storage @ Block

30% €9

3 Allow users to override blocked categories

& Static URL Filter
Block invalid URLs O

URL Filter O
-+ Create New & Edit  § Delete Search Q
URL Type Action Status
*dropbox.com Wildcard @ Allow @ Enable

Block malicious URLs discovered by FortiSandbox (B

Content Filter L @
+ Create New # Edit b Delete
Pattern Type = Pattern ¢ Language $ Action ¢ Status <
Wildcard ‘dropbox* Western & Exempt & Enable

Refer to the exhibit, which shows a partial web fillet profile configuration.
Which action does FortiGate lake if a user attempts to access www. dropbox. com, which is categorized as File Sharing and Storage?

A. FortiGate allows the connection, based on the URL Filter configuration.
B. FortiGate blocks the connection as an invalid URL.

C. FortiGate exempts the connection, based on the Web Content Filter configuration.
D. FortiGate blocks the connection, based on the FortiGuard category based filter configuration.

Answer: D
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NEW QUESTION 2
What are two reasons you might see iprope_in_check() check failed, drop when using the debug flow? (Choose two.)

A. Packet was dropped because of policy route misconfiguration.
B. Packet was dropped because of traffic shaping.

C. Trusted host list misconfiguration.

D. VIP or IP pool misconfiguration.

Answer: CD

NEW QUESTION 3
Exhibit.
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Refer to the exhibit, which shows a FortiGate configuration.

An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however the web
filter is not inspecting any traffic that is passing through the policy.

What must the administrator do to fix the issue?

A. Disable webfilter-force-off.
B. Increase webfilter-timeout.
C. Enable fortiguard-anycast.
D. Change protocol to TCP.

Answer: A

NEW QUESTION 4
Refer to the exhibit, which shows a partial output of the real-time LDAP debug.

# fnbamd fsm.c[1274]) handle_reg-Rcvd auth req 6750221 for jsmith in Lab opt=27 prot=0
fnbamd ldap.c|[637]) resolve ldap FQDN-Resolved address 10.10.181.10, result 10.10.181.10
fnbamd ldap.c[232] start search dn-base:'DC=fortinet,DC=com' filter:sAMAccountName=jsmith
fnbamd ldap.c(1351] fnbamd_ldap get_result-Going to SEARCH state

fnbamd fsm.c[1833] poll ldap servers-Continue pending for req 6750221

fnbamd ldap.c[275] get_all dn-Found no DN

fnbamd ldap.c(298] start next dn bind-No more DN left

fnbamd ldap.c[1603] fnbamd ldap get result-Auth denied

fnbamd auth.c[2074] fnbamd_auth poll ldap-Result for ldap svr 10.10.181.10 is denied
fnbamd comm.c[116] fnbamd comm send result-Sending result 1 for req 6750221

What two actions can the administrator take to resolve this issue? (Choose two.)

A. Ensure the user logs in using ‘John Smith' not ‘jsmith’.

B. Ensure the user is providing the correct user credentials.

C. Ensure the user is a member of at least one AD group to ensure step 4 of the LDAP authentication process is successful.
D. Ensure the account is active.

Answer: BD
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NEW QUESTION 5
Refer to the exhibit, which shows the partial output of a diagnose command.

| diagnose sys sesaion list expectati

| !

session info: proto=6 proto state=00 duration=6 expire=23 timeout=3600 refresh dir=-both flaga=00000000 sockflag=00000000
sockport=0 av idx=0 use=3

erigin-shaper=

| reply=-shaper~

|per_ip shaper-

{ha id=0 policy dir=1 tunnel=/

state=new npu acct-ext complex

|atatistic (byrtea/packeta/allow err): org=0/0/0 rep_.y=0/0/0 tuplea=z

|orgin->sink: org pre->post, reply pre->post dev=5->7/7->5 gwy=10.1.1.2/172.17.97.3

| hook=pre dirorg act~=dnat 93.157.14.94:0->10.200.1.1:604281(10.0.1.10:55402)
hook=pre dir=crg act=noop 0.0.0.0:0->0.0.0.0:0¢0.0.0.0:0)

|poa/ (before,atcer) 0/¢(0,0), 0/(0,0)

misc=0 policy 1d=25 id policy 1id=0 auth info=0 chk client info=

|serial=008423f4 tos=ff/ff ips view=0 app list=0 app=0

|.‘| ':’Jl - -:I

Which two conclusions can you draw from the output shown in the exhibit? (Choose two.)

A. FortiGate will drop the expected traffic if it does not arrive within 23 seconds.

B. Clearing the master session has no impact on the expectation session.

C. This is a pinhole session to allow traffic for a TCP protocol that dynamically assigns TCP ports.
D. The session is checked against firewall policy ID 25.

A.

Answer: AC

NEW QUESTION 6
Refer to the exhibit, which shows the portl interface configuration on FortiGate and partial session information for ICMP traffic.

nfig aystem interface
edit “porcl”
set preserve-session-route enable
@xt
e
# diagnose sys seaslior
- T3} ] info: pr =] proto state=00 duration=4 expire=55 timecut=0 refresh dir=both flags=0000C000 socktype=0 sockport=0 av idx=0 uvse=1
state=log may dicty ng f ' e presercve
>sink: rqg pre=>post, reply pre=->post deve]=>19/19=>7 gwy=100.64.1.1/10.0.1.101
(] AgNOoOSe ne ok ntarface i greap index 3
f=p am y= YP 168 index= mt 1 ink maste 0

What happens to the session information if a routing change occurs that affects this session?

A. Only the interface and gateway information for dev=7 will be removed.

B. The session information will not change unless the current route has been removed from the routing table.
C. The session will be flagged as dirty but no route lookups will be performed.

D. Sessions involving port7 or port19 will not have their routing information flushed.

A.

Answer: B

NEW QUESTION 7
Refer to the exhibit, which shows the modified output of the routing kernel.
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Routing information

¢ get r
Codes:

L
>

Routing
S >
S
S
0
C >
o
C *>
B *>
o} >
B
c
C

outer info routing-table database

K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS§-I5, L1 - IS-IS level-l, L2 - 1S-IS level-2, ia - IS-1IS inter area
V - BGP VPNv4

> - selected route, * - FIB route, p - stale info

table for VRF=0

0.0.0.0/0 [(10/0] via 10.200.1.254, portl, [1/10)

0.0.0.0/0 [20/0] via 10.200.2.254, port2, [5/0)

8.8.8.8/32 [10/0] via 172.16.100.254, port8 inactive, [1/0]
16.0.1.0/24 (110/1) is directly connected, port3, 00:05:47, [1/0])
10.0.1.0/24 is directly connected, port3

10.0.2.0/24 (110/1) is directly connected, port4, 00:05:47, [1/0]
10.0.2.0/24 is directly connected, portd

10.0.3.0/24 (200/10] via 10.0.1.200 (recursive is directly connected, port3), 00:05:40, [1/0]

10.0.4.0/24 (110/2) wvia 10.0.1.200, port3, 00:05:27, [1/0]

10.0.4.0/24 [(200/10) wvia 10,0,1.200 (recursive is directly connected, port3d), 00:05:40, [1/0]

10.200.1.0/24 is directly connected, portl
10.200.2.0/24 is directly connected, port2

Which statement is true?

A. The egress interface associated with static route 8.8.8.8/32 is administratively up.

B. The default static route through 10.200.1.254 is not in the forwarding information base.
C. The default static route through port2 is in the forwarding information base.

D. The BGP route to 10.0.4.0/24 is not in the forwarding information base.

A.

Answer: D

NEW QUESTION 8
Refer to the exhibit.

LA B

SP Login Dump ****classo:Lcgin

xmlins:lasso="heep://www.encrouvert.org/namespaces/lassns/0.0"
xmlns:samlp="urn:casis:names:cc:SAML:2.0:protocol”
xmlns:saml="urn:casis:names:tc:SAML:2.0:assercion”
LeoginDumpVersion="2"><lasso:Requesc><samip:AuthnReguest

ID=" EEC718A47FB37B472B205B111S3ED409" Version="2.0" Issuelnstant="2024-02-
21T00:58:442" DCestinaction="hcctps://10.1.10.2/saml-1dp/nst/login/"
SignType="0" SignMethod="0" ForceAuthn="false"”™ IsPassive="false"
ProtoceclBinding="urn:oasis:names:tc:SAML:2.0:bindangs:HITE-POST"
AssertionConsumerServiceURL="https://10.1.10.254:1003/zemote/saml/login/"><sa
ml:Issuer>hteps://10.1.10.254:1003/remote/sanml/mecadaca/</saml:Issuer><samip:
NameIDPolicy Formac="urn:ocasis:names:cc:SAML:1.l:nameid-formac:unspecified”
AllowCreacte="true™/></samlip:AuthnRequesct></lassc:Requesct><lasso:RemoteProvide
rID>hcep://10.1.10.2/samlidp/nst/metadaca/</lasso:RemoteProviderID><las=sc:Msg
Url>hceps://10.1.10.2/8saml~
1idp/nst/login/?SAMLRequest=1ZJfTEIwFMW2FytL30WS5sAZtBWhhEECtCFOAdEfTNOUOGRXrZ2%2
Fnn29vGWIwUeJLk97eX82B85p01Q1FXDI63dgxWetIDWNe 62 rhbw7GIHWKK4FSuRK1IDcFnwSuVnys
HA4¥Y7TVhaTIGXKZEIhgrNSKeltsRISma%4</lasso:HttpRegqueatMethod><lasso:RegquesclID>
_EEC71SA47FB37B472B205B11153ED409</lasso:RequestID></lasso:Login>

The exhibit shows the output from using the command diagnose debug application samld -1 to diagnose a SAML connection.

Based on this

output, what can you conclude?

A. Active Directory is used for authentication.
B. The authentication request is for an SSL VPN connection.

C. The IdP IP
D. The IdP IP

A.

Answer: D

address is 10.1.10.254.
address is 10.1.10.2.
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NEW QUESTION 9
Refer to the exhibit, which shows the output of get router info bgp summary.

info bgp summary

number 65100

community

Nelighbor AS MsgRcvd Msg : iVer nQ OutQ Up/Down
18 20 3 0 00:02:55

1 AR - B f " / ~ - . . i .
# {} \ o LP 5
1V . K - ; / / / v Never ACTLlVe

A

Total number

Which two statements are true? (Choose two.)

A. The local ForliGate has received one prefix from BGP neighbor 100.64.1.254.

B. The TCP connection with BGP neighbor 100.64.2.254 was successful.

C. The local FortiGate has received 18 packets from a BGP neighbor.

D. The local FortiGate is still calculating the prefixes received from BGP neighbor 100.64.2.264

Answer: AC

Explanation:

The get router info bgp summary output lists BGP neighbor status:

Prefix Reception: The "State/PfxRcd" column shows the number of prefixes received from the neighbor—neighbor 100.64.1.254 has "1", confirming option A.
Received Message Count: Under "MsgRcvd", 18 packets have been received from neighbor 100.64.1.254. This matches option C.

The second neighbor 100.64.2.254 is in "Active" state and has received/sent 0 packets, indicating that its TCP connection is NOT established, disproving option B.
There is no indication anywhere that the router is "still calculating" prefixes; "Active" just means no session is established, so option D is incorrect.

[References:, , FortiOS BGP Command Reference: BGP Neighbor States, PfxRcd, and Counters]

NEW QUESTION 10
Exhibit.

FGT # diagnose debuc

utbreak Prevention

FortiGuard-re

Refer to the exhibit, which shows the output of a diagnose command.
What can you conclude about the debug output in this scenario?

A. The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was 121.111.236.179.
B. There is a natural correlation between the value in the FortiGuard-requests field and the value in the Weight field.

C. FortiGate used 64.26.151.37 as the initial server to validate its contract.

D. Servers with a negative TZ value are less preferred for rating requests.

Answer: C

Explanation:

The exhibit displays the output from the diagnose debug rating command on a FortiGate device. This command is used to display information about FortiGuard
Web Filtering or other security-related queries performed by FortiGate to FortiGuard servers. Official Fortinet documentation outlines the meaning of each field in
the server list. The FortiGate maintains a list of available FortiGuard servers, selecting the optimal server based on factors such as weight, round-trip time (RTT),
and regional settings.

The very first entry in the server list after "Server List" is the server FortiGate initially uses, prioritized by factors such as proximity and RTT. Here, 64.26.151.37 is
listed first, and the FortiGuard-requests value confirms that this server handled the highest number of requests.

The IPs, weights, and lost/failed counters are monitored for server performance and selection over time. FortiGate's default operational logic is to try the first entry
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for contract validation and use the next in the list if the first is unavailable or has high latency or packet loss.

There is no direct correlation between the Weight and the number of FortiGuard-requests. The servers with higher or lower weights may still handle different
request volumes based on availability and performance.

The TZ (time zone) value's sign (positive or negative) does not affect server preference; it is informational, showing the server's location relative to UTC, not a
rating metric.

DNS query results for FortiGuard servers are not shown here, and the provided servers are not returned in DNS query order.

This command and interpretation are detailed in the FortiOS Administration Guide??s section describing FortiGuard server selection and contract validation
processes.

[References:, , FortiOS Administration Guide: FortiGuard Service Connectivity and Debugging, , Official Technical Notes on diagnose debug rating output
structure]

NEW QUESTION 10
Refer to the exhibit, which shows the omitted output of a session table entry.

serial=00029

sdwan mbr

rpdb link

npu state

npu info: ( . 1 : oad=8/8 ips offload=1l/ pid=16/16, ipid=64,/88, vlan=0x0000/0x0000

viifid=64/88,

Which two statements are true? (Choose two.)

A. The traffic has been tagged for VLAN 0000.
B. NP7 is handling offloading of this session.
C. The traffic matches Policy ID 1.

D. The session has been offloaded.

Answer: BD

NEW QUESTION 13
Refer to the exhibit, which shows the output o! the BGP database.
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Which two statements are correct? (Choose two.)

A. The advertised prefix of 10.20.30.0'24 was configured using the network command.

B. The first four prefixes are being advertised using a legacy route advertisement.

C. The advertised prefix of 10.20.30.0'24 is being advertised through the redistribution of another routing protocol.
D. The output shows all prefixes advertised by all neighbors as well as the local router.

Answer: AD

NEW QUESTION 18
Refer to the exhibit, which shows a partial output of a real-time LDAP debug.
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What two conclusions can you draw from the output? (Choose two.)

A. The user was found in the LDAP tree, whose root is TAC.ottawa.fortinet.com.

B. FortiOS performs a bind to the LDAP server using the user's credentials.

C. FortiOS collects the user group information.

D. FortiOS is performing the second step (Search Request) in the LDAP authentication process.

Answer: AD

NEW QUESTION 19
What are two functions of automation stitches? (Choose two.)

A. You can configure automation stitches on any FortiGate device in a Security Fabric environment.

B. You can configure automation stitches to execute actions sequentially by taking parameters from previous actions as input for the current action.

C. You can set an automation stitch configured to execute actions in parallel to insert a specific delay between actions.

D. You can create automation stitches to run diagnostic commands and attach the results to an email message when CPU or memory usage exceeds specified
thresholds.

Answer: BD

NEW QUESTION 20
Exhibit.

findex=
b6394401a 18 9c0 df682 lem=426

DEOODOOI

.hGHENTh?IDb 404 ) 6
I r identifier FQDNC DE’ QD6eC?2 Q00000
negotiation result
proposal id 1
protocol id = ISAKMP:
trans id =
encapsulation
Remotesite:3: type=0AKLEY
Remotesite:3: pe=0AKLEY
Remotesite:3: /pe=AUTH METHOD, wva ALG,
Remotesite: \ =0AKLEY GROUP, 'm.er
esite - 1:N. ] lifetimes=k :- 00 val
i ' unavailable
ISAKMP SA a2fbdé6bb6394401a/06
Remotesite:3: ISAEKMP SA a2fbdebb6394401a/0
Remotesite: PSK authentication succeeded
Remotesite:3: autl icatic OK
Remotesite:3: ad ITI CC Thr?

d pee

6bB39c

msg ﬂd"-!'l
Remotesite: 3 3 “+14h1d IKE SA

Refer to the exhibit, which contains partial output from an IKE real-time debug. Which two statements about this debug output are correct? (Choose two.)
A. Perfect Forward Secrecy (PFS) is enabled in the configuration.

B. The local gateway IP address is 10.0.0.1.

C. It shows a phase 2 negotiation.

D. The initiator provided remote as its IPsec peer ID.

Answer: CD

NEW QUESTION 25
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