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NEW QUESTION 1

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

? ldentify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
? Report on shared documents that contain PII.

What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 2

- (Topic 6)

Your company has 10,000 users who access all applications from an on-premises data center.

You plan to create a Microsoft 365 subscription and to migrate data to the cloud. You plan to implement directory synchronization.

User accounts and group accounts must sync to Azure AD successfully. You discover that several user accounts fail to sync to Azure AD.
You need to resolve the issue as quickly as possible. What should you do?

A. From Active Directory Administrative Center, search for all the users, and then modify the properties of the user accounts.
B. Run idfix.exe, and then click Edit.

C. From Windows PowerShell, run the start-AdSyncSyncCycle -PolicyType Delta command.

D. Run idfix.exe, and then click Complete.

Answer: B

Explanation:

IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active Directory environment in preparation for
migration to Azure Active Directory. IdFix is intended for the Active Directory administrators responsible for directory synchronization with Azure Active Directory.
Reference:

https://docs.microsoft.com/en-us/office365/enterprise/prepare-directory-attributes-for- synch-with-idfix

NEW QUESTION 3

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
Reference:

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 4
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.

Name | Member of
User Group
User2 Group?2
User3 Group3

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.
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Name Permission Assigned
user group

Microsoft Defender | View data, Alerts Group3

for Endpoint investigation, Active

administrator remediation actions,

(default) Manage securty settings

Role1 View data, Alerts Group1

investigation
Role2 View data Group?2

Microsoft Defender for Endpoint contains the device groups shown in the following table.

Rank Device group Device User access
name

1 ATP1 Device1 Group1

Last | Ungrouped devices | Devicel Group?
(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Arca
Statements Yes Mo
User! can run an antivirus scan on Deévice2,
User2 can collect an investigation package from Dewvicel. B
User2 can isolate Device1, ¢ 3
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No

User1 can run an antivirus scan on Device2.
User2 can collect an investigation package from Dewicel.

Userd can isolate Device. l | 3

NEW QUESTION 5

- (Topic 6)

You have a Microsoft 365 tenant that contains 500 Windows 10 devices and a Microsoft Endpoint Manager device compliance policy.
You need to ensure that only devices marked as compliant can access Microsoft Office 365 apps.

Which policy type should you configure?

A. conditional access

B. account protection

C. attack surface reduction (ASR)
D. Endpoint detection and response

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 6
- (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
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Name Type
Group1 Distribution ;
Group?2 Mail-enabled security -
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 7
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 subscription that contains the users in the following table.
Name Member of

User? Group1
User2 Group1, Group?2
User3 Group3

In Microsoft Endpoint Manager, you create two device type restrictions that have the settings shown in the following table.

Prinrity Name Allowed platl'nrm Assigned to
1 TypeRest1 Android, Windows (MDM) | Group1
2 TypeRest2 iI0S Group?2
In Microsoft Endpoint Manager, you create three device limit restrictions that have the settings shown in the following table.
Priorlty Name Device limit ﬁLSSIQI'IEd to
1 LimitRest1 7 Group?2
2 LimitRest2 10 Group1
S LimitRest3 5 Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.

NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can enroll up to 10 Windows 10 dewvices in Microsoft Endpoint Manager. ) )
User2 can enroll up to 10 10S dewvices in Microsoft Endpoint Manager () &)
User3 can enroll up to five Android devices in Microsoft Endpoint Manager. QO O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements

User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. |
I

User2 can enroll up to 10 i0S devices in Microsoft Endpoint Manager

User3 can enroll up to five Android dewices in Microsoft Endpoint Manager.

NEW QUESTION 8
HOTSPOT - (Topic 6)

Yes

O
O

You have a Microsoft 365 tenant that contains devices enrolled in Microsoft Intune. The devices are configured as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android
Device3 I0S

You plan to perform the following device management tasks in Microsoft Endpoint Manager:
? Deploy a VPN connection by using a VPN device configuration profile.
? Configure security settings by using an Endpoint Protection device configuration profile.

You support the management tasks.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VPN device configuration profile:

Endpoint Protection device configuration profile:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3d

Device1 only
Device1 and Device2 only
Device1 and Device3 only

Device1, Device2 and Device3

VPN device configuration profile:

Endpoint Protection device configuration profile:

NEW QUESTION 9

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

Device1 only
Device1 and Device2 only
Device1 and Device3 only

Device1, Device2 and Device3 |

e e —— e ————

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

A user named userl@contoso.com was recently provisioned.

You need to use PowerShell to assign a Microsoft Office 365 E3 license to Userl. Microsoft Bookings must NOT be enabled.
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How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

§ Connect-AzureAD
 Connect-MgGraph

T% -Scopes User.ReadWrite.All, Organization.Read.All

Connect-MSOLService

$E3 =

T;| Where SkuPartNumber -eq 'EnterprisePack’

Get-AzureADUser

Get-MgSubscribedSku

Get-MSOLACCcountSKL

fdisanledPlans = $E3.5ervicePlans | Where ServicePlanlame -in
{"MICROSOFTBOOKINGS™) | select -ExcludeProperty ServicePlanID

fLicensefptions= @{

L

Skuld = $E3.5kula
DisabledPlans = SdisabledPlans

)
|

- =Userld Userl@contoso.com -Addlicenses 3LicenseOptions -Removelicenses @()

Set-AzureADUser

Set-MgUserLicense

Set-M50LUser

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Connect-MgGraph

Assign Microsoft 365

licenses to user accounts with PowerShell Use the Microsoft Graph PowerShell SDK

First, connect to your Microsoft 365 tenant.
Assigning and removing licenses for a user requires the User.ReadWrite.All permission scope or one of the other permissions listed in the ‘Assign license'

Microsoft Graph API

reference page.

The Organization.Read.All permission scope is required to read the licenses available in the tenant.
Connect-MgGraph -Scopes User.ReadWrite.All, Organization.Read.All Box 2: Get-MgSubscribedSku
Run the Get-MgSubscribedSku command to view the available licensing plans and the

number of available licenses in each plan in your organization. The number of available licenses in each plan is ActiveUnits - WarningUnits - ConsumedUnits.
Box 3: Set-MgUserLicense Assigning licenses to user accounts

To assign a license to a user, use the following command in PowerShell.

Set-MgUserLicense -Userld $userUPN -AddLicenses @{Skuld = "<Skuld>"} - RemoveLicenses @()
This example assigns a license from the SPE_E5 (Microsoft 365 E5) licensing plan to the unlicensed user belindan@litwareinc.com:
$e5Sku = Get-MgSubscribedSku -All | Where SkuPartNumber -eq 'SPE_E5'
Set-MgUserLicense -Userld "belindan@litwareinc.com" -AddLicenses @{Skuld =

$e5Sku.Skuld} -Rem

NEW QUESTION 10
- (Topic 6)

You have an Azure AD tenant and a Microsoft 365 E5 subscription. The tenant contains the users shown in the following table.

ovelicenses @()

Role

Userl

Secunty Administrator

User2

Secunty Operator

User3

Securnty Reader

User4

Compliance Administrator

You plan to implement Microsoft Defender for Endpoint.

You verify that role-b

ased access control (RBAC) is turned on in Microsoft Defender for Endpoint.

You need to identify which user can view security incidents from the Microsoft 365 Defender portal.
Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: A

NEW QUESTION 10

- (Topic 6)

You have a Microsoft 365 subscription.
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You plan to use Adoption Score and need to ensure that it can obtain device and software metrics.
What should you do?

A. Enable Endpoint analytics.

B. Run the Microsoft 365 network connectivity test on each device.
C. Enable privileged access.

D. Configure Support integration.

Answer: A

NEW QUESTION 12

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365 and contains a mailbox named Mailbox1.
You plan to use Mailbox1 to collect and analyze unfiltered email messages.

You need to ensure that Defender for Office 365 takes no action on any inbound emails delivered to Mailbox1.

What should you do?

A. Configure a retention policy for Mailbox1.
B. Create a mail flow rule.

C. Configure Mailbox! as a SecOps mailbox.
D. Place a litigation hold on Mailbox1.

Answer: D

NEW QUESTION 14
- (Topic 6)

You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.
Block execution of potentially
obfuscated scripts (js/ivbs/ps)

Policy1 Attack surface reduction | Audit mode

Name Type

(ASR)

Policy2 Microsoft Defender ATP | Disable
Baseline

Policy3 Device configuration Not configured
profile

The policies are assigned to Devicel.
Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: D

NEW QUESTION 17

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance admin role.

Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 21

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Android

B. CentOS Linux
C.i0Ss

D. Window 10

Answer: D
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Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 22

- (Topic 6)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.
Name | Severity Status Comment Category
Alert1 Medium Active Commenti | Threat management
Alert2 Low Resolved Comment2 Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only

C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations

NEW QUESTION 26
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Microsoft 365 role
Useri Cloud application administrator
User2 Application administrator
User3 Application developer
User4 None
Users are assigned Microsoft Store for Business roles as shown in the following table.
User Role
User1 None
User2 Basic Purchaser
User3 Purchaser
User4 Device Guard signer

Which users can add apps to the private store in Microsoft Store for Business, and which users can install apps from the private store? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Add apps to the private store: | v

User3 only

User2 and User3 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

Install apps from the private store: | v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Add apps to the private store:

Install apps from the private store:

NEW QUESTION 27
- (Topic 6)

v

User1 and User3 only
User1, User2 and User3 only
User1, User2, User3, and User4

v
User3 only
User2 and User3 only
User1 and User3 only
User2, User3 and User4 only _ _
User1, User2, User3, and User4 |

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You plan to perform device discovery and authenticated scans of network
devices. You install and register the network scanner on a device named Devicel.

What should you do next?

A. Connect Defender for Endpoint to Microsoft Intune.
B. Apply for Microsoft Threat Experts - Targeted Attack Notifications.

C. Create an assessment job.

D. Download and run an onboarding package.

Answer: C

NEW QUESTION 28
- (Topic 6)
You have a Microsoft 365 subscription.

You view the Service health Overview as shown in the following exhibit.
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You need to ensure that a user named Userl can view the advisories to investigate service health issues.
Which role should you assign to Userl?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator

Answer: B

Explanation:
Service Support admin

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:

- Open and manage service requests

- View and share message center posts

- Monitor service health

Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:
- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:

- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD

- View data returned by Microsoft Graph reporting API

Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide

NEW QUESTION 32

HOTSPOT - (Topic 6)

HOTSPOT

Your company has a Microsoft 365 E5 subscription. You need to perform the following tasks:
View the Adoption Score of the company. Create a new service request to Microsoft.
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Which two options should you use in the Microsoft 365 admin center? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

||G! Home

B ]

M Teams & groups v

Roles v

Resources W

Settings v

Setup

TS| @[] A |H| |°
¢

Reports v

< Health v

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Reports

View the Adoption Score of the company.

How to enable Adoption Score To enable Adoption Score:

? Sign in to the Microsoft 365 admin center as a Global Administrator and go to Reports > Adoption Score
? Select enable Adoption Score. It can take up to 24 hours for insights to become

available.

Box 2: Support

Create a new service request to Microsoft.

Sign in to Microsoft 365 with your Microsoft 365 admin account, and select Support > New service request. If you're in the admin center, select Support > New
service request.

NEW QUESTION 37

- (Topic 6)

You have a Microsoft 365 tenant that contains two groups named Groupl and Group?2.

You need to prevent the members or Groupl from communicating with the members of Group2 by using Microsoft Teams. The solution must comply with
regulatory requirements and must not affect other user in the tenant.

What should you use?

A. information barriers

B. communication compliance policies

C. moderated distribution groups

D. administrator units in Azure Active Directory (Azure AD)

Answer: A

NEW QUESTION 41

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. From Microsoft Defender for Endpoint you turn on the Allow or block file
advanced feature. You need to block users from downloading a file named Filel.exe.

What should you use?

A. an indicator
B. a suppression rule
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C. a device configuration profile

Answer: A

NEW QUESTION 45
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role
User Reports Reader
UserZ exchange Administrator

User3 User Expenence Success Manag_er

Which users can review the Adoption Score in the Microsoft 365 admin center?

A. User! only

B. User2onry

C. Userl and User2 only

D. User! and User3 only

E. Userl, User2. and User3

Answer: E

NEW QUESTION 47
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Platform
Device1l | Windows 10 Enterprise
Device2 | iOS
Device3 | Android
Deviced4 | Windows 10 Pro

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4d

D. Devicel, Device2, Device3, and Device4d

Answer: A

NEW QUESTION 52

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy a Microsoft Entra tenant.

Another administrator configures the domain to synchronize to the Microsoft Entra tenant.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to the Microsoft Entra tenant. All the other user accounts synchronized
successfully.

You review Microsoft Entra Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to the Microsoft Entra tenant.

Solution: From Microsoft Entra Connect, you modify the filtering settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 57
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
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Name

Member of

User1

Group1, Group2

User2

Group2, Group3

User3

Group1, Group3

n Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.

Name

Priority

Applies to

Policy1

0 Group1

Policy2

1 Group?2

Policy3

2 Group3

The policies use the settings shown in the following table.

Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select

No.

NOTE: Each correct selection is worth one point.

Statements

User1 has their cache cleared on close.

User2 has Cursor movement set to Visual.

User3 has Cursor movement set to Visual.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

User1 has their cache cleared on close.

User2 has Cursor movement set to Visual.

User3 has Cursor movement set to Visual.

NEW QUESTION 61
- (Topic 6)

You have a Microsoft 365 subscription.
You need to configure a compliance solution that meets the following requirements: Defines sensitive data based on existing data samples

Automatically prevents data that matches the samples from being shared externally in Microsoft SharePoint or email messages

Yes No
O
O
® O
Yes No
O 0!
O o
O O

Which two components should you configure? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. a trainable classifier
B. a sensitive info type
C. an insider risk policy

D. an adaptive policy scope
E. a data loss prevention (DLP) policy

Answer: AE
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Explanation:

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of
categorization is more about using a classifier to identify an item based on what the item is, not by elements that are in the item (pattern matching). A classifier
learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.

Where you can use classifiers

Classifiers are available to use as a condition for: Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically.

Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security
numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with people who shouldn't have
it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip

NEW QUESTION 63

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the forest functional level to Windows Server 2016.
You copy the Group

Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A.yes
B. No

Answer: B

NEW QUESTION 64

- (Topic 6)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy

B. a device compliance policy

C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 69
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | Group MFA

Status
User1 | Group1 | Enabled
Userd | Groupl, | Enforced
GroupZ

You have the named locations shown in the following table.

Named location IP range
Montreal 133.107.0.0/16
Toronto 193

You create a conditional access policy that has the following configurations:
* Users or workload identities: o Include: Groupl

0 Exclude: Group2

* Cloud apps or actions: Include all cloud apps
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» Conditions:

o Include: Any location o Exclude: Montreal
» Access control: Grant access, Require multi-factor authentication Userl is on the multi-factor authentication (MFA) blocked users list.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered

Statements

User1 can access Microsoft Office 365 from a device that has an |P acdress of
133.107.10.20

User! can access Microsoft Office 365 from a device that has an IP address of
183.77.10.15.

Liser? can access Microsoft Office 365 from a dewice that has an |P address of
193.77.10.20.

B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements

User1 can access Microsoft Office 365 from a device that has an |P acdress of
133.107.10.20

User! can access Microsoft Office 365 from a device that has an IP address of
183.77.10.15.

Liser? can access Microsoft Office 365 from a dewice that has an |P address of
193.77.10.20.

NEW QUESTION 70
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name | Member of Role
User1 Group1 User Administrator
User? Group1 None
User3 Group2 None
Userd None Global Administrator

You enable self-service password reset (SSPR) for Groupl. You configure security questions as the only authentication method for SSPR.
Which users can use SSPR, and which users must answer security questions to reset their password? To answer, select the appropriate options in the answer

area.

NOTE; Each correct selection is worth one point.

Answer Area

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Users that can use SSPR:  ser1, User2, and Userd only

User1 and User2 only

User1, User2, and User3 only

User1, User?, and Userd only
| User1, User2, User3, and Userd

Users that must answer security questions to | User! and User2 only

reset their password: | User1 only
UserZ only

User1, User2, and User3 only
User1, User2, and Userd only
User1, User2, User3, and Userd
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Answer Area

Users that can use 35PR: | User1. User?. and Userd only -
User1 and User2 only

e R e L L R T e T L s

: User1, User2, and User4 only

UserT, OserZ User3, and Userd —

Users that must answer security questions to | User1 and User2 only v ]
reset their password: | User1 only '
Userd only

User! and Usesonly

[User], UserZ and User3 only
Userl, User2, and Userd only
User1, User2, User3, and Userd

NEW QUESTION 71

- (Topic 6)

You have a Microsoft 365 subscription.

You configure a data loss prevention (DLP) policy.

You discover that users are incorrectly marking content as false positive and bypassing the DLP policy.
You need to prevent the users from bypassing the DLP policy. What should you configure?

A. actions

B. incident reports
C. exceptions

D. user overrides

Answer: D

Explanation:

A DLP policy can be configured to allow users to override a policy tip and report a false positive.

You can educate your users about DLP policies and help them remain compliant without blocking their work. For example, if a user tries to share a document
containing sensitive information, a DLP policy can both send them an email notification and show them a policy tip in the context of the document library that allows
them to override the policy if they have a business justification. The same policy tips also appear in Outlook on the web, Outlook, Excel, PowerPoint, and Word.

If you find that users are incorrectly marking content as false positive and bypassing the DLP policy, you can configure the policy to not allow user overrides.
Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention- policies

NEW QUESTION 75
- (Topic 6)
You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B

NEW QUESTION 78
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
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Name Type

Group1 Microsoft 365

Group?2 Distnbution

Group3 Mail-enabled security

Group4 Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:
? Can be added to Compliancel as recipients of noncompliance notifications

? Can be assigned to Compliancel
To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can be added to Compliance1 as recipients
of noncompliance notifications:

Can be assigned to Compliance1:

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Can be added to Compliance as recipients

v

Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

v

Group1 and Group4 only

Group3 and Group4 only

Group1, Group?2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

v

of noncompliance notifications:

GroupT and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only

Group1, Group2, Group3, and Group4

Can be assigned to Compliance1:

v

Group1 and Group4 only
Group3 and Group4 only

Group1, Group2, Group3, and Group4

NEW QUESTION 82
- (Topic 6)
Your network contains an on-premises Active Directory domai

n named contoso.com.

For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours.

You plan to sync contoso.com to an Azure AD tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Azure AD.

What should you include in the recommendation?

A. pass-through authentication

B. conditional access policies

C. password synchronization

D. Azure AD ldentity Protection policies

Answer: A

Explanation:
Reference:

https://nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/
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NEW QUESTION 85

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You are planning a threat management solution for your organization.

You need to minimize the likelihood that users will be affected by the following threats:

? Opening files in Microsoft SharePoint that contain malicious content

? Impersonation and spoofing attacks in email messages

Which policies should you create in Microsoft 365 Defender? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Opening files in SharePoint that contain malicious content: LV
Anti-spam
Anti-Phishing
Safe Attachments
Safe Links

Impersonation and spoofing attacks in email messages: | _- v

Anti-spam
Anti-Phishing
Safe Attachments
Safe Links

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Opening files in SharePoint that contain malicious content: v
Anti-spam
Anti-Phishing
| Safe Attachments _|
Safe Links
Impersonation and spoofing attacks in email messages: | v
jant-spam _ _
| Anti-Phishing |
Safe Attachments
Safe Links

NEW QUESTION 89

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the

Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 91

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only
D. Microsoft Teams and SharePoint Online only
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E. Microsoft Teams, Exchange Online, and SharePoint Online
Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access- management-solution-overview
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 93

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement directory synchronization.

You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Tool: 3 ¥

Ehccesﬂfhk : %
Azure AD Connect
Active Directory Explorer
IdFix

Required group membership: >
Domain Admins

Domain Users

Server Operators

Enterprise Admins

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: IdFix

Query and fix invalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft 365. A portion of this effort is intended to address the
time involved in remediating the Windows Server Active Directory (Windows Server AD) errors reported by the directory synchronization tools such as Azure AD
Connect and Azure AD Connect cloud sync. The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your Window’s Server AD forests in
preparation for deployment to Microsoft 365. The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to
successfully synchronize users, contacts, and groups from on-premises Active Directory into Microsoft 365. Note: IdFix might identify errors beyond those that
emerge during synchronization. The most common example is compliance with rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized
to the cloud, the product group recommends that these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins

IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

If you aren’t sure if your user account meets these requirements, and you’re not sure how to check, you can still download and run IdFix. If your user account
doesn’t have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group if the domain is in native
mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to make forest-wide changes in Active Directory, like
adding child domains.

Incorrect:

* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators
group on all computers that have joined a domain, including the domain controllers. The Domain Admins group is the default owner of any object that's created in
Active Directory for the domain by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators
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group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of
the computer; and shut down the computer. Any service that accesses the system has the Service identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically added to this group.

NEW QUESTION 94

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft Entra admin center, you assign SecAdminl the Security Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 98

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl You create a retention label named Retentionl that is published to all locations.
You need to ensure that Userl can label email messages by using Retention1 as soon as possible.

Which cmdlet should you run in Microsoft Exchange Online PowerShell?

A. Start-MpScan

B. Start-Process

C. Start-ManagedFolderAssistant
D. Start-AppBackgroundTask

Answer: C

NEW QUESTION 103

- (Topic 6)

You have a Microsoft 365 subscription.

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

User1 | Security Administrator

User2 | Global Administrator

User3 | Service Support Administrator

You configure Tenant properties as shown in the following exhibit.

Technical contact

| User1@contoso.com v

Global privacy contact
L v

Privacy statement URL

j http://contoso.com/privacy v

Which users will be contacted by Microsoft if the tenant experiences a data breach?
A. Used only

B. User2 only

C. User3 only

D. Used and User2 only

E. User2 and User3 only

Answer: B

Explanation:
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Microsoft 365 is committed to notifying customers within 72 hours of breach declaration.
The customer's tenant administrator will be notified.

Reference:
https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office 365

NEW QUESTION 105

- (Topic 6)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 110

DRAG DROP - (Topic 6)

Your company has an Azure AD tenant named contoso.onmicrosoft.com.

You purchase a domain named contoso.com from a registrar and add all the required DNS records.

You create a user account named Userl. Userl is configured to sign in as userl@contoso.onmicrosoft.com.

You need to configure Userl to sign in as userl@contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Antwer Area

AU idgdata Fgloma e -Domalnld centees.com

Bhadifly the erml Sadneds of Lser @ @
Add comtostucom a4 8 SAN for an ).509 certificate. @ @
A 3 CLEIDT SO N

Werify Dhe CuRiom Soman,

Moy The usemame of Lisest

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Area

_____________________________

A update gloma L Dosa {inld coaton.com

oomannemL 000 b e e e e e - —
B o 4 B hee L bETTIAET
Wil Eha Cusbiom doamidin i e il aho e

BAcghify the ynsrmaene of Lisert

NEW QUESTION 114

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.

You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory.
What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)
C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A

NEW QUESTION 118

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1
contains the rules shown in the following table.
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Name | Priority Action

Rulel | O Notify users by using email and policy tips.
Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2 | 1 Notify users by using email and policy tips.
Customize the policy tip as RuleZ tip.
Restrict access to the content.

Disable user overrides.

Rule3 | 2 Notify users by using email and policy tips.
Customize the policy tip as Rule3 tip.
Restrict access to the content.

Enable user overrides.

Rule4 | 3 Notify users by using email and policy tips.
Customize the policy tip as Rule4 tip.
Restrict access to the content.

Disable user overrides.
Sitel contains the files shown in the following table.
Name Matched DLP rule

File1.docx | Rulel, Rule2, Rule3
File2.docx | Rulel, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Filel.docx: v
Rulel tip only
Rule2 tip only
Rule3 tip only
Rulel tip and Rule2 tip only
Rulel tip, Rule2 tip, and Rule3 tip
File2.docx: 1 [‘VJ

Rulel tip only

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only
Rulel tip, Rule3 tip, and Rule4 tip

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,
the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a natification. This prevents people from seeing a cascade of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also overrides any other rules that the content matched.

NEW QUESTION 120
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
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You have labels in Microsoft 365 as shown in the following table.

You have labels In Microsoft 365 as shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 125
- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name| = Username Type

User1 | User1@contoso.com Member
User2 | User2@sub.contoso.com | Member
User3 | User3@adatum.com Member

User4 | User4@outlook.com Guest
User> | User5@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable

Information (PIl) from being emailed to users outside your organization.
To which users can User! send documents that contain PII?

A. User2only

B. User2and User3only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B
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NEW QUESTION 129

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to configure Microsoft Defender for Office 365 to meet the following requirements:

« A user's email sending patterns must be used to minimize false positives for spoof protection.

» Documents uploaded to Microsoft Teams, SharePoint Online, and OneDrive must be protected by using Defender for Office 365.
What should you configure for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Angwer Area

A user's email sending pattéems must be used to minimize false positves for spoof protection:  Dimans o protect v

Dasmaing 10 profect
Madlbox intelligence
Users to protect

Documents uploaded to Tearms, SharePoint Online, and OneDove mast be protected by wing | Global settings for safe attachments -
oL S R e TOELCI Global sethings for sale attachments

The Safe Attachments policy sethngs
The Safe Links podicy 4sttings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Area

A user's email sending pattéems must be used to minimize false positves for spoof protection: | Denans o protect v
| Domains 10 protect
Malbos intelhgence
Uisers to protect

Global settings for safe attachments b
| Global settings for sale attachments
The Sate Attachments polcy setungs
The Safe Links policy settings

Documents uploaded to Teams, SharePoint Online, and OneDnve must be protected by wiing
Defender for Cifice 365

NEW QUESTION 130
- (Topic 6)
1241

You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps
to the devices. You need to track used licenses and manage the apps by using Intune. What should you use to purchase the apps?

A. Microsoft Store for Business
B. Apple Business Manager

C. Apple iTunes Store

D. Apple Configurator

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION 134
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User?2 | Fabnkam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.
-!.ﬁamqr_‘ provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you assign User2 the Security Reader role. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
This is not a permissions issue so you do not need to assign the Security Reader role. The on-premises Active Directory domain is named contoso.com. User2
could sign on as user2@contoso.com but you would first need to change the UPN of User2 to user2@contoso.com.

NEW QUESTION 139

- (Topic 6)

You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web.

What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
B. Publish the sensitivity labels.

C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Answer: B

NEW QUESTION 141

- (Topic 6)

Your on-premises network contains an Active Directory domain.

You have a Microsoft 365 subscription.

You need to sync the domain with the subscription. The solution must meet the following requirements:

On-premises Active Directory password complexity policies must be enforced. Users must be able to use self-service password reset (SSPR) in Azure AD. What
should you use?

A. password hash synchronization

B. Azure AD Identity Protection

C. Azure AD Seamless Single Sign-On (Azure AD Seamless SSO)
D. pass-through authentication

Answer: D

Explanation:
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Azure Active Directory (Azure AD) Pass-through Authentication allows your users to sign in to both on-premises and cloud-based applications using the same
passwords.

This feature is an alternative to Azure AD Password Hash Synchronization, which provides the same benefit of cloud authentication to organizations. However,
certain organizations

wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication instead.

Note: Azure Active Directory (Azure AD) self-service password reset (SSPR) lets users reset their passwords in the cloud, but most companies also have an on-
premises Active Directory Domain Services (AD DS) environment for users. Password writeback allows password changes in the cloud to be written back to an on-
premises directory in real time by using either Azure AD Connect or Azure AD Connect cloud sync. When users change or reset their passwords using SSPR in
the cloud, the updated passwords also written back to the on-premises AD DS environment.

Password writeback is supported in environments that use the following hybrid identity models:

Password hash synchronization Pass-through authentication

Active Directory Federation Services

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback

NEW QUESTION 144

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP).
You need to create a detection exclusion in Azure ATP. Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 147

HOTSPOT - (Topic 6)

Your network contains an Active Directory domain and an Azure AD tenant.

You implement directory synchronization for all 10.000 users in the organization. You automate the creation of 100 new user accounts.
You need to ensure that the new user accounts synchronize to Azure AD as quickly as possible.

Which command should you run? To answer, select the appropriate options in the answer area.

Answer Area
Start-ADSyncSyncCycle - FolicyTipe Delta -
| Set-ADSyncScheduler Irvitial
| Invoke-ADSyncRunProfile Full
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Start-ADSyncSyncCycle FalacyTres Delta v
Set-ADSyncScheduler Tinmtial
| Invoke-ADSyncRunProfile Full

NEW QUESTION 150

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to recommend a solution for monitoring and reporting application access. The solution must meet the following requirements:
« Support KQL for querying data.

« Retain report data for at least one year.

What should you include in the recommendation?

A. a security report in Microsoft 365 Defender
B. End point analytics

C. Microsoft 365 usage analytics

D. Azure Monitor workbooks

Answer: D

NEW QUESTION 154
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- (Topic 6)
You have a Microsoft 365 E5 subscription.

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or MacOS.
You need to implement passwordless authentication. The solution must support all the devices.

Which authentication method should you use?
A. Windows Hello

B. FIDO2 compliant security keys

C. Microsoft Authenticator app

Answer: C

NEW QUESTION 158
HOTSPOT - (Topic 6)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure AD by using the Azure AD Connect Express Settings.

Password write back is disabled.

You create a user named Userl and enter Pass in the Password field as shown in the following exhibit.

New Obgect - User

a, Cieste i Adabum com/

Faroweord ssew

Confem password 1L

[ ] User must change patsword o nest logon
] User cannot change passwoid
[} Password nerver espures

[ ] Account i deabled

¢ Back

New >

The Azure AD password policy is configured as shown in the following exhibit. Password policy
Set the password policy for all users in your organization. Days before passwords expire 90

Days before a user is notified about 14 expiration
You confirm that Userl is synced to Azure AD.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

User1 can change the password immediately by using the My Apps portal

Coancel

Answer Area
Statements
User1 can sign in to Azure AD
From Azure AD, User! must change the password every 90 days
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements

Uiser1 can sign in to Azure AD

User1 can change the password immediately by using the My Apps portal

From Azure AD, User! must change the password every 90 days
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NEW QUESTION 159
HOTSPOT - (Topic 6)

You have device compliance policies shown in the following table.

. Name Platform Assignment

| Policy! | Windows 10 and later Devicel

| Policy? | Windows 10 and later | Device!

| Policy3 | Windows 10 and later | Device2

| Policyd | Windows 10 and later | Device2

| PolicyS | 105/iPac05 Device3 |
| Policy6 | 105/1PacOS Devicel

The device compliance state for each policy is shown in the following table.

Policy State
| Polcy! Compliant
| Polcy2 In grace pencd

| Policy3

Compliant

Not compliant

In grace pencd

Compliant

NOTE: Each correct selection is worth one point.

Angwer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Area

NEW QUESTION 164
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E3 subscription.
You plan to launch Attack simulation training for all users.
Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Social engineering technique:

E Credential harvest_ E
Link to malware
Malware attachment

Training experience: v
Identity Theft

Mass Market Phishing

Web Phishing

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the
ability to select 'ISA Phishing' or 'Mass Market Phishing' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available:

Credential Harvest Malware Attachment Link to Malware

Etc.

Box 2: Mass Market Phishing

NEW QUESTION 168

HOTSPOT - (Topic 6)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft
Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device imit restrictions
Priarity RMarme Devace lirmit Assigned
Netaul

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes Mo
User can enroll only e devices in Intune
User] can om only free devices o Azure A
Jserd can gnecll all the dévices in Intuné
A. Mastered
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B. Not Mastered

Answer: A
Explanation:
Answer Afea
Statements Yes Mo
User! can anroll only e dewoes in Intune I _I
User? can iom only free devices (o Azure A I |

Jerd coan enncll 8l the dences in Intune I

NEW QUESTION 171

- (Topic 6)

You have a Microsoft 365 subscription.

You suspect that several Microsoft Office 365 applications or services were recently updated.

You need to identify which applications or services were recently updated.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. From the Microsoft 365 admin center review the Service health blade

B. From the Microsoft 365 admin center, review the Message center blade.
C. From the Microsoft 365 admin center review the Products blade.

D. From the Microsoft 365 Admin mobile agg, review the messages.

Answer: BD

Explanation:

The Message center in the Microsoft 365 admin center is where you would go to view a list of the features that were recently updated in the tenant. This is where
Microsoft posts official messages with information including new and changed features, planned maintenance, or other important announcements.

The messages displayed in the Message center can also be viewed by using the Office

365 Admin mobile app. Reference:

https://docs.microsoft.com/en-us/office365/admin/manage/message-center https://docs.microsoft.com/en-us/office365/admin/admin-overview/admin-mobile-app

NEW QUESTION 174

- (Topic 6)

You have a Microsoft 365 subscription.

You have the retention policies shown in the following table.

Name Location | Retain items Start the At the end of the
for a specific | retention period retention period
period based on
Policy1 | SharePoint | 1 years When items were | Delete items automatically
sites created
Policy2 | SharePoint | 2 years When items were | Do nothing
sites last modified

Both policies are applied to a Microsoft SharePoint site named Sitel that contains a file named Filel.docx.
Filel.docx was created on January 1, 2022 and last modified on January 31,2022. The file was NOT modified again.
When will Filel.docx be deleted automatically?

A. January 1,2023
B. January 1,2024
C. January 31, 2023
D. January 31, 2024
E. never

Answer: D

Explanation:

Retention wins over deletion. Note:

Explanation for the four different principles:

* 1. Retention wins over deletion. Content won't be permanently deleted when it also has retention settings to retain it. While this principle ensures that content is
preserved for compliance reasons, the delete process can still be initiated (user-initiated or system- initiated) and consequently, might remove the content from
users' main view. However, permanent deletion is suspended.

* 2. Etc. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 179

- (Topic 6)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.
You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?
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A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profil

B. Assign the profile to all the computer

C. Instruct users to restart their computer and perform a network restart.

D. Enroll the computers in Microsoft Intun

E. Create a configuration profile by using the Edition upgrade and mode switch templat

F. From the Microsoft Endpoint Manager admincenter, assign the profile to all the computers and instruct users to restart their computer.
G. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft
SharePoint Online sit

H. Instruct users to run the provisioning package from SharePoint Online.

I. From the Azure Active Directory admin center, create a security group that has dynamic device membershi

J. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B
NEW QUESTION 180

HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the administrative units shown in the following table.

Name Members
AU1 Group1, User2
AUZ GroupZ, User3, User4

The groups contain the members shown in the following table.

Name Members
Group1 | User1
Group? | User2, User4

The users are assigned the roles shown in the following table.

Name Role Scope
User None Not applicable
User2 Password Administrator AU
User3 License Administrator Organization
Userd None Not applicable

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Arca
Statements Yes No
User2 can reset the password of User1.
User2 can reset the password of Userd.
User3 can assign licenses to Userl.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes No

User2 can reset the password of User1. I "

User2 can reset the password of User4. ! |

User3 can assign licenses to User1. |

NEW QUESTION 185

HOTSPOT - (Topic 6)

HOTSPOT

Your company uses a legacy on-premises LDAP directory that contains 100 users. The company purchases a Microsoft 365 subscription.
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You need to import the 100 users into Microsoft 365 by using the Microsoft 365 admin center.
Which type of file should you use and which properties are required? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

File type to use:

=]

dCsv

[ JSON

PST
XML

Required properties for each user:

Display Name and Department

First Name and Last Name

User Name and Department

User Name and Display Name

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: CSV

Add multiple users in the Microsoft 365 admin center

? Sign in to Microsoft 365 with your work or school account.
? In the admin center, choose Users > Active users.

? Select Add multiple users.

? On the Import multiple users panel, you can optionally download a sample CSV file with or without sample data filled in.

? Etc.

Note: More information about how to add users to Microsoft 365 Not sure what CSV format is?
A CSV file is a file with comma separated values. You can create or edit a file like this with any text editor or spreadsheet program, such as Excel.

Box 2: User Name and Display Name

What if | don't have all the information required for each user? The user name and display name are required, and you cannot add a new user without this
information. If you don't have some of the other information, such as the fax, you can use a space plus a comma to indicate that the field should remain blank.

NEW QUESTION 186

HOTSPOT - (Topic 4)

HOTSPOT

You create the Microsoft 365 tenant.

You implement Azure AD Connect as shown in the following exhibit.

Azure Active Directory admin center

» Home > Azure AD Connect

Azure AD Connect

Enabled

Less than 1 hour ago

*
% Troubleshoot O Refresh
“ SYNC STATUS
@ Sync Status
]
Last Sync
L)

Password Hash Sync

USER SIGN-IN

Federation

Seamless single sign-on

Pass-through authentication
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
Answer Area

During Projectl, sales department users can access [answer choice] applications

by using S50. both on-premises and cloud-based

only cloud-based
only on-premises

If Active Directory becomes unavailable during Projectl, sales department users
can access the resources [answer choice].

both on-premises and in the cloud
_in the ::JG_LE_-}r.iy

on-premises anly

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: only on-premises

In the exhibit, seamless single sign-on (SSO) is disabled. Therefore, as SSO is disabled in the cloud, the Sales department users can access only on-premises

applications by using SSO.

In the exhibit, directory synchronization is enabled and active. This means that the on- premises Active Directory user accounts are synchronized to Azure Active
Directory user accounts. If the on-premises Active Directory becomes unavailable, the users can access resources in the cloud by authenticating to Azure Active
Directory. They will not be able to access resources on-premises if the on-premises Active Directory becomes unavailable as they will not be able to authenticate

to the on-premises Active Directory.
Box 2: in the cloud only

NEW QUESTION 190
- (Topic 4)

You need to ensure that all the sales department users can authenticate successfully during Projectl and Project2.

Which authentication strategy should you implement for the pilot projects?

A. pass-through authentication

B. pass-through authentication and seamless SSO

C. password hash synchronization and seamless SSO
D. password hash synchronization

Answer: C

Explanation:
Projectl: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.

Project2: After the successful completion of Projectl, Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.
After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable SSO to enable all users to be signed in to on-premises and cloud- based applications automatically.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 193
- (Topic 3)
You need to create the DLP policy to meet the technical requirements. What should you configure first?

A. sensitive info types

B. the Insider risk management settings
C. the event types

D. the sensitivity labels

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy ?view=0365-worldwide

NEW QUESTION 198
- (Topic 2)
You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security
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Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 199
- (Topic 2)
You need to protect the U.S. PII data to meet the technical requirements. What should you create?

A. a data loss prevention (DLP) policy that contains a domain exception

B. a Security & Compliance retention policy that detects content containing sensitive data
C. a Security & Compliance alert policy that contains an activity

D. a data loss prevention (DLP) policy that contains a user override

Answer: A

NEW QUESTION 200
- (Topic 1)
You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?

A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per user setting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enrollment restrictions.

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enrollment-manager

NEW QUESTION 204

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager.

Solution: Define a Configuration Manager device collection as the pilot collection. Add Devicel to the collection.

Does this meet the goal?

A.Yes
B. NO

Answer: A

Explanation:

Devicel has the Configuration Manager client installed so you can manage Devicel by using Configuration Manager. To manage Devicel by using Microsoft
Intune, the device has to be enrolled in Microsoft Intune. In the Co-management Pilot configuration, you configure a Configuration Manager Device Collection that
determines which devices are auto-enrolled in Microsoft Intune. You need to add Devicel to the Device Collection so that it auto-enrols in Microsoft Intune. You
will then be able to manage Devicel using Microsoft Intune. Reference: https://docs.microsoft.com/en- us/configmgr/comanage/how-to-enable

NEW QUESTION 206

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement identity protection by configuring a sign-in risk policy and a user risk policy. Which type of risk is detected by each policy? To answer, select
the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arca

Sign-in risk policy |. e = -.T_I
Anypical travel
Possible attempt 10 access Pnimary Refresh Token (PRT)

Ltser sk pohcy:  Malicious IP address -
Leaked credentials
|Malicious [P address
Suspicious browser
A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Answer Area

Signein fisk ORY. [T eakad credentiol —~1

Atypacal travel
| Leaked credentals

| - e -

Possible attempt 1o access Pnmary Refresh Token (PRT)

User risk policy: | Malicious IP address st
Leaked credentials
Malicious P address

{SUSpICIouS browser

NEW QUESTION 207

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

The subscription has a single anti-malware policy as shown in the following exhibit.

) Mahware Detection Response
k sethings
4 i malware 15 detected in an emad attachment, the meszage will be quarantined and can
be feleased cnly by an admin
Dy you want to notify recapients if ther messages are quarant medt
(Mo

¥ ¥es and e the default nobification D«

() ¥es and use custom notfication text

*Custom notification text

Common Attachment Types Filter
Turn gn this feature to block attachment types that may harm your computer
Cilsl)

{2} On - Emails with attachments of filterad file types will ingger the Mabware

Detection Responce (recommendead)

FILE TyPEs

e N

At

agg

Motihcations

sender MNobhcatons
SN O meEsiage 1o the sender of the undalrverad 'T||."'Hd.'.J|.‘.

1 MNotify mternal senders

Mobity external senders

Adrmunistraios Notifications

Sends 8 massage to the sdminestrator of the undelpered message.

A Moty sdraruitralos about undelwered messages from

Cancel

1% -

An email message that contains text and two attachments is sent to Userl. One attachment is infected with malware.
How will the email message and the attachments be processed?

A. Both attachments will be remove

B. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following
text: 'Malware was removed.'

C. The email message will be quarantined, and the message will remain undelivered.

D. Both attachments will be remove

E. The email message will be quarantined, and Userl will receive a copy of the message containing the original text and a new attachment that includes the
following text: 'Malware was removed."

F. The malware-infected attachment will be remove

G. The email message will be quarantined, and Userl will receive a copy of the message containing only the uninfected attachment.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection?view=0365-worldwide#anti-malware-policies
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NEW QUESTION 209

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center. Which Microsoft service source will appear on the Incidents page of the
Microsoft 365

security center?

A. Microsoft Defender for CloudUse the
B. Microsoft Purview

C. Azure Arc

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- alerts?view=0365-worldwide

NEW QUESTION 213
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following exhibit.

2 Grﬂups | All groups

P i IOuUp type Security enabled Rokle avsignmentt allowed

To which groups can you assign Microsoft 365 E5 licenses?

A. Group! and Group2 only
B. Group2 and Group3 only
C. Group3 and Group4 only
D. Group 1, Group2. and Group3 only
E. Group2, Group3, and Group4 only

Answer: C

NEW QUESTION 218

- (Topic 6)

Your company has digitally signed applications.

You need to ensure that Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed applications safe and never
analyzes them.

What should you create in the Microsoft Defender Security Center?

A. a custom detection rule

B. an allowed/blocked list rule
C. an alert suppression rule
D. an indicator

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 220

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to evaluate compliance with European Union privacy regulations for customer data.
What should you do in the Microsoft 365 compliance center?

A. Create a Data Subject Request (DSR)

B. Create a data loss prevention (DLP) policy for General Data Protection Regulation (GDPR) data
C. Create an assessment based on the EU GDPR assessment template
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D. Create an assessment based on the Data Protection Baseline assessment template
Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/compliance/regulatory/gdpr-action-plan

NEW QUESTION 221
HOTSPOT - (Topic 6)
You have a hybrid deployment of Azure AD that contains the users shown in the following table.

Name Description

User1 | Azure AD Connect sync account
User2 | Contributor for Azure AD Connect
Health

User3 | Application administrator in Azure
AD

You need to identify which users can perform the following tasks:

* View sync errors in Azure AD Connect Health.

* Configure Azure AD Connect Health settings.

Which user should you identify for each task? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

View sync errors in Azure AD Connect Health: | User2 -]
| User? |

Uiser3 |

Configure Azure AD Connect Health settings: ! User] bt ’

User? |
| User3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

View sync efmors in Azure AD Connect Health: LL.HEH:? v

| Useri

| User3

Configure Azure AD Connect Health settings: | Liser] ¥,

User2
| User3

NEW QUESTION 222
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that uses Microsoft Intune. You need to configure Intune to meet the following requirements:

? Prevent users from enrolling personal devices.

? Ensure that users can enroll a maximum of 10 devices.

What should you use for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Prevent users from enrolling
personal devices: ¥
Conditional access policies

Device categories
Device limit restrictions
Device type restrictions

Ensure that users can enroll a
maximum of 10 devices: v

Conditional access policies

Device categories

Device limit restrictions

Device type restrictions

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Prevent users from enrolling

personal devices: 2
Conditional access policies
Device categories
Device limit restrictions

1 . PR !
|Device type restrictions |

Ensure that users can enroll a
maximum of 10 devices: -

Device limit restrictions |
Device type restrictions

NEW QUESTION 225

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains a user named Userl and a Microsoft SharePoint Online site named Sitel. Userl is assigned the Owner role
for Sitel. To Sitel, you publish the file plan retention labels shown in the following table.

Name Retention During the retention period
period
Retention1 | 5 years Retain items even if users delete
Retention2 | 5 years Mark items as a record
Retention3 | 5 years Mark items as a regulatory record

Sitel contains the files shown in the following table.

Name Label
Filel None
File2 Retention1

File3 Retention?2
Filed Retention3

Which files can Userl rename, and which files can Userl delete? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Arca

Rename: | File1, File2, and File3 only @l
File1 only
File1 and File2 only

File1, File2, and File3 only
File1, File2, File3, and File4

Delete: File1 and File2 only s
Filel only

File1 and File2 only

File1, File2, and File3 only
File1, File2, File3, and Filed

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Rename: | File1, File2, and File3 only 5]
File1 only

File1 and File2 only
} Filel, File2, and File3 only
File1, File2, File3, and File4

Delete:  File1 and File2 only b
File1 only
File1, File2, and File3 only
File1, File2, File3, and Filed

NEW QUESTION 226

HOTSPOT - (Topic 6)

You use Microsoft Defender for Endpoint.

You have the Microsoft Defender for Endpoint device groups shown in the following table

Name Rank Members
Group1 1 Operating system in Windows 10
Group? 2 Name ends wath London
Group3 3 Operating system in Windows Server 2016
Ungrouped Last | Not applicable
machines (default)
You plan to onboard computers to Microsoft Defender for Endpoint as shown in the following table.
Arnswer Area
Computer ] -London:
Group
Group
Group3
rouped machenes
Server1-London:
Group
Group
Group3
machunes
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

NEW QUESTION 229

Computer 1 -London:

— e Pl

Group3
Ungrouped machmnes

Server 1 -London:
Groupt
T lGroup2

o3 =
Lingroupsd machunes

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Windows 10 edition Azure Active Mobile device
Directory (Azure management
AD) (MDM) enroliment
Devicel Windows 10 Pro Registered Microsoft Intune
Device2 Windows 10 Enterprise Joined Microsoft Intune
Device3 Windows 10 Pro Joined Mot enrolled
Deviced Windows 10 Enterprise Registered Microsoft Intune
Device5 Windows 10 Enterprise Joined Not enrolled

You add custom apps to the private store in Microsoft Store Business.
You plan to create a policy to show only the private store in Microsoft Store for Business. To which devices can the policy be applied?

A. Device2 only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Device2, Device3, and Device5 only

E. Devicel, Device2, Device3, Device4, and Device5

Answer: C

NEW QUESTION 231

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Cloud Apps. You configure a session control policy to block downloads from SharePoint
Online sites. Users report that they can still download files from SharePoint Online sites.

You need to ensure that file download is blocked while still allowing users to browse SharePoint Online sites.
What should you configure?

A. an access policy

B. a data loss prevention (DLP) policy

C. an activity policy

D. a Conditional Access policy

Answer: A

NEW QUESTION 232

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the labels shown in the following table.

Name Type

Labell Sensitivity

Label2 Retention

You have the items shown in the following table.

Name Stored in Description
File1 Microsoft SharePoint File document that has Label1 applied
File2 Microsoft Teams channel File document that has Label2 applied
Mail1 Micrasoft Exchange Online Email message that has Label1 applied
Mail2 Microsoft Exchange Online Email message that has Label2 applied

Which items can you view in Content explorer?

A. Filel only

B. Filel and File2 only
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C. Filel and Mail! only
D. File2 and Mail2 only
E. Filel, File2, Maill, and Mail2

Answer: C

NEW QUESTION 234

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory domain and a Microsoft 365 subscription.
The domain contains the users shown in the following table.

Name | Member of | In organizational unit (OU)
| Userl | GroupT OU1
User2 | Group?2 Ou1

The domain contains the groups shown in the following table.

_F Name | Member of in OU
| Group1 | None Sales
Group?Z | Group1 OU1

You are deploying Azure AD Connect.
You configure Domain and OU filtering as shown in the following exhibit.

Domain and OU filtering

I you change the OU-fillerng configueation for  green directony. the nest ynd Cyche wall sutomatically
periorm full smport on the deectory

Wy 1
1 Adatum.com - Refresh Domars L1

Tync af domasrd and Ot

& Done welected domund ang O

- Agdatum Lom
Bty
i apare Cormputors
Dmeploprrepert
Doimasn Cordrodiers
Far L Sl LTy T InC el
Indrastrecture
LostandFound
F.J.lﬂ_ig.'hn: TErocE ACCDunits
LA ER T a ]
[ Ty ]
= o
F'I'.-i-]fh"l- Dats
Sales
System
Ly

You configure Filter users and devices as shown in the following exhibit.

+ Mecroeo® Arure Ackeee Direct Y C et

Filter users and devices

nnect 1o Arure A o 3 pulof OepioyTmient WLty 3 Group Corlierens] yOr Uiens and Oervelrs Ehat well Do syrChroraned. Poeiled
QUOUES M Nt supporied and wll b T

reC DL Synchwonse all usens and dewcet

T]: o ® Synwihnonne vetected @

el E-Eatuie A it O I._-_. Gt 1 O = Sades DO = Adatum DC & oom II .ﬁ

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User1 syncs to Azure AD. m

User2 syncs to Azure AD.

Group2 syncs to Azure AD.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

User1 syncs to Azure AD. m ':l

User2 syncs to Azure AD.

Group2 syncs to Azure AD.

NEW QUESTION 237

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement records management and enable users to designate documents as regulatory records.

You need to ensure that the option to mark content as a regulatory record is visible when you create retention labels.
What should you do first?

A. Configure custom detection rules.

B. Create an Exact Data Match (EDM) schema.
C. Run the Sec-RegulacoryComplianceUl cmdlet.
D. Run the Sec-LabelPolicy cmdlet.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365- worldwide

NEW QUESTION 238

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You have an Azure AD tenant named contoso.com that contains the following users:

* Adminl

e Admin2

» Userl

Contoso.com contains an administrative unit named AIM that has no role assignments. Userl is a member of AUL. You create an administrative unit named AU2
that does NOT have any members or role assignments. For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
You can add Admin1 as a member of AU
You can add User] as a member of ALIZ.
You can assign Adming the User administrator role for AL
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes No

You can add Admin as a member of ALY | ;

You can add User] as a member of ALIZ. I I

You can assign Adming the User administrator role for AL i

NEW QUESTION 241

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the domain functional level to Windows Server
2019. You copy the

Group Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 244
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