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NEW QUESTION 1

- (Exam Topic 1)

You need to restrict traffic from VMScaleSetl to VMScaleSet2. The solution must meet the virtual networking requirements.

What is the minimum number of custom NSG rules and NSG assignments required? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Box 2: One NSG

The minimum requirement is one NSG. You could attach the NSG to VMScaleSetl and restrict outbound traffic, or you could attach the NSG to VMScaleSet2 and
restrict inbound traffic. Either way you would need two custom NSG rules.

Box 1: Two custom rules

With the NSG attached to VMScaleSet2, you would need to create a custom rule blocking all traffic from VMScaleSetl. Then you would need to create another
custom rule with a higher priority than the first rule that allows traffic on port 443.

The default rules in the NSG will allow all other traffic to VMScaleSet2.

NEW QUESTION 2

- (Exam Topic 1)

You need to connect Vnet2 and Vnet3. The solution must meet the virtual networking requirements and the business requirements.
Which two actions should you include in the solution? Each correct answer presents part of the solution.

A. On the peerings from Vnet2 and Vnet3, select Use remote gateways.
B. On the peering from Vnetl, select Allow forwarded traffic.

C. On the peering from Vnetl, select Use remote gateways.

D. On the peering from Vnetl, select Allow gateway transit.

E. On the peerings from Vnet2 and Vnet3, select Allow gateway transit.

Answer: BD

NEW QUESTION 3
- (Exam Topic 2)
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You are implementing the Virtual network requirements for Vnet6.
What is the minimum number of subnets and service endpoints you should create? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
2,4

NEW QUESTION 4
- (Exam Topic 2)
In which NSGs can you use ASG1 and to which virtual machine network interfaces can you associate ASG1? To answer, select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 5

- (Exam Topic 3)

Your company has offices in Montreal. Seattle, and Paris. The outbound traffic from each office originates from a specific public IP address.

You create an Azure Front Door instance named FD1 that has Azure Web Application Firewall (WAF) enabled. You configure a WAF policy named Policy! that has
a rule named Rulel. Rulel applies a rate limit of 100 requests for traffic that originates from the office in Montreal.

You need to apply a rate limit of 100 requests for traffic that originates from each office. What should you do?

A. Modify the conditions of Rulel.

B. Create two additional associations.

C. Modify the rule type of Rulel.

D. Modify the rate limit threshold of Rulel.

Answer: B

NEW QUESTION 6

- (Exam Topic 3)

You are planning an Azure solution that will contain the following types of resources in a single Azure region:

Virtual machine

Azure App Service

Virtual Network gateway

Azure SQL Managed Instance

App Service and SQL Managed Instance will be delegated to create resources in virtual networks.

You need to identify how many virtual networks and subnets are required for the solution. The solution must minimize costs to transfer data between virtual
networks.

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

Diagram, table Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services#services-that-can-be

NEW QUESTION 7
- (Exam Topic 3)
You have the Azure environment shown in the exhibit.

You have virtual network peering between Vnetl and Vnet2. You have virtual network peering between Vnet4 and Vnet5. The virtual network peering is configured
as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 8

- (Exam Topic 3)

You have a hybrid environment that uses ExpressRoute to connect an on-premises network and Azure.

You need to log the uptime and the latency of the connection periodically by using an Azure virtual machine and an on-premises virtual machine.
What should you use?

A. Azure Monitor

B. IP flow verify

C. Connection Monitor

D. Azure Internet Analyzer

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/connection-monitor

NEW QUESTION 9

- (Exam Topic 3)

You plan to deploy an Azure virtual network. You need to design the subnets.

Which three types of resources require a dedicated subnet? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. VPN gateway

B. Azure Bastion

C. Azure Active Directory Domain Services (Azure AD DS)
D. Azure Application Gateway v2

E. Azure Private Link

Answer: ABD
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services

NEW QUESTION 10
- (Exam Topic 3)
You configure a route table named RT1 that has the routes shown in the following table.

You have an Azure virtual network named Vnetl that has the subnets shown in the following table.
You have the resources shown in the following table.

Vnetl connects to an ExpressRoute circuit.

The on-premises router advertises the following routes:

*0.0.0.0/0

*10.0.0.0/16
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 10

- (Exam Topic 3)

You are planning an Azure Point-to-Site (P2S) VPN that will use OpenVPN. Users will authenticate by using an on premises Active Directory domain. Which
additional service should you deploy to support the VPN authentication?

A. a certification authority (CA)

B. a RADIUS server

C. an Azure key vault

D. Azure Active Directory (Azure AD) Application Proxy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/point-to-site-about

NEW QUESTION 11

- (Exam Topic 3)

You have an Azure virtual network named Vnetl.

You need to ensure that the virtual machines in Vnetl can access only the Azure SQL resources in the East US Azure region. The virtual machines must be
prevented from accessing any Azure Storage resources.

Which two outbound network security group (NSG) rules should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. an allow rule that has the IP address range of Vnetl as the source and destination of Sqgl.EastUS
B. a deny rule that has a source of VirtualNetwork and a destination of Sql

C. a deny rule that has a source of VirtualNetwork and a destination of 168.63.129.0/24

D. a deny rule that has the IP address range of Vnetl as the source and destination of Storage

Answer: CD

NEW QUESTION 16

- (Exam Topic 3)

You have an Azure Front Door instance that has a single frontend named Frontend1 and an Azure Web Application Firewall (WAF) policy named Policyl. Policyl
redirects requests that have a header containing "string1" to https://www.contoso.com/redirectl. Policyl is associated to Frontendl.

You need to configure additional redirection settings. Requests to Frontendl that have a header containing "string2" must be redirected to
https://www.contoso.com/redirect2.

Which three actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create a custom rule.

B. Configure a managed rule.
C. Create a frontend host.

D. Create a policy.

E. Create an association.

F. Add a custom rule to Policyl.

Answer: ABE

NEW QUESTION 21

- (Exam Topic 3)

You have two Azure virtual networks named Vnetl and Vnet2 in an Azure region that has three availability zones.

You deploy 12 virtual machines to each virtual network, deploying four virtual machines per zone. The virtual machines in Vnetl host an app hamed Appl. The
virtual machines in Vnet2 host an app named App2.

You plan to use Azure Virtual Network NAT to implement outbound connectivity for Appl and App2. You need to identify the minimum number of subnets and
Virtual Network NAT instances required to meet

the following requirements:

* A failure of two zones must NOT affect the availability of either Appl or App2.

« A failure of two zones must NOT affect the outbound connectivity of either Appllor App2. What should you identify? To answer, select the appropriate options in
the answer area. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

NEW QUESTION 24
- (Exam Topic 3)
Azure virtual networks in the East US Azure region as shown in the following table.

The virtual networks are peered to one another. Each virtual network contains four subnets.
You plan to deploy a virtual machine named VM1 that will inspect and route traffic between all the subnets on both the virtual networks.
What is the minimum number of IP addresses that you must assign to VM1?

Cow>
® AN

Answer: A

NEW QUESTION 29

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2. and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG). You configure a service tag for MicrosoftStorage and link the tag to Subnetl.

Does this meet the goal?

A. Yes
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B. No
Answer: A
NEW QUESTION 32

- (Exam Topic 3)
You have the Azure App Service app shown in the App Service exhibit.

The VNet Integration settings for as12 are configured as shown in the Vnet Integration exhibit.
The Private Endpoint connections settings for as12 are configured as shown in the Private Endpoint connections exhibit.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet

NEW QUESTION 37

- (Exam Topic 3)

You have the network security groups (NSGs) shown in the following table.
In NSG1, you create inbound rules as shown in the following table.

You have the Azure virtual machines shown in the following table.

NSG2 has only the default rules configured.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 39

- (Exam Topic 3)

You have an Azure virtual network named Vnetl that connects to an on-premises network. You have an Azure Storage account named storageaccountl that
contains blob storage.

You need to configure a private endpoint for the blob storage. The solution must meet the following requirements:

Ensure that all on-premises users can access storageaccountl through the private endpoint.

Prevent access to storageaccountl from being interrupted.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

*168.63.129.16 is the IP address of Azure DNS which hosts Azure Private DNS zones. It is only accessible from within a VNet which is why we need to forward on-
prem DNS requests to the VM running DNS in the VNet. The VM will then forward the request to Azure DNS for the IP of the storage account private endpoint.
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Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-private-endpoints

NEW QUESTION 41

- (Exam Topic 3)

You have three on-premises sites. Each site has a third-party VPN device.

You have an Azure virtual WAN named VWAN1 that has a hub named Hub1. Hub1 connects two of the three on-premises sites by using a Site-to-Site VPN
connection.

You need to connect the third site to the other two sites by using Hub1.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal

NEW QUESTION 46

- (Exam Topic 3)

Your company has 10 instances of a web service. Each instance is hosted in a different Azure region and is accessible through a public endpoint.

The development department at the company is creating an application named Appl. Every 10 minutes. Appl will use a list of end points and connect to the first
available endpoint.

You plan to use Azure Traffic Manager to maintain the list of endpoints.

You need to configure a Traffic Manager profile that will minimize the impact of DNS caching. What should you configure? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 51

- (Exam Topic 3)

You plan to configure BGP for a Site-to-Site VPN connection between a datacenter and Azure. Which two Azure resources should you configure? Each correct
answer presents a part of the solution.

(Choose two.)

NOTE: Each correct selection is worth one point.

A. a virtual network gateway
B. Azure Application Gateway
C. Azure Firewall

D. a local network gateway

E. Azure Front Door

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/bgp-howto

NEW QUESTION 52

- (Exam Topic 3)

Your company has offices in New York and Amsterdam. The company has an Azure subscription. Both offices connect to Azure by using a Site-to-Site VPN
connection.

The office in Amsterdam uses resources in the North Europe Azure region. The office in New York uses resources in the East US Azure region.

You need to implement ExpressRoute circuits to connect each office to the nearest Azure region. Once the ExpressRoute circuits are connected, the on-premises
computers in the Amsterdam office must be able to connect to the on-premises servers in the New York office by using the ExpressRoute circuits.

Which ExpressRoute option should you use?

A. ExpressRoute Local
B. ExpressRoute FastPath
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C. ExpressRoute Direct
D. ExpressRoute Global Reach

Answer: A

NEW QUESTION 54

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. You configure the application gateway to direct traffic to the URL
of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

You need to ensure that the URL is accessible through the application gateway. Solution: You configure a custom cookie and an exclusion rule.
Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 55

- (Exam Topic 3)

You have an Azure virtual network that contains two subnets named Subnetl and Subnet2. Subnetl contains a virtual machine named VM1. Subnet2 contains a
virtual machine named VM2.

You have two network security groups (NSGs) named NSG1 and NSG2. NSG1 has 100 inbound security rules and is associated to VM1. NSG2 has 200 inbound
security rules and is associated to Subnetl.

VM2 cannot connect to VML1.

You suspect that an NSG rule blocks connectivity.

You need to identify which rule blocks the connection. The issue must be resolved as quickly as possible. Which Azure Network Watcher feature should you use?

A. Effective security rules
B. Connection troubleshoot
C. NSG diagnostic

D. NSG flow logs

Answer: C

NEW QUESTION 56

- (Exam Topic 3)

You plan to deploy Azure Virtual WAN.

You need to deploy a virtual WAN hub that meets the following requirements:

Supports 10 sites that will connect to the virtual WAN hub by using a Site-to-Site VPN connection
Supports 8 Gbps of ExpressRoute traffic

Minimizes costs
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What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, diagram Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about

NEW QUESTION 61

- (Exam Topic 3)

You have an Azure subscription that contains two virtual networks named Vnetl and Vnet2.

You register a public DNS zone named fabrikam.com. The zone is configured as shown in the Public DNS Zone exhibit.
You have a private DNS zone named fabrikam.com. The zone is configured as shown in the Private DNS Zone exhibit.

You have a virtual network link configured as shown in the Virtual Network Link exhibit.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 66

- (Exam Topic 3)

You have an Azure subscription that contains the route tables and routes shown in the following table.
The subscription contains the subnets shown in the following table.

The subscription contains the virtual machines shown in the following table.

There is a Site-to-Site VPN connection to each local network gateway.
For each of the following statements, select Yes of the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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A screenshot of a computer Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

NEW QUESTION 71

- (Exam Topic 3)

You have an Azure subscription that contains an Azure App Service app. The app uses a URL of https://www.contoso.com.

You need to use a custom domain on Azure Front Door for www.contoso.com. The custom domain must use a certificate from an allowed certification authority
(CA).

What should you include in the solution?

A. an enterprise application in Azure Active Directory (Azure AD)
B. Active Directory Certificate Services (AD CS)

C. Azure Key Vault

D. Azure Application Gateway

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain-https

NEW QUESTION 75
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