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NEW QUESTION 1

- (Exam Topic 1)

You need to configure the MFA settings for users who connect from the Boston office. The solution must
meet the authentication requirements and the access requirements. What should you configure?

A. named locations that have a private IP address range
B. named locations that have a public IP address range
C. trusted IPs that have a public IP address range

D. trusted IPs that have a private IP address range

Answer: B

NEW QUESTION 2

- (Exam Topic 3)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 3

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 4

- (Exam Topic 3)
You create the Azure Active Directory (Azure AD) users shown in the following table.

_Disabled {iftifi Device
| Enabiea _| Device2
| Enforced i Device3

On February 1, 2021, you configure the multi-factor authentlcatlon (MFA) settings as shown in the following exhibit.
muliti-factor authentication on trusted device e mes|
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On February 26, 2021, what will the multi-factor auth status be for each user?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 5
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies. You need to prevent the users from using legacy authentication.
What should you include in the conditional access policies to filter out legacy authentication attempts?

A. a cloud apps or actions condition
B. a user risk condition

C. aclient apps condition

D. a sign-in risk condition

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

NEW QUESTION 6

- (Exam Topic 3)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

i From Microsoft Cloud .I'l.]'_ll_' el Uy, Cregtes o Sessiom prolicy

Create 2 conditional aocess policy that has session conbioks confrod.

| S et

| Publish App1 m Azure Active Directony (Aaure AD)
Implement Arure AD Apphication Prixy

FHom Murosott Uloud App Secunty, modity The Connecled Ipps seiings

e G @
© O
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions

NEW QUESTION 7
- (Exam Topic 3)

You have a Microsoft Exchange organization that uses an SMTP' address space of contoso.com.

Arswer Area

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD).

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up to Microsoft 365 services.

Which PowerShell cmdlet should you run?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederatio

nSettings

C. Update-MsolfederatedDomain

D. Set-MsolDomain
Answer: A

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup

NEW QUESTION 8
- (Exam Topic 3)

You have a Microsoft 365 tenant named contoso.com. Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
User1@outlock.com | Guest No Ente_rprr_se
application
User2i@fabrikam.com | Guest Yes Entgrprt_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following

exhibit.

Collaboration restrictions

) Allow invitations to be sent to any domain (most inclusive)

w invitations only to the specihed

TARGET DOMAINS

() P'I.-u-\L - ey
'\-—'\J-v-' et B

¢ invitations to the specified domains

domains (most restnctive)

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE:Each correct selection is worth one point.
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Statements Yes No

User1 can accept the invitation and gain access to the enterprise application. O )
User2 can access the enterprise application. ®) O
User3 can accept the invitation and gain access to the SharePoint site. @) @)

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.
Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 9

- (Exam Topic 3)

You have a Microsoft 36S tenant.
You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country. What should you configure in a conditional access
policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area
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NEW QUESTION 10

- (Exam Topic 3)

You have an Azure Active Directory (Azure Azure) tenant that contains the objects shown in the following table.
* A device named Devicel

 Users named User1, User2, User3, User4, and User5

* Five groups named Groupl, Group2, Group3, Ciroup4, and Group5

The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1. User3, Group2. Groupd
Group? Security Dynamic User User?2
Group3 Security Dynamic Device Device1
Group4 | Microsoft 365 Assigned Groupd
Groupd | Microsoft 365 Assigned Usera

How many licenses are used if you assign the Microsoft Office 365 Enterprise E5 license to Groupl?
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Answer: B

NEW QUESTION 10
- (Exam Topic 3)
You have a Microsoft 365 tenant that contains a group named Group! as shown in the Groupl exhibit. (Click the Group 1 tab.)

You create an enterprise application named Appl as shown in the App1 Properties exhibit. (Click the App1 Properties tab.)

Ol

'1* App1 | Properties

oot feeaback
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You configure self-service for Appl as shown in the Appl Self-service exhibit: (Click the App1 Self-service tab.)
T : : = 2 : I SEIECt approvers
Appl | Self-service

B coerdes
7 comeineins. QIS %
=

Telected aporovers

"

For each of the following statements, select Yes if the statement is true, Otherwise select NO. NOTE: Each correct selection is worth one point.

Answer Areca
Statements Yes
The mermbers of Groupd can access App] withowt Birst beinag approved by User
Afrer you conhigure self-service for Appl, the owner of Groue Lleien 7
Appl appears in the Microzoft (3fhce 205 app ancher ot Lsera

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Answer Arca

NEW QUESTION 15
- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant. For the tenant. Users can register applications Is set to No.

Statements

Afrer wery Lol welf -serce for Appl, the cwner of

A user named Adminl must deploy a new cloud app named Appl.

You need to ensure that Adminl can register Appl in Azure AD. The solution must use the principle of least privilege.

Which role should you assign to Admin1?

A. Application developer in Azure

AD

B. App Configuration Data Owner for Subscription!

C. Managed Application Contribu
D. Cloud application administrato

Answer: A

NEW QUESTION 20
- (Exam Topic 3)

tor for Subscription!
rin Azure AD

1 [

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description ()

Start date * 12/18/2020 A
Frequency Monthly v |
Duration {in da}f;} 0 __——__——-—-I-Q 14
End (O Mever End by Occurrences

oas)
Lisars
Scope ® | Everyone

Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers (Preview) Manager b

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 21
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl and the groups shown in the following table.

Name Type Membership type
GGroup1 Security Assigned
Group? Security Dynamic User
Groupd Security Dynamic Device
Group4 Microsoft 365 Assigned

In the tenant, you create the groups shown in the following table.

Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.
NOTE:Each correct selection is worth one point.
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GroupA:

GroupB:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

v

User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

NEW QUESTION 26

- (Exam Topic 3)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.
You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.

What should you

do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 29

- (Exam Topic 3)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

Carmoupl

Group
Croup3

Group-

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to Appl?

Type

reemrtrown

3 B
Aail-enabicd scount,

A. Groupl and Group

B. Group2 only
C. Group3 only
D. Groupl only

E. Groupl and Group4

Answer: A

NEW QUESTION 31

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.
Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you create an assignment for the Insights at administrator role. Does this meet the goal?

A. Yes
B. No
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Answer: B

NEW QUESTION 34

- (Exam Topic 3)

You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at
the end of each month and block sign-ins if required.

What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION 38

- (Exam Topic 3)

Your company has two divisions named Contoso East and Contoso West. The Microsoft 365 identity architecture tor both divisions is shown in the following
exhibit.

Comtoso Weost " Contoso East
Microsoft 365 Mecrosoft 365 \)
Tenarnt " 1ot ,r'
it i #'J-'
Arure Actne Aoure Actee
Directony Uwectorny
Connoct Cannect
Jh %
-"-'.- .I.l-\
1.1 ' :
7/ “\
Comtoso \ ,f'; Contomo 1"-“
West AD i Fast AD \
Forest b I,'" Forest : b
P ———— — S—

You need to assign users from the Contoso East division access to Microsoft SharePoint Online sites in the Contoso West tenant. The solution must not require
additional Microsoft 3G5 licenses.
What should you do?

A. Configure The exiting Azure AD Connect server in Contoso Cast to sync the Contoso East Active Directory forest to the Contoso West tenant.

B. Configure Azure AD Application Proxy in the Contoso West tenant.

C. Deploy a second Azure AD Connect server to Contoso East and configure the server to sync theContoso East Active Directory forest to the Contoso West
tenant.

D. Create guest accounts for all the Contoso East users in the West tenant.

Answer: D

NEW QUESTION 43

- (Exam Topic 3)

Your company has a Microsoft 365 tenant.

The company has a call center that contains 300 users. In the call center, the users share desktop computers and might use a different computer every day. The
call center computers areNOTconfigured for biometric identification.

The users are prohibited from having a mobile phone in the call center.

You need to require multi-factor authentication (MFA) for the call center users when they access Microsoft 365

services.

What should you include in the solution?

A. a named network location

B. the Microsoft Authenticator app

C. Windows Hello for Business authentication
D. FIDO2 tokens

Answer: D

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless
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NEW QUESTION 46

- (Exam Topic 3)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 50

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 55
- (Exam Topic 3)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

Mamco Description

users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.
What is the minimum of connected organization that you should create.

00w
A WDN PP

Answer: C

NEW QUESTION 56

- (Exam Topic 3)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role
as shown in the following exhibit.
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. ContosoAzureAD > Identity Governance » Privileged Identity Management > ContosoAzureAD » User Administrator

Role setting details - User Administrator
Privileged ldentity Management | Azure AD roles

# Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE:Each correct selection is worth one point.

A user who requires access to the User administration role must perform w
multi-factor authentication (MFA) every [answer choice]. 8 hours

15 days
1 month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice]. [ giobal administrator only
global administrator or privileged role administrator
permanently assigned user administrator
prvileged role administrator only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure https://docs.microsoft.com/en-us/azure/active-
directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 59
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