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NEW QUESTION 1
Refer to the exhibit.

Event Details X

Raw Message #® ©
«190>Jan 14 08:22:45 dates= time=14:19:51 devname=FG24003913800441 devid=FG24001913800441 logid=1059028704 type=utm subtype=app-ctri
eventtype=app-ctrl-all level=information vd=root appid=15895 user=" srcip=192.168.88.11 srcport=51866 srcintf="DMZ" dstip=121.111.236.179 dstport=443

dstintf="wan1" profiletype="applist” proto=6 service="HTTPS" policyid=2 sessionid=51943532 applist="default’ appcat="Network.Service’ app="55L"
action=pass msg="Network.Service: 551

Which value would you expect the FortiSIEM parser to use to populate the Application Name field?

A. applist

B. Network.Service
C.SSL

D. wanl

Answer: C

NEW QUESTION 2
Refer to the exhibit.

Incident generator window

Generate Incident for: Logon Failure x
Incident Attributes: Event Attribute Subpattern Filter Attribute Row
Source IP =  Logon_Fail v  Source IP v O @
Destination IP =  Logon_Fail v Destination IP v Q10
User =  Logon_Fail v  User v O @

Insert Attribute: Destinaticn IP w <

Incident Title: Suser from SsrcipAddr failed to logon to Sdestipaddr

Triggered Attributes: Available: Search.. ¢« 1/33 » Selected:
WLAN Interface Interefence Index - Event Receive Time
Execute Thread Peak Event Type
Session Process Time ms ¢ Reporting IP
Tomcat manager Check Frequency A Raw Event Log

Printer Current Supply Level

Printer Supply Name

- L R S

e -

An analyst is trying to generate an incident with a title that includes the Source IP, Destination IP, User, and Destination Host Name. They are unable to add a
Destination Host Name as an incident attribute.
What must be changed to allow the analyst to select Destination Host Name as an attribute?

A. The Destination Host Name must be selected as a Triggered Attribute.

B. The Destination Host Name must be set as an aggregate item in a subpattern.
C. The Destination Host Name must be added as an Event type in the FortiSIEM.
D. The Destination IP Event Attribute must be removed.

Answer: A

NEW QUESTION 3
Which statement about thresholds is true?
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A. FortiSIEM uses fixed, hardcoded global and device thresholds for all performance metrics.
B. FortiSIEM uses only device thresholds for security metrics.

C. FortiSIEM uses global and per device thresholds for performance metrics.

D. FortiSIEM uses only global thresholds for performance metrics.

Answer: C

NEW QUESTION 4
Refer to the exhibit.

Event Attribute
Filter By: Event Keywords Event Attribute CMDB Attribute Clear All Load Save
Paren Attribute Operator Value Paren Next Row
& € Raw Event Log . v udp o O AND OR 4

Time Range: Real-time Relative Absolute

Last 2 Hours
Trend Interval: Auto v

Result Limit: 100 K rows

Apply B Fam Apply Cancel

A FortiSIEM device is receiving syslog events from a FortiGate firewall. The FortiSIEM analyst is trying to search the raw event logs for the last two hours that

contain the keyword "udp". However, they are getting no results from the search, which they know should be available. Based on the filter shown in the exhibit, why
are there no search results?

A. The analyst selected AND in the Next colum

B. This is the wrong Boolean operator.

C. The Time Range value should be set to Real-Time.

D. The keyword is case sensitiv

E. Instead of typing udp in the Value field, the analyst should type UDP.
F. The analyst selected = in the Operator colum

G. That is the wrong operator.

Answer: D

NEW QUESTION 5
Which analytics search can be used to apply a user and entity behavior analytics (UEBA) tag to an event for a failed login by the user JSmith?

A. User = smith
B. Username NOT END WITH jsmith

C. User IS jsmith
D. Username CONTAIN smit

Answer: D

NEW QUESTION 6
Refer to the exhibit.
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Machine Learning - Train Configuration

* Run Mode: Local

* Task: Regression

» Algorithm: DecisionTreeRegressor

* Fields to use for Prediction:

v] AVG (Memory Util)

[v] AVG(Sent Bytesé4d)

AVG(Received Bytes64)

* Field to Predict:

(&) AVG(CPU Util)

—

O #G(Sent Byte

* Train factor

0 esniie———— 100% 30

The configuration shown in the exhibit is incorrect.
What must you change to allow this configuration to be successfully applied to FortiSIEM?

A. The Train factor must be 70% or greater.

B. Run Mode must be set to ML.

C. Only one AVG type field must be selected under Fields to use for Prediction.
D. The selection in Fields to use for Prediction and Field to Predict must match.

Answer: A

NEW QUESTION 7
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How can you query the configuration management database (CMDB) in an analytics search?

A. Click Value > Select from CMDB.

B. On the CMDB tab, select an entry, and then click Create Search.
C. On the Admin tab, click CMDB Search.

D. Click Attribute > Select from CMDB.

Answer: A

NEW QUESTION 8
Which items are used to define a subpattern?

A. Filters, Aggregate, Group By definitions
B. Filters, Aggregate, Time Window definitions
C. Filters, Group By, Threshold definitions
D. Filters, Threshold, Time Window definitions

Answer: A
Explanation:

A subpattern in FortiSIEM is defined using Filters to match specific events, Aggregate conditions to apply statistical thresholds (e.g., COUNT), and Group By
attributes to segment data for evaluation. These three components collectively determine how the subpattern functions.

NEW QUESTION 9

Which two settings must you configure to allow FortiSIEM to apply tags to devices in FortiClient EMS? (Choose two.)
A. FortiEMS API credentials defined on FortiSIEM

B. Remediation script configured

C. ZTNA tags defined on FortiSIEM

D. FortiSIEM API credentials defined on FortiEMS\

Answer: AC

NEW QUESTION 10
Refer to the exhibit.
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Automation Policy

Name SOC MNotification

Severity: [ Low [ Medium [&] High

Rules: ANy -

Time Range: ANY -
Affected Items: ANY =
Affected Orgs:  Ary -

Action; Send Email /SMS/Webhook to the target users. W
Run Remediation/Script. [
[ invoke an Integration Policy. Run: no policy E?
[ Create Case when an incident is created. g
[[] Send SNMP message to the destination set in Admin > Setrings > Analytics.
[[] Send XML file over HTTP(S) to the destination set in Admin > Settings > Analytics.
[:] Open Remedy ticket using the configuration set in Admin > Setrings » Analytics.

[(] inveke FortiAl and update Comments

Settings: E De not notify when an incident is cleared automatically.
[J Do not notify when an incident is cleared manually.

@ Do not notify when an incident is cleared by system.

Comments:

What happens when an analyst clears an incident generated by a rule containing the automation policy shown in the exhibit?

A. No notification is sent.

B. An email is sent to the SOC manager.

C. The remediation script is run.

D. A natification is sent to the SOC manager dashboard.

Answer: B

NEW QUESTION 10
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