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NEW QUESTION 1
Refer to the exhibit.

RADIUS Server configuration
= Q
a Edit RADIUS Server
=
t_:l E: }.ﬂ'{.. Lf‘t‘ 9 N.]I“I"!F RADWIH
Authentication method m Specify
NAS IP

Include in every user group

Primary Server

IP/Name 192.168.0.100
Secret sssemsne
Connection status @ Successful

Test Connectivity

Test User Credentials

On FortiGate, a RADIUS server is configured to forward authentication requests to FortiAuthenticator, which acts as a RADIUS proxy. FortiAuthenticator then
relays these authentication requests to a remote Windows AD server using LDAP.

While testing authentication using the CLI command diagnose test authserver. the administrator observed that authentication succeeded with PAP but failed when
using MS- CHAFV2.

Which two solutions can the administrator implement to enable MS-CHAPv2 authentication? (Choose two.)

A. Change the FortiGate authentication method to CHAP instead of MS-CHAPV2.

B. Enable Windows Active Directory domain authentication on FortiAuthenticator.

C. Enable RADIUS attribute filtering on FortiAuthenticator.

D. Configure FortiAuthenticator to use RADIUS instead of LDAP as the back-end authentication server

Answer: AD

NEW QUESTION 2
What is the expected behavior when enabling auto TX power control on a FortiAP interface?

A. FortiGate monitors the signal strength of nearby AP interfaces and adjusts its own transmit power every 30 seconds to match the signal strength of the adjacent
AP
B. FortiGate measures the signal strength of nearby FortiAP interfaces every 30 seconds and adjusts their transmit power to ensure they remain detectable at -70

dBm.
C. FortiGate periodically measures the signal strength of the weakest associated client and adjusts the AP radio power to align with the detected signal strength of

that client.
D. The AP periodically evaluates the signal strength of its own transmission from the client perspective and adjusts its power to ensure the signal is detected at -70
dBm.

Answer: C

NEW QUESTION 3
FortiGate has been added to FortiAlOps for management.
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Which step must be performed on FortiAlOps to add a FortiSwitch device connected to the recently added FortiGate?
A. Add the FortiSwitch device by submitting its serial number.

B. FortiAlOps requires that the FortiSwitch IP address is submitted.

C. FortiSwitch is added automatically.

D. Configure the FortiSwitch IP address, user ID, and password

Answer: C

NEW QUESTION 4
Refer to the exhibits.

SSID Profiles

& S5IDs (4)

] CompanyPrinters Guest-01 Tunnel WPA2 Personal
oW Employees-Red Student01 Local Bridge WPA2 Enterprise
L Guest-CorpPort fortinet Tunnel WPA2 Personal
] PSK fortinet Tunnel WPAZ2 Personal
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Platform FAP231F .
Dedicated Scan @ >»
Indoor / Outdoor @ Indoor | Outdoor
Country / Region United States v
FortiAP Configuration Profile >
AP Login Password @) 2 Leave Unchanged [EES 20
Administrative Access (] HTTPS () SNmP (] SSH
Client Load Balancing (] Frequency Handoff (] AP Handoff
Bluetooth Profile >
802.1X Authentication >
Radio 1
Mode Disabled IS Y VS Dedicated Monitor | SAM | Packet Sniffer
WIDS Profile >
Radio Resource Provision >
Band 24GHz | Click to select
Channel Width
Transmit Power Mode Pasomst
@® Transmit power is determined by multiplying set percentage with maximum
available power determined by region and FortiAP device
dBm
O Power is setting using a dBm value

Auto

Set a range of dBm values and the power is set automatically.
Transmit Power 100 %
ssios @ Tunne! JEREISE Manual
Monitor Channel Utilization o

A set of SSID profiles has been configured on FortiManager, and an AP profile has been assigned to a group of AP managed by FortiGate. However, none of the
designated SSIDs are being broadcast by these APs.
Which configuration change is required to make the APs broadcast these SSIDs as intended?

A. Adjust the AP profile to ensure all SSIDs are configured in a supported mode, either bridge or tunnel, but not a mix of both.
B. Change the AP profile to use a platform that supports the configured mix of SSIDs.

C. Choose Manual in the SSIDs setting and select the SSIDs to broadcast.

D. Set the Transmit Power Mode to Auto.

Answer: C

NEW QUESTION 5
Refer to the exhibits.
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FortiGate VLAN AP settings

config system interface
edit "APs"
set vdom "root"
set ip 10.10.100.2549 255.255.255.0
set allowaccess ping
set alias "AP Management®
set device-identification enable
set role lan
set snmp-index 118
set i1p-managed-by-fortiipam disable
set interface "fortilink"
set vlanid 100
next
end

DHCP configuration

config system dhcp server
edic 7
set dns-service default
set default-~gateway 10.10.100.254
set netmask 255.255.255.0
set interface "APa"
config ip-range
edic 1
set start-ip 10.10.100.1
set end-ip 10.10.100.253
nextc
end
next
end
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FortiSwitch port1 VLAN AP assignment

config switch ntroller managed-swi
it ®*ForciSwitch®
aet an "S2ZI4EFTF15004 &"
set fsw-wanl-peer "forcilink®
52T r‘.l'-’\' S - § T | = "; 1=
set poe-detecti type 2
K- = ]
aert max-allowe crunk-member
set pre-provisione
LI vrnami a 4 5 2TT75TAdddALLLY
P - -
config ports
L] 1.
set poe-capable
set wvlan rAEs"™
3 q L} T B ol - T 0 L - ¥ m
= = ] A 3 aadhi daiahe L =g % F L
set untagged-vlans "guarantine"
Sar =N - L
set mac-addr 04:d 1: Be
EXT

A FortiSwitch is successfully managed by a FortiGate. FortiAP is connected to portl of the managed FortiSwitch. On FortiGate, the VLAN AP is configured to
detect and manage FortiAP, along with a DHCP server for the VLAN AP. Additionally, the VLAN AP is assigned to portl of FortiSwitch. However. FortiGate is
unable to detect or manage FortiAP.

Which FortiGate misconfiguration is preventing the detection of FortiAP?

A. Security Fabric is disabled in the administrative access options of the VLAN.
B. The FortiAP firmware is incompatible with the FortiGate firmware version.
C. The VLAN is not tagged correctly on the FortiSwitch uplink port.

D. The CAPWAP ports (UDP 5246 and 5247) are not open on FortiGate.

Answer: A

NEW QUESTION 6

A network engineer is deploying FortiGate devices using zero-touch provisioning (ZTP). The devices must automatically connect to FortiManager and receive their
configurations upon first boot. However, after powering on the devices, they fail to register with FortiManager.

What could be a possible cause of this issue?

A. The FortiGate device requires manual intervention to accept the FortiManager connection.

B. In this scenario, the ZTP process works only when devices are connected using a console cable.
C. The FortiGate device must be preloaded with a configuration file before ZTP can function.

D. The FortiManager IP address is not reachable over TCP port 541.

Answer: D

NEW QUESTION 7

Connectivity tests are being performed on a newly configured VLAN. The VLAN is configured on a FortiSwitch device that is managed by FortiGate. During testing,
it is observed that devices within the VLAN can successfully ping FortiGate. and FortiGate can also ping these devices.

Inter-VLAN communication is working as expected. However, devices within the same VLAN are unable to communicate with each other.

What could be causing this issue?

A. Access VLAN is enabled on the VLAN.

B. The FortiSwitch MAC address table is missing entries.
C. The FortiGate ARP table is missing entries.

D. The native VLAN configured on the ports is incorrect.

Answer: A

NEW QUESTION 8
Your office wants to set up a Wi-Fi network for visitors. Your company would like to require them to log in for (racking purposes. Which two types of captive portals
could be enabled on an interface? (Choose two.)

A. Terms Acknowledgment Without Authentication
B. Email Notification Only

C. Disclaimer + Authentication

D. Guest Pass Access

E. Authentication

Answer: AE

NEW QUESTION 9

A FortiSwitch is not appearing in the FortiGate management interface after being connected via FortiLink. What could be a first troubleshooting step?
A. Ensure that the FortiGate security policies allow traffic from the FortiSwitch.

B. Manually assign a static IP to the FortiSwitch.

C. Verify that FortiGate device DHCP server is assigning an IP to the FortiSwitch.
D. Ensure the FortiSwitch has internet access.
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Answer: C

NEW QUESTION 10

APs have been manually configured to connect to FortiGate over an IPsec network, and FortiGate successfully detects and authorizes them. However, the APs
remain unmanaged because FortiGate is unable to establish a CAPWAP tunnel with them.

What configuration change can resolve this issue and enable FortiGate to establish the CAPWAP tunnel over the IPsec connection?

A. Configure a static route on FortiGate to reach the APs over the IPsec tunnel.

B. Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.
C. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.

D. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.

Answer: B

NEW QUESTION 10
Refer to the exhibits.

FortiAuthenticator

Interface Status

Interface: portl
Status: O

P Address / Netmask

[Pwd: 10.0.1.150/255 255 255.0

[Pwé:

Admin access: & 55H (TCP/22)
HTTPS (TCP/443)

0 CUI(TCP/443)
&) REST API (fapif)
& Fabric (fapi/v1/fabric/)
B SHMP (UDP/161)
D) HTTP (TCP/BO)

Services: & HTTPS (TCP/443)
& Legacy Self-service Portal [/login/)
&) Captive Portals (/guests, /portal)
& SAML IdP (/sami-idp)
& SAML 5P S50 (/sami-sp, /login/sami-auth)
& Kerberos S5O (/login/kerb-auth)
& SCEP [fapp/eert/scep)
0 CRL Downloads [fapp/cert/crl)
B CMP (fapp/cert/emp2/)
”h' &L FortiToken Maobile AP (fapi/v1/pushauthresp, fapi/vil/transfertoken)
L) Oauth Service (/api/vl/oauth, fapi/v1/pushpoll, /guests, /portal)
& HTTP (TCP/80)
& SCEP (/app/cert/scep)
i CRL Downloads (fapp/certfcrl)
B CMP (fapp/cert/cmp2/)
B SAML IdP metadata (/saml-idp)
& Kerberos 550 (flogin/kerb-auth)
i RADIUS Accounting Monitor (UDP/1646)
) RADIUS Auth (UDP/1812)
P RADIUS Accounting 550 (UDP/1813)
B RADSEC (TCP/2083)
B TACACS+ Auth [TCP/49)
A LDAP ICP/3R2)

FortiAuthenticator SS0 Methods

Edit Fortinet Single Sign-On Methods

Maximum concurrent user Sessions; 0 Fine-grained control

& Windows event log polling (e.g. domain controllers/Exchange servers) Configure Events
& DS lookup to get IP fram workstation name
¥ Directly use domain DMS suffix in lookup
@ Reverse DNS lookup to get workstation name from |P
P Do one more DNS lookup to get full list of IPs after reverse lookup of workstation name
® Include account name ending with $ (usually computer account)
P FortiNALC 550 FortiNAC sources
. RADIUS Accounting S50 clients
i Syslog 550 Syslog spurces
B Allow TLS encryption
® FortiClient 550 Mobility Agent Service
P Hierarchical FS50 tiering
B DC/TS Agent Clients

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version FCSS_LED_AR-7.6 Questions & Answers shared by Certleader
Coader of IT Corfifications. https://www.certleader.com/FCSS_LED AR-7.6-dumps.html (40 Q&AS)

FortiAuthenticator RADIUS Accounting SS Client

Edit RADIUS Accounting 5SSO Client

MName “-'A: s-$50 I
Client name/IP 1002 10
S ret ssssssse

Description
SSO user type External @
Local users @

& Remote users o WirdowsAD (100 1100 ~

& Strip ol prehx or sufhx from username i any

»
Use a different attribute Lo search lor the user in the remole LDAP server (instead of the username altribute specihed in the remote LDAP server
settings)

P Use the prefix or suffix supplied in the username as the domain (instead of the domain specibed in the remote LDAP server settings

RADIUS Attributes

Username ainbute

TR Yy § [ef =%
Client IPv4 attribule Fr amed-1P-Adidress BT — D ef st
Client IPvd attribute Frarec-1Pvé- Ackirea Becrarse ef gt
User group attribute Fontvet-Croup Mam T — o st

A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator decides to use
FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication updates.

After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not enforce the correct policies based on
user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving RADIUS accounting messages from the RADIUS server and

successfully queries LDAP for user group information. But, FSSO updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO
user groups are not being applied.

What is the most likely reason FortiGate is not receiving FSSO updates?

A. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
B. The LDAP server is not configured to retrieve group memberships for RSSO users.

C. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

D. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.

Answer: A

NEW QUESTION 11

A network administrator connects a new FortiGate to the network, allowing it to automatically discover andl register with FortiManager.
What occurs after FortiGate retrieves the FortiManager address?

A. FortiGate establishes a secure tunnel to FortiManager over TCP port 541.

B. The device needs to be manually authorized on FortiManager.

C. FortiGate configures its interface settings based on a DHCP response from FortiManager.

D. FortiGate sends a discovery request to all devices on the local network using UDP port 1068.

Answer: A

NEW QUESTION 14
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