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NEW QUESTION 1
A contractor stores security policies, system configuration files, and audit logs in a centralized file repository for later review. According to CMMC terminology, the
file repository is being used to:

A. protect CUI.
B. transmit CUL.
C. store CUL.

D. generate CUI

Answer: C

NEW QUESTION 2
There are 15 practices that are NOT MET for an OSC's Level 2 Assessment. All practices are applicable to the OSC. Which determination should be reached?

A. The OSC may have 90 days for remediating NOT MET practices.

B. The OSC is not eligible for an option to remediate NOT MET practices.

C. The OSC may be eligible for an option to remediate NOT MET practices.

D. The OSC is not eligible for an option to remediate after the assessment is canceled.

Answer: C

NEW QUESTION 3
For the purpose of determining scope, what needs to be included as part of the assessment but would NOT receive a CMMC certification unless an enterprise
assessment is conducted?

A. ESP

B. People

C. Test equipment

D. Government property

Answer: A

NEW QUESTION 4
When assessing SI.L2-3.14.6: Monitor communications for attack, the CCA interviews the person responsible for the intrusion detection system and examines
relevant policies and procedures for monitoring organizational systems. What would be a possible next step the CCA could conduct to gather sufficient evidence?

A. Conduct a penetration test

B. Interview the intrusion detection system's supplier.

C. Upload known malicious code and observe the system response.

D. Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on intrusion detection and prevention systems.

Answer: D

NEW QUESTION 5
During the assessment process, who is the final interpretation authority for recommended findings?

A. C3PAO

B. CMMC-AB

C. OSC sponsor

D. Assessment Team Members

Answer: A

NEW QUESTION 6

Companies that knowingly defraud the government by not being in compliance with cybersecurity regulations are at risk of being held liable for:
A. The contract value plus a penalty as stated in the Cyber Claims Act

B. The contract value plus a penalty as stated in the False Claims Act

C. Three times the contract value plus a penalty as stated in the Cyber Claims Act

D. Three times the contract value plus a penalty as stated in the False Claims Act

Answer: D

NEW QUESTION 7

What is the BEST description of the purpose of FAR clause 52 204-217?

A. It directs all covered contractors to install the cyber security systems listed in that clause.

B. It describes all of the safeguards that contractors must take to secure covered contractor IS.

C. It describes the minimum standard of care that contractors must take to secure covered contractor IS.

D. It directs covered contractors to obtain CMMC Certification at the level equal to the lowest requirement of their contracts.

Answer: C
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NEW QUESTION 8
Which domains are a part of a Level 1 Self-Assessment?

A. Access Control (AC), Risk Management <RM), and Media Protection (MP)

B. Risk Management (RM). Access Control (AC), and Physical Protection (PE)

C. Access Control (AC), Physical Protection (PE), and Identification and Authentication (1A)
D. Risk Management (RM). Media Protection (MP), and Identification and Authentication (1A)

Answer: C

NEW QUESTION 9

An assessment is being conducted at a remote client site. For the duration of the assessment, the client has provided a designated hoteling space in their secure
facility which consists of a desk with access to a shared printer. After noticing that the desk does not lock, a locked cabinet is requested but the client does not
have one available. At the end of the day, the client provides a printout copy of an important network diagram. The diagram is clearly marked and contains CUI.
What should be done NEXT to protect the document?

A. Take it with them to review in the evening.

B. Leave it on the desk for review the following day.

C. Put it in the unlocked desk drawer for review the following morning.
D. Take a picture with the personal phone before securely shredding it.

Answer: A

NEW QUESTION 10
During the planning phase of a CMMC Level 2 Assessment, the Lead Assessor is considering what would constitute the right evidence for each practice. What is
the Assessor attempting to verify?

A. Adequacy

B. Sufficiency

C. Process mapping
D. Assessment scope

Answer: B

NEW QUESTION 10
Per DoDI 5200.48: Controlled Unclassified Information (CUI), CUI is marked by whom?

A. DOD OUSD

B. Authorized holder

C. Information Disclosure Official

D. Presidentially authorized Original Classification Authority

Answer: B

NEW QUESTION 12
When scoping the organizational system, the scope of applicability for the cybersecurity CUI practices applies to the components of:

A. federal systems that process, store, or transmit CUI.

B. nonfederal systems that process, store, or transmit CUI.
C. federal systems that process, store, or transmit CU

D. or that provide protection for the system components.
E. nonfederal systems that process, store, or transmit CU
F. or that provide protection for the system components.

Answer: D

NEW QUESTION 15

When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:
A. have a security clearance.

B. be a senior person in the company.

C. demonstrate expertise on the CMMC requirements.

D. provide clarity and understanding of their practice activities.

Answer: D

NEW QUESTION 17

As defined in the CMMC-AB Code of Professional Conduct, what term describes any contract between two legal entities?
A. Union

B. Accord

C. Alliance

D. Agreement

Answer: D
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NEW QUESTION 20
Who will verify the adequacy and sufficiency of evidence to determine whether the practices and related components for each in-scope Host Unit, Supporting
Organization/Unit, or enclave have been met?

A. OSC

B. Assessment Team

C. Authorizing official

D. Assessment official

Answer: B

NEW QUESTION 22

Before submitting the assessment package to the Lead Assessor for final review, a CCP decides to review the Media Protection (MP) Level 1 practice evidence to
ensure that all media containing FCI are sanitized or destroyed before disposal or release for reuse. After a thorough review, the CCP tells the Lead Assessor that
all supporting documents fully reflect the performance of the practice and should be accepted because the evidence is:

A. official.

B. adequate.
C. compliant.
D. subjective.

Answer: B

NEW QUESTION 23
An OSC performing a CMMC Level 1 Self-Assessment uses a legacy Windows 95 computer, which is the only system that can run software that the government
contract requires. Why can this asset be considered out of scope?

A. It handles CUI

B. Itis a restricted IS

C. It is government property
D. It is operational technology

Answer: B

NEW QUESTION 26
The Level 1 practice description in CMMC is Foundational. What is the Level 2 practice description?

A. Expert

B. Advanced

C. Optimizing

D. Continuously Improved

Answer: B

NEW QUESTION 27
During a Level 2 Assessment, the OSC has provided an inventory list of all hardware. The list includes servers, workstations, and network devices. Why should
this evidence be sufficient for making a scoring determination for AC.L2-3.1.19: Encrypt CUI on mobile devices and mobile computing platforms?

A. The inventory list does not specify mobile devices.

B. The interviewee attested to encrypting all data at rest.

C. The inventory list does not include Bring Your Own Devices.

D. The DoD has accepted an alternative safeguarding measure for mobile devices.

Answer: A

NEW QUESTION 32
A CCP is part of a CMMC Assessment Team interviewing a subject-matter expert on Access Control (AC) within an OSC. During the interview process, what will
the CCP ensure about the information exchanged during the interview?

A. Performed in groups for more efficient use of resources

B. Recorded for inclusion in the Final Recommended Findings report

C. Confidential and non-attributable so interviewees can speak without fear of reprisal

D. Mapped to specific CMMC practices to clearly delineate which practice is being evaluated

Answer: C

NEW QUESTION 37

A company is about to conduct a press release. According to AC.L1-3.1.22: Control information posted or processed on publicly accessible systems, what is the
MOST important factor to consider when addressing CMMC requirements?

A. That the information is correct

B. That the CEO approved the message

C. That the company has to safeguard the release of FCI

D. That so long as the information is only FCI, it can be released

Answer: C

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy CMMC-CCP dumps
@ 2 Posse’os LJ https://lwww.2passeasy.com/dumps/CMMC-CCP/ (206 New Questions)

NEW QUESTION 41
Which phase of the CMMC Assessment Process includes developing the assessment plan?

A. Phase 1
B. Phase 2
C. Phase 3
D. Phase 4

Answer: A

NEW QUESTION 46
Which entity requires that organizations handling FCI or CUI be assessed to determine a required Level of cybersecurity maturity?

A. DoD
B. CISA
C. NIST
D. CMMC-AB

Answer: A

NEW QUESTION 51
What is a PRIMARY activity that is performed while conducting an assessment?

A. Develop assessment plan.

B. Collect and examine evidence.

C. Verify readiness to conduct assessment.
D. Deliver recommended assessment results.

Answer: B

NEW QUESTION 52
An assessor heeds to get the most accurate answers from an OSC's team members. What is the BEST method to ensure that the OSC's team members are able
to describe team member responsibilities?

A. Interview groups of people to get collective answers.

B. Understand that testing is more important that interviews.

C. Ensure confidentiality and non-attribution of team members.

D. Let team members know the questions prior to the assessment.

Answer: C

NEW QUESTION 53
What is the BEST document to find the objectives of the assessment of each practice?

A. CMMC Glossary

B. CMMC Appendices

C. CMMC Assessment Process

D. CMMC Assessment Guide Levels 1 and 2

Answer: D

NEW QUESTION 54
Which principles are included in defining the CMMC-AB Code of Professional Conduct?

A. Objectivity, classification, and information accuracy
B. Objectivity, confidentiality, and information integrity
C. Responsibility, classification, and information accuracy
D. Responsibility, confidentiality, and information integrity

Answer: D

NEW QUESTION 59

When a conflict of interest is unavoidable, a CCP should NOT:
A. Inform their organization

B. Take action to minimize its impact

C. Disclose it to affected stakeholders

D. Conceal it from the Assessment Team lead

Answer: D

NEW QUESTION 62

While conducting a CMMC Level 2 Assessment, the Lead Assessor determines that the OSC has badge readers, pin code pads, and keys for various access
points as well as documentation to demonstrate meeting the practice. Which CMMC practice has the OSC MET?
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A. PE.L1-3.10.5: Control and manage physical access devices

B. MP.L2-3.8.5: Mark media with necessary CUI markings and distribution limitations

C. S1.L2-3.14.3: Monitor system security alerts and advisories and take action in response

D. PS.L2-3.9.2: Ensure that organizational systems containing CUI are protected duringand after personnel actions such as terminations and transfers

Answer: A

NEW QUESTION 65
A CCP is on their first assessment for CMMC Level 2 with an Assessment Team and is reviewing the CMMC Assessment Process to understand their
responsibilities. Which method gathers information from the subject matter experts to facilitate understanding and achieve clarification?

A. Test

B. Examine

C. Interview

D. Assessment

Answer: C

NEW QUESTION 67
Which government agency are DoD contractors required to report breaches of CUI to?

A. FBI

B. NARA

C. DoD Cyber Crime Center

D. Under Secretary of Defense for Intelligence and Security

Answer: C

NEW QUESTION 68
The Audit and Accountability (AU) domain has practices in:

A. Level 1.
B. Level 2.
C. Levels 1 and 2.
D. Levels 1 and 3.

Answer: B

NEW QUESTION 73
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1, Guidelines for Media Sanitation?

A. Clear, purge, destroy

B. Clear, redact, destroy

C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 76
A server is used to store FCI with a cloud provider long-term. What is the server considered?

A. In scope, because the cloud provider will be storing the FCI data

B. Out of scope, because the cloud provider stores the FCI data long-term

C. In scope, because the cloud provider is required to be CMMC Level 2 certified

D. Out of scope, because encryption is always used when the cloud provider stores the FCI data

Answer: A

NEW QUESTION 79
Where can a listing of all federal agencies' CUI indices and categories be found?

A. 32 CFR Section 2002
B. Official CUI Registry

C. Executive Order 13556
D. Official CMMC Registry

Answer: B

NEW QUESTION 84

Which term describes the prevention of damage to. protection of, and restoration of computers and electronic communications systems/services, including
information contained therein, to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation?

A. Cybersecurity

B. Data security
C. Network security
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D. Information security

Answer: A

NEW QUESTION 85
A test or demonstration is being performed for the Assessment Team during an assessment. Which environment MUST the OSC perform this test or
demonstration?

A. Client

B. Production

C. Development
D. Demonstration

Answer: B

NEW QUESTION 90
A Lead Assessor is preparing to conduct a Readiness Review during Phase 1 of the Assessment Process. How much evidence MUST be gathered for each
practice?

A. A sufficient amount

B. At least 2 Assessment Objects

C. Evidence that is deemed adequate

D. Evidence to support at least 2 Assessment Methods

Answer: A

NEW QUESTION 93
A Level 2 Assessment was conducted for an OSC, and the results are ready to be submitted. Prior to uploading the assessment results, what step MUST the
C3PAO complete?

A. Pay an assessment submission fee.

B. Complete an internal review of the results.

C. Notify the CMMC-AB that submission is forthcoming.

D. Coordinate a final briefing between the Lead Assessor and the OSC.

Answer: B

NEW QUESTION 98
In accordance with NARA directives and Chapter 33 of Title 44 (Records Management Directive), which types of data MUST have policies and procedures for
disposal?

A. All recorded digital documents

B. All digital and recorded paper documents

C. All digital documents and recorded media

D. All recorded information, regardless of form or characteristics

Answer: D

NEW QUESTION 99
An OSC has requested a C3PAO to conduct a Level 2 Assessment. The C3PAO has agreed, and the two organizations have collaborated to develop the
Assessment Plan. Who agrees to and signs off on the Assessment Plan?

A. OSC and Sponsor

B. OSC and CMMC-AB

C. Lead Assessor and C3PAO

D. C3PAO and Assessment Official

Answer: C

NEW QUESTION 101

Which document is the BEST source for determining the sources of evidence for a given practice?

A. NISTSP 800-53

B. NISTSP 800-53A

C. CMMC Assessment Scope

D. CMMC Assessment Guide

Answer: D

NEW QUESTION 104

Which term describes assessing the ability of a unit equipped with a system to support its mission while withstanding cyber threat activity representative of an

actual adversary?

A. Penetration test
B. Black hat testing
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C. Red cell assessment
D. Adversarial assessment

Answer: D

NEW QUESTION 108
Which NIST SP defines the Assessment Procedure leveraged by the CMMC?

A. NIST SP 800-53
B. NISTSP800-53a
C. NIST SP 800-171
D. NISTSP800-171a

Answer: D

NEW QUESTION 113
How are the Final Recommended Assessment Findings BEST presented?

A. Using the CMMC Findings Brief template

B. Using a C3PAO-provided template that is preferred by the OSC

C. Using a C3PAO-branded version of the CMMC Findings Brief template

D. Using the proprietary template created by the Lead Assessor after approval from theC3PAO

Answer: A

NEW QUESTION 117

Which statement BEST describes a LTP?

A. Creates DoD-licensed training

B. Instructs a curriculum approved by CMMC-AB

C. May market itself as a CMMC-AB Licensed Provider for testing

D. Delivers training using some CMMC body of knowledge objectives

Answer: B

NEW QUESTION 118
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