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NEW QUESTION 1
View the exhibit, which contains the output of get sys ha status, and then answer the question below.

NGFW # get sys ha status
HA Health Status: ok
Model: FortiGate0ME4
Modea: HAA-P
Group: 0
Debug: 0
Cluster Uptime: 0 days 01:07:35
Master selected using:
=2017/104/24 09.43.44> FGVMO10000077649 is selected as the master because it has the largest value of override pr
<2017/04/24 08:50:53> FGVMO10000077 is selected as the master bacausa i's the only member in the cluster.
ses_pickup: disable
override: enable
Configuration Status:
FGEYMO1000007 7649 updated 1 seconds ago): in-sync
FGYMO10000077650(updated 0 seconds ago): out-of-sync
System Usage stats:
FGVYMO 10000077649 updated 1 seconds ago):
sessions=30, average-cpu-user/nice/system/idla= af100%, memory-60%
FGYMO10000077650(updated 0 seconds ago):
sesslons=2, average-cpu-userfnice/systemiidle=0% 100%, memory-61%
HBDEW stafs:
FGYMO1000007 7649 (updated 1 seconds ago):
port?: physical/10000full, up, m-bytes/packets/dropped/errors=7T358367/17029/25/0, e=TT21830M1 T182/0/0
FGWYMO10000077650{updated 0 seconds ago):
port?: physical/10000full, up, re-bytes/packets/dropped/ermors=7T793722/17190/0/0, tv=8940374/20806/0/0
Master: NGFW , FGVMO1000007 Te49
Slave : NGFW-2 . FGVMD1000007 7650
number of velustar: 1
veluster 1: work 169.254.0.2
Master:0 FGYMO10000007 7649
Slavea 1 FGVMO 10000007

Which statements are correct regarding the output? (Choose two.)

A. The slave configuration is not synchronized with the master.
B. The HA management IP is 169.254.0.2.

C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Answer: AD

NEW QUESTION 2
View the exhibit, which contains an entry in the session table, and then answer the question below.

session info: prote=6 proto state=11 duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/ wvlan_cos=0/255

user=AALI state=redir log local may dirty npu nlb nome acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 75/0 rx speed (Bps/kbps): 542/4

orgin->sink: org pre->post, reply pre->post dev=T->6/6->7 gwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 192.167.1.100:49545->216.58.216.238:443(172.20.121.96:49545)
hook=pre dir=reply act=dnat 216.58.216.238:443->172.20.121.96:49545 (192.167.1.100:49545)
hook=post dir=sreply act=ncop 216.58.216.238:443->192.167.1.100:49545 (0.0.0.0:0)

pos/ (befora, after) 0/(0,0), 0/(0.0)

src mac=08:5b:0e:6c:ThiTa

misc=0 policy id=21 auth info=0 chk client info=0 vd=0

serial=007£2948 tos=ff/ff app list=0 app=0 url cat=41

dd type=0 dd mode=0

npu state=00000000

npu info: £lag=0x00/0x00, offlcad=0/0, ips offload=0/0, epid=0/0, ipid=0/0, vlan=0x0000,0x0000
vlifid=0/0, vtag_in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, qid=0/0

Which one of the following statements is true regarding FortiGate’s inspection of this session?
A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.

C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Answer: A

Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 3
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
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=r: main mode get lat message

rans id °©

gateway to resolve the phase 1 negotiation error?

A. Change phase 1 encryption to 3DES and authentication to SHA128.
B. Change phase 1 encryption to AES128 and authentication to SHA512.
C. Change phase 1 encryption to AESCBC and authentication to SHAZ2.
D. Change phase 1 encryption to AES256 and authentication to SHA256.
Answer: D

NEW QUESTION 4
Exhibits:

A A

Dymamic tunnal

‘:;F.'l;'k.t.' 1 - ‘_'\-.l:.';-; By
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oW router bgp

router bgp

as 65100

router—-id 172.16.1.1
fig neighbor—-group

edit "advpn"

route-reflector—-client disable

nextc

fig neighbor-range
edit 1
ot prefix 172.16.1.0 255.255

t neighbor—-group "advpn™

Refer to the exhibits, which contain the network topology and BGP configuration for a hub.

An administrator is trying to configure ADVPN with a hub-spoke VPN setup using iBGP. All the VPNs are up and connected to the hub. The hub is receiving route
information from both spokes over iBGP; however, the spokes are not receiving route information from each other.

What change must the administrator make to the hub BGP configuration so that the routes learned by one spoke are forwarded to the other spokes?

A. Configure an individual neighbor and remove neighbor-range configuration.

B. Configure the hub as a route reflector client.

C. Change the router id to 10.1.0.254.

D. Make the configuration of remote-as different from the configuration of local-as.

Answer: B

NEW QUESTION 5
An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator knows that there is no NAT device located
between both FortiGates, what command should the administrator execute?

A. diagnose sniffer packet any ‘udp port 500’

B. diagnose sniffer packet any ‘udp port 4500’

C. diagnose sniffer packet any ‘esp’

D. diagnose sniffer packet any ‘udp port 500 or udp port 4500’

Answer: C

Explanation:
Capture IKE Traffic without NAT:diagnose sniffer packet ‘host and udp port 500’

Capture ESP
Traffic without NAT:diagnose sniffer packet any ‘host and esp’

Capture IKE
and ESP with NAT-T:diagnose sniffer packet any ‘*host and (udp port 500 or udp port 4500)’

NEW QUESTION 6
An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs the debug flow while attempting the
connection using HTTP. The output of the debug flow is shown in the exhibit:

Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.)

A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254.
B. Redirection of HTTP to HTTPS administrative access is disabled.

C. HTTP administrative access is configured with a port number different than 80.

D. The packet is denied because of reverse path forwarding check.

Answer: AC

NEW QUESTION 7
View the exhibit, which contains the output of a BGP debug command, and then answer the question below.
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# get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version 1s 104

3 BGP AS-PATH entries

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent ThlVer InQ OutQ UpDown StatePfxRed

10.125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10.127.0.75 4 65075 2206 2230 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. For the peer 10.125.0.60, the BGP state of is Established.

B. The local BGP peer has received a total of three BGP prefixes.

C. Since the BGP counters were last reset, the BGP peer 10.200.3.1 has never been down.
D. The local BGP peer has not established a TCP session to the BGP peer 10.200.3.1.

Answer: AD

NEW QUESTION 8
A FortiGate has two default routes:

config router static
dit 1

set gateway 10.200.1.254
set priority 5
set device “portl”
next
edit2
set gateway 10.200.2.254

set priority 10

= &= Ty A

set device “porti
next

and

All Internet traffic is currently using portl. The exhibit shows partial information for one sample session of Internet traffic from an internal user:

f disgnose sy= sessicon li
oto=€& pr

Seszion info: proto state=01 duration =17 expire=7 timeocuc=32&00

Q000000 sockport=0 av idx=0 use=3

-~

flags= 00000000 =ockflag=

ha_ad=0 peolicy_dir=0 tunnel=/

state~may_dirty none app_ntif

statistic (bytes/packetsfallow err): oxg=3575/7/1 reply=2336¢7/15/1 tuples=2
ot dev=d4->2/2->4

origin->sink: g pre—->peost, reply pre->p
F10

gwy=10.200.1.2 %
hook=pos=t dir=ocrg act=snat 10.0.1.10:4907-
>54.235.1568.170:80(10.200.1.1:645307)
hook=pre -da 235.158.170:80-
e
- :I

r=reply act=dnat 3
>10.200.1.1:645307(10.0.1.10:6
pos/ (before, after) O (0.0), OF(0,0)

mizgc=0 policy i1d=l auth_ainfo=0 chk_client info=0 vd=0
2ex1al=000002%4 tos=££/£ff ips view=0 app list=0 app=0

dd_t} a= dd_m:de=3
What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were changed from 5 to 20?

A. The session would be deleted, and the client would need to start a new session.

B. The session would remain in the session table, and its traffic would start to egress from port2.

C. The session would remain in the session table, but its traffic would now egress from both portl and port2.
D. The session would remain in the session table, and its traffic would still egress from portl.

Answer: D

NEW QUESTION 9

What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)
A. IP addresses are in the same subnet.

B. Hello and dead intervals match.

C. OSPF IP MTUs match.
D. OSPF peer IDs match.
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E. OSPF costs match.
Answer: ABC

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-advanced-routing-54/Routing_ OSPF/OSPF_Bac

NEW QUESTION 10
Which statement about memory conserve mode is true?

A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.

B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches extreme.
C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red

D. A FortiGate enters conserve mode when the configured memory use threshold reaches red

Answer: D

NEW QUESTION 10
Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Preview pending configuration changes for managed devices.
B. Add devices to FortiManager.

C. Import policy packages from managed devices.

D. Install configuration changes to managed devices.

E. Import interface mappings from managed devices.

Answer: AD

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/1200_ins

There are 4 main wizards:Add Device: is used to add devices to central management and import their configurations.

Install: is used to install configuration changes from Device Manager or Policies & Objects to the managed devices. It allows you to preview the changes and, if the
administrator doesn’t agree with the changes, cancel and modify them.

Import policy: is used to import interface mapping, policy database, and objects associated with the managed devices into a policy package under the Policy &
Object tab. It runs with the Add Device wizard by default and may be run at any time from the managed device list.

Re-install policy: is used to perform a quick install of the policy package. It doesn't give the ability to preview the changes that will be installed to the managed
device.

NEW QUESTION 13
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user's web browser.

Answer: A

NEW QUESTION 14

» PENQLNgy GO

[imported] Local-For

Which two statements about the output shown in the exhibit are correct? (Choose two.)

A. ADOMs are disabled on the FortiManager

B. The FortiGate configuration is in sync with latest running revision history.

C. There are pending device-level changes yet to be installed on Local-FortiGate.
D. The policy package has been modified for Local-FortiGate.

Answer: BC

NEW QUESTION 19

An administrator has configured a dial-up IPsec VPN with one phase 2, extended authentication (XAuth) and IKE mode configuration. The administrator has also
enabled the IKE real time debug:

diagnose debug application ike-1 diagnose debug enable

In which order is each step and phase displayed in the debug output each time a new dial-up user is connecting to the VPN?

A. Phasel; IKE mode configuration; XAuth; phase 2.
B. Phasel; XAuth; IKE mode configuration; phase2.
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C. Phasel; XAuth; phase 2; IKE mode configuration.
D. Phasel; IKE mode configuration; phase 2; XAuth.

Answer: B

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-ipsecvpn-54/IPsec_VPN_Concepts/IKE_Packet

NEW QUESTION 22

The CLI command set intelligent-mode <enable | disable> controls the IPS engine’s adaptive scanning behavior. Which of the following statements describes IPS
adaptive scanning?

A. Determines the optimal number of IPS engines required based on system load.

B. Downloads signatures on demand from FDS based on scanning requirements.

C. Determines when it is secure enough to stop scanning session traffic.

D. Choose a matching algorithm based on available memory and the type of inspection being performed.

Answer: C

Explanation:

Configuring IPS intelligenceStarting with FortiOS 5.2, intelligent-mode is a new adaptive detection method. This command is enabled the default and it means that
the IPS engine will perform adaptive scanning so that, for some traffic, the FortiGate can quickly finish scanning and offload the traffic to NPU or kernel. It is a
balanced method which could cover all known exploits. When disabled, the IPS engine scans every single byte.

config ips globalset intelligent-mode {enable|disable}end

NEW QUESTION 23
Which of the following statements are correct regarding application layer test commands? (Choose two.)

A. They are used to filter real-time debugs.

B. They display real-time application debugs.

C. Some of them display statistics and configuration information about a feature or process.
D. Some of them can be used to restart an application.

Answer: CD

Explanation:

Application layer test commands don't display info in real time, but they do show statistics and configuration info about a feature or process. You can also use
some of these commands to restart a process or execute a change in its operation.

NEW QUESTION 26
Which configuration can be used to reduce the number of BGP sessions in an IBGP network?

A. Neighbor range
B. Route reflector
C. Next-hop-self

D. Neighbor group

Answer: B

Explanation:

Route reflectors help to reduce the number of IBGP sessions inside an AS. A route reflector forwards the routers learned from one peer to the other peers. If you
configure route reflectors, you dont’ need to create a full mesh IBGP network. All clients in a cluster only talck to route reflector to get sync routing updates. Route
reflectors pass the routing updates to other route reflectors and border routers within the AS.

NEW QUESTION 30
Examine the output of the ‘diagnose ips anomaly list’ command shown in the exhibit; then answer the question below.

= diagnose 1ps anomaly hst
list nids meter:

id=1p_dst_session ip=192.168.1.10  dos_id=2 exp=3646 pps=0 freq=0
id=udp_dst_session ip=192.168.1.10 dos_i1d=2 exp=3646 pps=0 freq=0

id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood 1ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tcp_src_session  1p=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8§
1d=tcp_port_scan 1ip=192.168.1.110 dos_id=1 exp=175 pps=0 treq=0
id=1p_src_session 1ip=192.168.1.110 dos_1d=1 exp=5649 pps=0 treq=30

id=udp_src_session  1p=192.168.1.110 dos_1d=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



' Exam Recommend!! Get the Full NSE7_EFW-7.0 dumps in VCE and PDF From SurePassExam
L' Sure https://www.surepassexam.com/NSE7_EFW-7.0-exam-dumps.html (122 New Questions)

Answer: A

NEW QUESTION 35
Refer to the exhibit, which shows a FortiGate configuration.
config system fortiguard
set protocol udp
set port 5888
set load-balance-servers 1
set auto-join-forticloud enable
set update-server-location any
set sandbox-region
set fortiguard-anycast disable
set antispam-force-off disable
set antispam-cache enable
set antispam-cache-tti 1600
sel antispam-cache-mpercent 2
set antispam-timeout 7
set webfilter-force-off enable
set webfilter-cache enable
set webfilter-cache-tl 3600
set webfilter-imeout 15
set sdns-server-ip "208.91.112 220"
set sdns-server-port 53
unset sdns-options
set source-ip 0.0.0.0
set source-1p6
set proxy-server-ip 0.0.0.0
set proxy-server-port 0
set proxy-usemame ~
set ddns-server-ip 0.0.0.0
set ddns-server-port 443

An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however, the web
filter is not inspecting any traffic that is passing through the policy.
What must the administrator change to fix the issue?

A. The administrator must increase webfilter-timeout.
B. The administrator must disable webfilter-force-off.
C. The administrator must change protocol to TCP.

D. The administrator must enable fortiguard-anycast.

Answer: D

NEW QUESTION 36
An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the managed device after being executed.

# conf rout =stat

# edit 0

# set gateway 10.20.121.2
i set priority 20

# set device “wanl”

# next

# end

Why didn’t the script make any changes to the managed device?

A. Commands that start with the # sign are not executed.

B. CLI scripts will add objects only if they are referenced by policies.
C. Incomplete commands are ignored in CLI scripts.

D. Static routes can only be added using TCL scripts.

Answer: A
Explanation:
https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/2400_Sc

A sequence of FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#). A comment line will not be
executed.

NEW QUESTION 39
In which two states is a given session categorized as ephemeral? (Choose two.)

A. A TCP session waiting to complete the three-way handshake.
B. A TCP session waiting for FIN ACK.
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C. A UDP session with packets sent and received.
D. A UDP session with only one packet received.

Answer: AD

NEW QUESTION 42
Which two statements about OCVPN are true? (Choose two.)

A. Only root vdom supports OCVPN.

B. OCVPN supports static and dynamic IPs in WAN interface.

C. OCVPN offers only Hub-Spoke VPNs.

D. FortiGate devices under different FortiCare accounts can be used to form OCVPN.

Answer: AB

NEW QUESTION 44
View the exhibit, which contains the output of a BGP debug command, and then answer the question below.
FGT # gec router info bgp summary
r identifier 0.0.0.117, local AZS number 65117
on is 104
ntries

Ing Oucd

Total nunber of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. The local router's BGP state is Established with the 10.125.0.60 peer.

B. Since the counters were last reset; the 10.200.3.1 peer has never been down.
C. The local router has received a total of three BGP prefixes from all peers.

D. The local router has not established a TCP session with 100.64.3.1.

Answer: AD

NEW QUESTION 47
Refer to the exhibit, which shows a partial routing table.

Assuming all the appropriate firewall policies are configured, which two pings will FortiGate route? (Choose two.)
A. Source IP address: 10.1.0.10. Destination IP address: 10.64.1.52
B. Source IPaddress: 10.72.3.52. Destination IP address: 10.1.0.254
C. Source IPaddress: 10.10.4.24, Destination IPaddress: 10.72.3.20
D. Source IPaddress: 10.73.9.10, Destination IPaddress: 10.72.3.15

Answer: AB

NEW QUESTION 51
View the exhibit, which contains the output of a diagnose command, and then answer the question below.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



. Exam Recommend!! Get the Full NSE7_EFW-7.0 dumps in VCE and PDF From SurePassExam
|_| bure https://www.surepassexam.com/NSE7_EFW-7.0-exam-dumps.html (122 New Questions)

diagnose sys session list expectation

session info: proto=6 proto state-00 duration=3 expire=26 timeout=3600 flags=00000000
50ckflag=00000000 sockport=0 av_1dx=0 use=3

origin-shaper=

reply-shaper=

ha id-0 policy dir=1 tunnel=/

state=new complex

statistic(bytes/packets/allow err): org=0/0/0 reply-0/0/0 tuples=2

orgin->sink: org pre->post, reply pre-»post dev=2->4/4->2 gwy=10.0.1.10/10.200.1.254
hook=pre dir-org act=dnat 10.171.121.38:0->10.200.1.1:60426(10.0.1.10:50365)
hook-pre dir-org act-noop 0.0.0.0:0->0.0.0.0:0(0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 wd=0

5erial=000000e9 tos=ff/ff ips view=0 app list=0 app=0

dd_type=0 dd mode=0

What statements are correct regarding the output? (Choose two.)

A. This is an expected session created by a session helper.

B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.0.1.10.
C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.200.1.1.
D. This is an expected session created by an application control profile.

Answer: AC

NEW QUESTION 55
Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.)

A. It caches available firmware updates for unmanaged devices.

B. It can be configured as an update server, or a rating server, but not both.
C. It supports rating requests from both managed and unmanaged devices.
D. It provides VM license validation services.

Answer: CD

NEW QUESTION 56
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

# get router info bgp summary

BGP router identifier 0.0.0.117. local AS number 65117
BGP table version s 104

3 BGP AS5-PATH entnies

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TblVer InQ OutQ Up/Down StatePfxRed

10.125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10.127.0.75% 4 65075 2206 22350 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 I3 0 0 0 never Active

Total number of neighbors 3

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

Answer: AC

NEW QUESTION 57

Which two statements about bulk configuration changes made using FortiManager CLI scripts are correct? (Choose two.)

A. When run on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate device.
B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

D. When run on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate device.

Answer: AB

NEW QUESTION 61
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Which statement about the exhibit is true?

A. The local router has received a total of three BGP prefixes from all peers.

B. The local router has not established a TCP session with 100.64.3.1.

C. Since the counters were last reset, the 10.200.3.1 peer has never been down.
D. The local router BGP state is OpenConfirm with the 10.127.0.75 peer.

Answer: B

NEW QUESTION 64
Examine the output from the ‘diagnose vpn tunnel list command shown in the exhibit; then answer the question below.

zdiagnose vpn tunnel list
name-Dial Up_0 ver=1 serial=5 10.200.1.1:4500->10.200.3.2: 64916 lgwy=static
nun=intf mode=dial_inst.bound if=1
parent=DialUp index=0
proveyid_um=1 child_num=0 refent=8 ilast=4 olast=4
stat: rap=104 xp=8 mb=27392 txb=480
dpd: mode=active on=1 idle=5000ms retry=3 count=0 segno=70
natt: mode=silent drafi=32 interval= 10 remote_port=964916
provgyid= DhalUp proto=0 sa=] ref=2 senal=1 add-route
gre: 0:0.0.0000-255,255.255.255:0
det: 0: 100 1000 0=1000.10.10:0
SA- ref=3 options= Q0000086 type=00 soft=0 mtu=1422 expre =42521
replaywin=2048 segno="0
life: type=01 bytes=010 timeout= 43185 43200
dec: spi=eb3afila esp=acs key=16 T36517a8fd555ec3BbifadTd650c1a2
ah=shal key=10 246bib0d23bEbS3TT0dcfd8aclatibEccctaals
enc: spi=datd2Bac esp=acs key=16 3dcfd4acTc816782cald(e0a07 72543
ah=shal key=20 Tcide587592fc4635ab8dbiddiDdES 1486802431
dec:pkts bytes=104/ 19926, enc:phas bytes=8/1024

Which command can be used to sniffer the ESP traffic for the VPN DialUP_0?

A. diagnose sniffer packet any ‘port 500’

B. diagnose sniffer packet any ‘esp’

C. diagnose sniffer packet any ‘host 10.0.10.10’
D. diagnose sniffer packet any ‘port 4500’

Answer: D
Explanation:

NAT-T is enabled. natt: mode=silentProtocol ESP is used. ESP is encapsulated in UDP port 4500 when NAT-T is enabled.
natt: mode=silent means IPSec is behind NAT (NAT traversal) https://kb.fortinet.com/kb/documentLink.do?externallD=FD48755

NEW QUESTION 67
View the exhibit, which contains the output of a real-time debug, Which statement about this output is true?

Which of the following statements is true regarding this output?

A. The requested URL belongs to category ID 255.

B. The server hostname Is training, fortinet.com.

C. FortiGate found the requested URL in its local cache.

D. This web request was inspected using the ftgd-allow web filler profile.

Answer: C

NEW QUESTION 72
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Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the designated router The second unit is elected
as the backup designated router Under normal operation, how many OSPF full adjacencies are formed to each of the other two units?

00w
A WDN PP

Answer: B

NEW QUESTION 73

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access after successfully logged into the Windows
AD network. The output of the ‘diagnose debug authd fsso list’ command does not show student as an active FSSO user. Other FSSO users can access the

Internet without problems. What should the administrator check? (Choose two.)

A. The user student must not be listed in the CA's ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation’s IP subnet must be listed in the CA'’s trusted list.

D. At least one of the student’s user groups must be allowed by a FortiGate firewall policy.

Answer: AD

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD38828
NEW QUESTION 75

Which two statements about the Security Fabric are true? (Choose two.)

A. Only the root FortiGate collects network information and forwards it to FortiAnalyzer.
B. FortiGate uses FortiTelemetry protocol to communicate with FortiAnalyzer.

C. All FortiGate devices in the Security Fabric must have bidirectional FortiTelemetry connectivity.

D. Branch FortiGate devices must be configured first.

Answer: BC

NEW QUESTION 79
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