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NEW QUESTION 1
A new domain controller has been added to your domain. You need to ensure the CyberArk infrastructure can use the new domain controller for authentication.
Which locations must you update?

A. on the Vault server in C:\Windows\System32\drivers\etc\hosts and in the PVWAApplication under Administration > LDAP Integration > Directories > Hosts
B. on both the Vault and the PVWA servers in C:\Windows\System32\drivers\etc\hosts
C. in the Private Ark client under Tools > Administrative Tools > Directory Mapping
D. on the Vault server in the certificate store and on the PVWA server in the certificate store

Answer: A

NEW QUESTION 2
Which component must be installed before the first CPM installation?

A. PTA
B. PSM
C. PVWA
D. EPM

Answer: A

NEW QUESTION 3
The PrivateArk clients allows a user to view the contents of the vault like a filesystem.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 4
Which components can connect to a satellite Vault in a distributed Vault architecture?

A. CPM, EPM, PTA
B. PVWA, PSM
C. CPM, PVWA, PSM
D. CPM, PSM

Answer: B

NEW QUESTION 5
You are successfully managing passwords in the alpha cyberark com domain; however, when you attempt to manage a password in the beta cyberark com
domain, you receive the 'network path not found' error. What should you check first?

A. That the username and password are correct
B. That the CPM can successfully resolve addresses in the beta cyberark com domain
C. That the end user has the correct permissions on the safe.
D. That an appropriate trust relationship exists between alpha.cyberark com and betacyberark.com

Answer: B

NEW QUESTION 6
A customer wants to store PSM recordings for 100 days and estimates they will have 10 Windows sessions per day for 100 minutes each.
What is the minimum storage required for the Vault and PAReplicate for the PSM recordings?

A. 25 GB Most Voted
B. 250 GB
C. 500 GB
D. 5 GB

Answer: B

NEW QUESTION 7
A customer has three data centers distributed globally and wants highly-available PSM connections in each segmented zone. In addition, the customer needs a
highly-available PSM connection for the CyberArk Admins.
What will best satisfy this customer's needs?

A. one PSM per zone with a load balancer and two PSMs for Admins with a load balancer
B. six PSMs in the mam data center with a load balancer and one PSM for Admins
C. two PSMs per zone with a load balancer and two PSMs for Admins with a dedicated load balancer
D. three PSMs per zone with CyberArk built-in load balancing

Answer: C
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NEW QUESTION 8
To enable LDAP over SSL for a Vault when DNS lookups are blocked, which step must be completed?

A. Add the FQDN & IP details for each LDAP host into the local hosts file of the Vault serve
B. Most Voted
C. Configure an AllowNonStandardFWAddresses rule in DBParm.ini on the Vault to allow outbound TCP 53 to the organization’s DNS servers.
D. Ensure LDAP hosts added to the directory mapping configuration are defined using only IP addresses.
E. Set the ReferralsDNSLookup parameter value to “No” in the directory configuration.

Answer: A

NEW QUESTION 9
A stand alone Vault server requires DNS services to operate properly.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 10
Which parameter must be provided when registering a primary Vault in Azure, but not in Amazon Web Services?

A. /RecPub
B. /AdminPass
C. /MasterPass
D. /RDPGateway

Answer: D

NEW QUESTION 10
What is the default username for the PSM for SSH maintenance user when InstallCyberarkSSHD is set to yes?

A. proxymng
B. psmp_maintenance
C. psmpmaintenanceuser
D. psmpmnguser

Answer: A

NEW QUESTION 13
You are designing the number of PVWAs a customer must deploy. The customer has three data centers with a distributed Vault in each, requires high availability,
and wants to use all Vaults at all times.
How many PVWAs does the customer need?

A. six or more
B. four
C. two or less
D. three

Answer: A

NEW QUESTION 14
Which user is enabled when replicating data between active and stand-by Vaults?

A. DR
B. Backup
C. Operator
D. Auditor

Answer: A

NEW QUESTION 17
You are installing multiple PVWAs behind a load balancer.
Which statement is correct?

A. Port 1858 must be opened between the load balancer and the PVWAs.
B. The load balancer must be configured in DNS round robin.
C. The load balancer must support "sticky sessions".
D. The LoadBalancerClientAddressHeader parameter in the PVWA.ini file must be set.

Answer: C

NEW QUESTION 19
What must you do to synchronize a new Vault server with an organization’s NTP server?
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A. Configure an AllowNonStandardFWAddresses rule for the organization’s NTP server in DBParm.ini on the Vault server.
B. Use the Windows Firewall console to configure a rule on the Vault server which allows communication with the organization’s NTP server.
C. Ensure the organization’s NTP server is installed in the same location as the Vault server requiring synchronization.
D. Update the AutoSyncExternalObjects configuration in DBParm.ini on the Vault server to schedule regular synchronization.

Answer: A

NEW QUESTION 23
What is a requirement for setting fault tolerance for PSMs?

A. Use a load balancer
B. Use a backup solution
C. CPM must be in all data centers
D. Install the Vault in an HA cluster

Answer: C

NEW QUESTION 28
You are beginning the post-install process after a manual PSM installation is completed. What must you do?

A. Disable screen saver for the PSM local users.
B. Create a new group called PSMShadowUsers.
C. Reset the PSMAdminConnect user password.
D. Enable load balancing on the PSM server.

Answer: A

NEW QUESTION 30
What is determined by the "MaxConcurrentConnections" setting within a platform?

A. maximum number of concurrent connections that can be opened between the CPM and the remote machines for the platform
B. maximum number of concurrent connections that can be between the PSM and the remote machines for the platform
C. maximum number of concurrent connections allowed for a specific account on the platform through the PSM
D. maximum number of concurrent connections to the Vault allowed for sending audit activities relating to the platform

Answer: A

NEW QUESTION 33
The RemoteApp feature of PSM allows seamless Application windows (i e the Desktop of the PSM server will not be visible)

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 34
A customer asked you to help scope the company's PSM deployment. What should be included in the scoping conversation?

A. Recordings file path
B. Recordings codec
C. Recordings retention period
D. Recordings file type

Answer: C

NEW QUESTION 39
In which file must the attribute ‘SignAuthnRequest=”true”’ be added to the PartnerIdentityProvider element to support signed SAML requests?

A. saml.config
B. samlconfig.ini
C. PVWAConfig.xml
D. PVConfiguration.xml

Answer: C

NEW QUESTION 44
A customer has two data centers and requires a single PVWA url.
Which deployment provides the fastest time to reach the PVWA and the most redundancy?

A. Deploy two PVWAs behind a global traffic manager.
B. Deploy one PVWA only.
C. Deploy two PVWAs in an active/standby mode.
D. Deploy two PVWAs using DNS round robin.

Answer: A
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NEW QUESTION 49
Which method can be used to directly authenticate users to PSM for SSH? (Choose three.)

A. CyberArk authentication Most Voted
B. LDAP authentication Most Voted
C. RADIUS authentication Most Voted
D. Windows authentication
E. SAML authentication
F. OpenID Connect (OIDC) authentication

Answer: ABC

NEW QUESTION 54
When SAML authentication is used to sign in to the PVWA, which service performs the actual authentication?

A. Active Directory (AD)
B. Identity Provider (IdP) Most Voted
C. Service Provider (SP)
D. CyberArk Password Vault Web Access (PVWA)

Answer: B

NEW QUESTION 58
In large-scale environments, it is important to enable the CPM to focus its search operations on specific Safes instead of scanning all Safes it sees in the Vault.
How is this accomplished?

A. Administration Options > CPM Settings
B. AllowedSafe Parameter on each platform policy
C. MaxConcurrentConnection parameter on each platform policy
D. Administration > Options > CPM Scanner

Answer: B

NEW QUESTION 59
When performing “In Domain” hardening of a PSM server, which steps must be performed? (Choose two.)

A. Import CyberArk policy settings from the provided file into a new GP
B. Most Voted
C. Apply advanced audit on the PSM server.
D. Link GPO to a dedicated OU containing CyberArk PSM server
E. Most Voted
F. Import an INF file to the local machine.
G. Configure AppLocker rules to block running unknown executables.

Answer: AC

NEW QUESTION 60
In which configuration file do you add LoadBalancerClientAddressHeader when you enable x-forwarding on the PVWA loadbalancer?

A. PVconfiguration.xml
B. web.config
C. apigw.ini
D. CyberArkScheduledTasks.exe.config

Answer: B

NEW QUESTION 61
The connect button requires PSM to work.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 63
The primary purpose of the CPM is Password Management.

A. TRUE
B. FALSE

Answer: A

Explanation: 
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (7)
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NEW QUESTION 64
Your customer wants to store the Safes Data on Vault Drive D instead of Drive C. Which file should you edit?

A. TSparm.ini Most Voted
B. Vault.ini
C. DBparm.ini
D. user.ini

Answer: A

NEW QUESTION 69
You are setting up a Linux host to act as an HTML 5 gateway for PSM sessions.
Which servers need to be trusted by the Linux host to secure communications through the gateway?

A. PSM and PVWA
B. PSM and CPM
C. PVWA and Vault
D. Vault and PSM

Answer: A

NEW QUESTION 74
You are installing PSM for SSH with AD-Bridge and CyberArkSSHD mode set to integrated for your customer.
Which additional packages do you need to install to meet the customer’s needs? (Choose two.)

A. CARKpsmp-infra
B. libssh
C. OpenSSH 7.8 or higher
D. CARKpsmp-ADBridge
E. CARKpsmp-SSHD

Answer: AB

NEW QUESTION 77
To apply a new license file you must:

A. Upload the license.xml file to the System Safe
B. Upload the license.xml file to the Vaultlnternal Safe.
C. Upload the license.xml file to the System Safe and restart the PrivateArk Server service.
D. Upload the license.xml file to the Vaultlnternal Safe and restart the PrivateArk Server service.

Answer: A

Explanation: 
Reference: https://www.reddit.com/r/CyberARk/comments/9bjkvd/unable_to_retrieve_licensexml_from
_system_safe/

NEW QUESTION 80
What is a prerequisite step before installing the Vault on Windows 2019?

A. Configure the Kerberos authentication method on the default IIS Application pool
B. Check that the server IP address is correctly configured and that it is static
C. In the Network Connection properties, configure Preferred DNS Servers
D. Install Microsoft Windows patch KB4014998

Answer: B

NEW QUESTION 84
Which file would you modify to configure the vault to send SNMP traps to your monitoring solution?

A. dbparm ini
B. paragent.ini
C. ENEConf.ini I
D. padr ini

Answer: B

NEW QUESTION 85
The security of the Vault Server is entirely dependent on the security of the network.

A. TRUE
B. FALSE

Answer: B
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NEW QUESTION 86
Which authentication methods does PSM for SSH support?

A. CyberArk password LDAP, RADIUS, SAML
B. LDAP, Windows Authentication, SSH keys
C. RADIUS, Oracle SSO, CyberArk Password
D. CyberArk Password, LDAP, RADIUS

Answer: D

NEW QUESTION 90
HTML5 Gateway can be installed on which supported UNIX OS versions? (Choose two.)

A. Red Hat Enterprise Linux 7.x
B. CentOS 7.x
C. Ubuntu 20.x
D. AK 7.x
E. Android 11.x

Answer: AB

NEW QUESTION 94
If a transparent user matches two different directory mappings, how does the system determine which user template to use?

A. The system will use the template for the mapping listed first.
B. The system will use the template for the mapping listed last.
C. The system will grant all of the vault authorizations from the two templates.
D. The system will grant only the vault authorizations that are listed in both templates

Answer: A

NEW QUESTION 96
All 80 employees from your satellite Tokyo office are complaining that browsing the PVWA site is very slow; however, your New York headquarters users are not
experiencing this. The current PAM solution is:
2 distributed Vaults, the primary one in New York and a satellite in Tokyo 2 PVWA servers, both in New York with load balancing configured
2 PSM servers, both in New York without load balancing configured 1 CPM server in New York
All PVWA, PSM, and CPM servers are connected to the primary Vault
Which proposal optimally resolves the performance issue while minimizing the impact to production?

A. Install two new PVWA servers in Tokyo data center, configure load balancing, connect to the local satellite Vault and provide the URL of new PVWA servers to
the local employees.
B. Install two new PVWA servers in New York data center, configure load balancing and have them connect to the satellite Vault in Tokyo.
C. Install two new PSM servers in the Tokyo data center, configure load balancing, connect to the local satellite vault, and inform the local employees to browse
using the same PVWA URL.
D. Change the current distributed Vaults architecture, migrate back to a Primary-DR architecture, install two new PVWA servers in the Tokyo data center and
configure load balancin
E. Connect to the local DR Vault and provide the URL of new PVWA servers to the local employees.

Answer: A

NEW QUESTION 97
Which statements are correct about the PSM HTML5 gateway? (Choose two.)

A. Smart card redirection is supported
B. It does not support connections to target system where NLA is enabled on the PSM server
C. SSH sessions cannot be established
D. Printer redirection cannot be enabled
E. It does not support session recording capabilities for applications that run outside a web browser

Answer: BD

NEW QUESTION 100
You are configuring SNMP remote monitoring for your organization’s Vault servers.
In the PARAgent.ini, which parameter specifies the destination of the Vault SNMP traps?

A. SNMPHostIP Most Voted
B. SNMPTrapPort
C. SNMPCommunity
D. SNMPVersion

Answer: A

NEW QUESTION 105
What would be a good use case for a High Availability vault?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero.
B. Integration with an Enterprise Backup Solution is required.
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C. Off site replication is required
D. PSM is used.

Answer: A

NEW QUESTION 109
Which file would you modify to configure your Vault Server to forward Activity Logs to a SIEM or SYSLOG server?

A. dbparm.ini
B. PARagent.ini
C. ENEConf.ini
D. padr.ini

Answer: C

NEW QUESTION 112
When a DR vault server becomes an active vault, it will automatically fail back to the original state once the primary vault comes back online.

A. True, this is the default behavior
B. False, this is not possible
C. True, if the 'AllowFailback' setting is set to yes in the PADR.ini file.
D. True if the 'AllowFailback' setting is set to yes in the dbparm mi file

Answer: C

NEW QUESTION 115
Which of the following protocols need to be installed on a standalone vault server? Check all that apply.

A. Client for Microsoft Networks
B. QoS Packet Scheduler
C. File and Printer Sharing for Microsoft Networks
D. Internet Protocol version 4 (TCP/IPv4)
E. NIC Teaming Driver, if applicable

Answer: ABCD

NEW QUESTION 119
Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be accessible upon a planned Vault
restart? Choose all that apply

A. Store the CD in a physical safe and mount the CD every time vault maintenance is performed.
B. Copy the contents of the CD to the System Safe on the vault
C. Copy the contents of the CD to a folder on the vault server and secure it with NTFS permissions.
D. Store the server key in a Hardware Security Module.
E. Store the server key in the Provider cache

Answer: CD

NEW QUESTION 121
What utility is used to create or update a credential file?

A. CreateCredFile exe
B. CAVaultManager.exe
C. Central Policy Manager
D. Password Vault Web Access

Answer: A

Explanation: 
Reference: https://edoc.site/pas-install-and-configuration-pdf-free.html

NEW QUESTION 124
A first PSM server has been installed.
What should you confirm before installing any additional PSM servers?

A. The PSM ID of the first installed PSM server was changed and the additional PSM server can use the same PSM ID.
B. The user performing the installation is a direct owner in the PSMUnmanagedSessionAccounts Safe, PSM safe and member of PVWAMonitor group.
C. The user performing the installation is not a direct owner in the PSMUnmanagedSessionAccounts Saf
D. Most Voted
E. The path of the Recordings Folder must be different on all PSM installations.

Answer: C

NEW QUESTION 129
What is the recommended method to determine if a PVWA is unavailable and should be disabled in a load balancing pool?
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A. Monitor Port 443 on the PVWA server
B. Monitor Port 1858 on the PVWA server
C. Ping the PVWA server
D. Monitor Port 3389 on the PVWA server

Answer: B

NEW QUESTION 130
After installing the Vault, you need to allow Firewall Access for Windows Time service to sync with NTP servers 10.1.1.1 and 10.2.2.2.
What should you do?

A. Edit DBParm.ini to add: AllowNonStandardFWAddresses=[10.1.1.1,10.2.2.2],Yes,123:outbound/ud
B. Most Voted
C. Edit DBParm.ini to add: NTPServer=[10.1.1.1:123/UDP,10.2.2.2:123/UDP].
D. Edit DBParm.ini to add: AllowNonStandardFWAddresses=[10.1.1.1,10.2.2.2],Yes,123:outbound/udp,123:inbound/u dp.
E. Edit the Windows Firewall configuration to add a rule for Port 123/udp outbound to 10.1.1.1 and 10.2.2.2.

Answer: D

NEW QUESTION 134
In addition to disabling Windows services or features not needed for PVWA operations, which tasks does PVWA_Hardening.ps1 perform when run? (Choose two.)

A. performs IIS hardening
B. configures all group policy settings
C. renames the local Administrator Account
D. configures Windows Firewall
E. imports the CyberArk INF configuration

Answer: AD

NEW QUESTION 137
After installing the first PSM server and before installing additional PSM servers, you must ensure the user performing the installation is not a direct owner of which
safe?

A. PSMUnmanagedSessionAccounts Safe
B. PSMRecordingsSessionAccounts Safe
C. PSMUnmanagedApplicationAccounts Safe
D. PSMSessionBackupAccounts Safe

Answer: A

NEW QUESTION 138
What is the purpose of the PSM health check hardening?

A. Remove IIS settings which can be considered security vulnerabilities.
B. Validate that the PSM is ready to be placed behind a load balancer.
C. Confirm that the Windows Services for PSM are running on the server.
D. Ensure that the AppLocker script does not have any syntax errors.

Answer: A

NEW QUESTION 139
What is a step to enable NTP synchronization on a stand-alone Vault?

A. Run Powershell and add the NTP module.
B. Restart the organization's NTP servers.
C. Edit dbparm.ini and add a Firewall rule for the NTP address.
D. Restart the Vault Event Notification Engine service.

Answer: C

NEW QUESTION 142
What is required before the first CPM can be installed?

A. The environment must have at least one Vault and one PVWA installed.
B. The Vault environment must have at least one account stored in a safe.
C. Custom platforms must be downloaded from the CyberArk Marketplace.
D. The PSM component must be installed and proper functionality validated.

Answer: A

NEW QUESTION 143
You want to add an additional maintenance user on the PSM for SSH. How can you accomplish this if InstallCyberarkSSHD is set to Integrated?

A. Create a local user and add it to the PSMMaintenance Group.
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B. Create a local user called proxymng.
C. Create a local user and add it to group configured for the parameter AllowGroups in the/etc/sshd_config file
D. Create a local user, called psmpmng.

Answer: C

NEW QUESTION 147
What authentication methods can be implemented to enforce Two-Factor Authentication (2FA) for users authenticating to CyberArk using both the PVWA (through
the browser) and the PrivateArk Client?

A. LDAP and RADIUS Most Voted
B. CyberArk and RADIUS
C. SAML and Cyber Ark
D. SAML and RADIUS

Answer: A

NEW QUESTION 150
The Remote Desktop Services role must be property licensed by Microsoft.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 151
Which statement is correct about CPM behavior in a distributed Vault environment?

A. CPMs should only access the primary Vaul
B. When it is unavailable, CPM cannot access any Vault until another Vault is promoted as the new primary Vault.
C. CPMs should access only the satellite Vaults.
D. CPMs should only access the primary Vaul
E. When it is unavailable, CPM cannot access any Vault until the original primary Vault is operational again.
F. CPM should access all Vaults - primary and the satellite.

Answer: A

NEW QUESTION 154
Which components support load balancing? (Choose two.)

A. CPM
B. PVWA
C. PSM
D. PTA
E. EPV

Answer: BC

NEW QUESTION 159
There is a requirement for a password to change between 01:00 and 03:00 on Saturdays and Sundays; however, this does not work consistently.
Which platform setting may be the cause?

A. The Interval setting for the platform is incorrect and must be less than 120.
B. The ImmediateInterval setting for the platform is incorrect and must be greater than orequal to 1.
C. The DaysToRun setting for the platform is incorrect and must be set to Sat,Sun.
D. The HeadStartInterval setting for the platform is incorrect and must be set to 0.

Answer: AD

NEW QUESTION 162
What is a prerequisite step before CyberArk can be configured to support RADIUS authentication?

A. Log on to the PrivateArk Client, display the User properties of the user to configure, run the Authentication method drop-down list, and select RADIUS
authentication.
B. In the RADIUS server, define the CyberArk Vault as a RADIUS client/agen
C. Most Voted
D. In the Vault installation folder, run CAVaultManager as administrator with the SecureSecretFiles command.
E. Navigate to /Server/Conf and open DBParm.ini and set the RadiusServersInfo parameter.

Answer: B

NEW QUESTION 165
......
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