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NEW QUESTION 1

When email authentication is configured on Cisco ESA, which two key types should be selected on the signing profile? (Choose two.)

A. DKIM

B. Public Keys

C. Domain Keys
D. Symmetric Keys
E. Private Keys

Answer: AC

NEW QUESTION 2

Which setting affects the aggressiveness of spam detection?
A. protection level

B. spam threshold

C. spam timeout

D. maximum depth of recursion scan

Answer: B

NEW QUESTION 3

What are two prerequisites for implementing undesirable URL protection in Cisco ESA? (Choose two.)

A. Enable outbreak filters.

B. Enable email relay.

C. Enable antispam scanning.
D. Enable port bouncing.

E. Enable antivirus scanning.

Answer: AC

NEW QUESTION 4
DRAG DROP

Drag and drop the steps to configure Cisco ESA to use SPF/SIDF verification from the left into the correct order on the right.

Select and Place:

Associate the filter with a nominated
incoming mail policy.

Configure a filter to take necessary action
on SPF/SIDF verification results.

Create a custom mail-flow policy for verifying
incoming messages by using SPF/SIDF.

Test the results of message verification.

Configure a sendergroup to use the custom
mail-flow policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Associate the filter with a nominated Create a custom mail-flow policy for verifving
incoming mail policy. incoming messages by using SPF/SIDF.,
Configure a filter to take necessary action Configure a sendergroup to use the custom
on SPF/SIDF verification results. mail-flow policy.

Create a custom mail-flow policy for verifying Associate the filter with a nominated
incoming messages by using SPF/SIDF. incoming mail policy.

Configure a filter to take necessary action

Test the results of message verification. on SPE/SIDF verification results.

Configure a sendergroup to use the custom

; : Test the results of message verification.
mail-flow policy.

NEW QUESTION 5
Which suboption must be selected when LDAP is configured for Spam Quarantine End-User Authentication?

A. Designate as the active query
B. Update Frequency

C. Server Priority

D. Entity ID

Answer: A

NEW QUESTION 6

Which action must be taken before a custom quarantine that is being used can be deleted?
A. Delete the quarantine that is assigned to a filter.

B. Delete the quarantine that is not assigned to a filter.

C. Delete only the unused quarantine.

D. Remove the quarantine from the message action of a filter.

Answer: D

NEW QUESTION 7

Which two features of Cisco Email Security are added to a Sender Group to protect an organization against email threats? (Choose two.)

A. NetFlow

B. geolocation-based filtering

C. heuristic-based filtering

D. senderbase reputation filtering

E. content disarm and reconstruction

Answer: CD

NEW QUESTION 8
Which two statements about configuring message filters within the Cisco ESA are true? (Choose two.)

A. The filters command executed from the CLI is used to configure the message filters.

B. Message filters configuration within the web user interface is located within Incoming Content Filters.
C. The filterconfig command executed from the CLI is used to configure message filters.

D. Message filters can be configured only from the CLI.

E. Message filters can be configured only from the web user interface.

Answer: AD

NEW QUESTION 9

Which method enables an engineer to deliver a flagged message to a specific virtual gateway address in the most flexible way?
A. Set up the interface group with the flag.

B. Issue the altsrchost command.

C. Map the envelope sender address to the host.

D. Apply a filter on the message.

Answer: B

NEW QUESTION 10

Which feature must be configured before an administrator can use the outbreak filter for nonviral threats?

A. quarantine threat level
B. antispam
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C. data loss prevention
D. antivirus

Answer: B

NEW QUESTION 10
What is the default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam Quarantine?

A. 8025
B. 6443
C. 6025
D. 8443

Answer: C

NEW QUESTION 12
Which two certificate authority lists are available in Cisco ESA? (Choose two.)

A. default
B. system
C. user
D. custom
E. demo

Answer: BD

NEW QUESTION 16
Which two are configured in the DMARC verification profile? (Choose two.)

. hname of the verification profile

. minimum number of signatures to verify

. ESA listeners to use the verification profile

. message action into an incoming or outgoing content filter
. message action to take when the policy is reject/quarantine

mooOmpP

Answer: AE

NEW QUESTION 21
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