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NEW QUESTION 1
A Linux administrator needs to switch from text mode to GUI. Which of the following runlevels will start the GUI by default?

A. Runlevel 3
B. Runlevel 4
C. Runlevel 5
D. Runlevel 6

Answer: C

NEW QUESTION 2
A Linux administration is using a Linux system as a router. During the tests, the administrator discovers that IP packets are not being sent between the configured
interfaces.
Which of the following commands enables this feature for IPv4 networks?

A. cat /proc/sys/net/ipv4/ip_route > 1
B. echo “1” > /proc/sys/net/ipv4/ip_forward
C. echo “1” > /proc/sys/net/ipv4/ip_route
D. echo “1” > /proc/sys/net/ipv4/ip_net

Answer: B

NEW QUESTION 3
A Linux administrator is testing a new web application on a local laptop and consistently shows the following 403 errors in the laptop’s logs”

The web server starts properly, but an error is generated in the audit log. Which of the following settings should be enabled to prevent this audit message?

A. httpd_can_network_connect = 1
B. httpd_enable_scripting = 1
C. httpd_enable_homedirs = 1
D. httpd_enable_cgi = 1

Answer: A

NEW QUESTION 4
A Linux administrator is testing connectivity to a remote host on a shared terminal. The administrator wants to allow other users to access the terminal while the
command is executing.
Which of the following commands should the administrator use?

A. bg ping remotehost
B. fg ping remotehost
C. ping remotehost < results
D. ping remotehost &

Answer: C

NEW QUESTION 5
A user has connected a Bluetooth mouse to a computer, but it is not working properly. Which of the following commands should the systems administrator use to
fix the issue?

A. lsmod –i bluetooth
B. insmod bluetooth
C. modprobe –r bluetooth
D. depmod –i bluetooth

Answer: C

NEW QUESTION 6
A junior systems administrator is upgrading a package that was installed on a Red Hat-based system. The administrator is tasked with the following:
Update and install the new package.
Verify the new package version is installed.
Which of the following should be done to BEST accomplish these task? (Choose two.)

A. yum install <package name>
B. yum upgrade
C. rpm –e <package name>
D. rpm –qa
E. apt-get <package name>
F. apt-get upgrade

Answer: AD
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NEW QUESTION 7
A Linux administrator implemented a new HTTP server using the default configuration. None of the users on the network can access the server. If there is no
problem on the network or with the users’ workstations, which of the following steps will BEST analyze and resolve the issue?

A. Run netstat to ensure the port is correctly bound, and configure the firewall to allow access on ports 80 and 443
B. Run route to ensure the port is correctly bound, and configure the firewall to allow access on ports 80 and 443
C. Run netcat to ensure the port is correctly bound, and configure a static route to the web to allow access on ports 80 and 443
D. Run route to ensure the port is correctly bound, and configure SELinux to allow access on ports 80 and 443

Answer: C

NEW QUESTION 8
A systems administrator must clean up all application files in the directory /var/log/app. However, the company’s security policy requires the files to be kept on the
backup server for one year. The Linux server has only the tar and bzip2 packages installed.
Which of the following commands will package and compress the files?

A. tar –zcvf applicationfiles.tar.bz2 /var/log/app/*
B. tar –jcvf applicationfiles.tar.bz2 /var/log/app/*
C. tar –cvf applicationfiles.tar.bz2 /var/log/app/*
D. tar –xvf applicationfiles.tar.bz2 /var/log/app/*

Answer: C

NEW QUESTION 9
A Linux administrator is setting up a testing environment and needs to connect to a separate testing server using the production server name. The administrator
needs to override the hostname that the DNS is returning in order to use the test environment. Which of the following commands should be run on each of the
testing systems to BEST meet this goal?

A. # hostnamectl set-hostname “192.168.1.100 production.company.com”
B. # grep –i IP “${ip addr show} production.company.com” > /etc/resolv.conf
C. # ip addr add 192.168.1.100/24 dev eth0 && rndc reload production.company.com
D. # echo “192.168.1.100 production.company.com” >> /etc/hosts

Answer: A

NEW QUESTION 10
A Linux administrator needs the “tech” account to have the option to run elevated commands as root. Which of the following commands would BEST meet this
goal?

A. $ su – tech –c “/bin/bash”
B. # usermod –aG wheel tech
C. # sudo –I tech
D. # groupadd –u tech –g root

Answer: C

NEW QUESTION 10
A systems administrator is unable to reach other devices on the network and the Internet. The server is configured with the IP address 192.169.1.50/24 on eth0.
The server’s router is 192.168.1.1. The administrator reviews the output of route –n:

Which of the following commands should the administrator run to correct the issue?

A. route del default gw 192.168.2.1 eth0; route add default gw 192.168.1.1 eth0
B. route add –net 192.168.10.0 netmask 255.255.255.0 gw 192.168.2.1 eth0
C. route add 192.168.1.1 default 192.168.1.50 eth0
D. route host gw 192.168.1.1 eth0

Answer: B

NEW QUESTION 13
An administrator needs to create a shared directory in which all users are able, write, and execute its content but none of the regular users are able to delete any
content.
Which of the following permissions should be applied to this shared directory?

A. rwxrwxrwt
B. rwxrwxrws
C. rwxrwxrwx
D. rwxrwxrw*

Answer: C
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NEW QUESTION 18
A Linux server needs to be accessed, but the root password is not available.
Which of the following would BEST allow an administrator to regain access and set a new known password at the same time?

A. Boot into a single-user mode and reset the password via the passwd command.
B. Boot into a single-user mode and reset the password by editing the /etc/passwd file.
C. Boot into a single-user mode and reset the password by editing the /etc/shadow file.
D. Boot into a single-user mode and reset the password via the chage command.

Answer: A

NEW QUESTION 21
A Linux systems administrator is setting up SSH access with PKI for several using their newly created RSA keys. Which of the following MOST securely achieves
this task?

A. Use curl to copy each user’s public key file to the respective system
B. Use cp to copy each user’s public key file to the respective system
C. Use ssh-copy-id to copy each user’s public key file to the respective system
D. Use ssh-copy-id to copy each user’s private key file to the respective system

Answer: C

NEW QUESTION 23
As a Systems Administrator, to reduce disk space, you were tasked to create a shell script that does the following:
Add relevant content to /tmp/script.sh, so that it finds and compresses rotated files in /var/log without recursion.
INSTRUCTIONS
Fill the blanks to build a script that performs the actual compression of rotated log files.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 24
A Linux systems administrator installed a new web server, which failed while attempting to start. The administrator suspects that SELinux is causing an issue and
wants to temporarily put the system into permissive mode. Which of the following would allow the administrator to accomplish this?

A. echo SELINUX=PERMISSIVE >> /etc/sysconfig/selinux
B. setenforce 0
C. sestatus 0
D. chcon httpd_sys_content_t /var/

Answer: B

NEW QUESTION 28
The development team has automated their software build process so each time a change is submitted to the source code repository, a new software build is
compiled. They are requesting that the Linux operations team look into automating the deployment of the software build into the test environment. Which of the
following is the benefit to the development team for implementing deployment automation?

A. To ensure the build commits are also deployed to the test environment
B. To enable notifications when builds are deployed to the test environment
C. To ensure software builds in test are not accidentally deployed to production
D. To streamline the deployment process for deploying builds into test environments

Answer: D

NEW QUESTION 31
Which of the following is a difference between YAML and JSON?

A. Users can comment in YAML but not in JSON
B. JSON only curly brackets, while YAML only uses square brackets
C. JSON is used in web development, while YAML is used solely in back-end systems.
D. YAML has been deprecated for JSON.

Answer: A

NEW QUESTION 36
A systems administrator wants to know the current status of a series of dd jobs that were started in the background three hours ago.
Which of the following commands will achieve this task?

A. sudo killall –HUP dd
B. sudo killall dd
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C. sudo killall –TERM dd
D. sudo killall -USR1 dd

Answer: D

NEW QUESTION 40
A Linux administrator wants to fetch a Git repository from a remote Git server. Which of the following is the BEST command to perform this task?

A. git checkout
B. git clone
C. git merge
D. git config

Answer: B

NEW QUESTION 42
Which of the following BEST describes the purpose of the X11 system?

A. X11 provides graphical display capabilities
B. X11 provides command line capabilities
C. X11 provides networking capabilities
D. X11 provides telephony capabilities.

Answer: A

NEW QUESTION 43
Which of the following commands would show the default printer on a Linux system?

A. lpr
B. lpq
C. lpstat
D. lspci

Answer: B

NEW QUESTION 47
Which of the following statements BEST represents what the term “agentless” means regarding orchestration?

A. Installation of a tool is not required on the remote system to perform orchestration tasks
B. It facilitates version control when using infrastructure as code during orchestration
C. It automatically removes malware from the remote system during orchestration
D. A tool can only be accessed remotely to perform orchestration tasks

Answer: A

NEW QUESTION 51
Which of the following is modified to reconfigure the boot environment?

A. grub-mkconfig
B. grub.cfg
C. update-grub
D. grub2-mkconfig

Answer: C

NEW QUESTION 56
A systems administrator wants to deploy several applications to the same server quickly. Each application should be abstracted from the host with its own
dependencies and libraries and utilize a minimal footprint.
Which of the following would be BEST in this scenario?

A. Virtual machines
B. Type 2 hypervisor
C. Chroot jails
D. Containers

Answer: D

NEW QUESTION 61
A systems administrator has finished building a new feature for the monitoring software in a separate Git branch.
Which of the following is the BEST method for adding the new feature to the software’s master branch?

A. Merge the changes from the feature branch to the master branch.
B. Save the changes to the master branch automatically with each Git commit.
C. Clone the feature branch into the master branch.
D. Pull the changes from the feature branch into the master branch.
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Answer: A

NEW QUESTION 63
Which of the following is the BEST reason for not storing database files in the /var directory?

A. The /var filesystem is not fast enough for database files.
B. The number of files in /var is limited by the available inodes.
C. Files in /var do not have strict file permissions.
D. If log files fill up /var, it might corrupt the database.

Answer: D

NEW QUESTION 65
In order to comply with new security policies, an administrator needs to prevent the SSH server from using insecure algorithms.
Which of the following files should be edited to accomplish this?

A. /etc/ssh/sshd_config
B. /etc/ssh/ssh_config
C. ~/.ssh/ssh_config
D. /etc/ssh/known_hosts

Answer: A

NEW QUESTION 69
An administrator has modified the configuration file for a service. The service is still running but is not using the new configured values. Which of the following will
BEST remediate this issue?

A. kill -HUP
B. init 0
C. service start
D. renice -10

Answer: A

NEW QUESTION 71
A systems administrator needs to retrieve specific fields from a csv file. Which of the following tools would accomplish this task?

A. awk
B. sort
C. print
D. echo

Answer: A

NEW QUESTION 72
A Linux administrator is using a public cloud provider to host servers for a company’s website. Using the
provider’s tools, the administrator wrote a JSON file to define how to deploy the servers. Which of the following techniques did the administrator use?

A. Infrastructure as code
B. Build automation
C. Platform as a service
D. Automated configuration

Answer: B

NEW QUESTION 73
An administrator needs to deploy 100 identical CentOS workstations via PXE boot. Which of the following should the administrator use to minimize the amount of
interaction with the consoles needed?

A. Kickstart script
B. Ghost image on a distribution server
C. Hard disk duplicator
D. Hard disk duplicator
E. Ubiquity script

Answer: A

NEW QUESTION 76
A four-drive Linux NAS has been improperly configured. Each drive has a capacity of 6TB, for a total storage capacity of 24TB. To reconfigure this unit to be not
pluggable for drive replacement and provide total storage of 11TB to 12TB, which of the following would be the correct RAID configuration?
D18912E1457D5D1DDCBD40AB3BF70D5D

A. RAID 01
B. RAID 03
C. RAID 10
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D. RAID 50

Answer: C

NEW QUESTION 80
A Linux administrator needs to remotely update the contents of the www.comptia.org/contacts URL.
Which of the following commands would allow the administrator to download the current contents of the URL before updating?

A. curl www.comptia.org/contacts
B. dig www.comptia.org/contacts
C. apt-get www.comptia.org/contacts
D. yum list www.comptia.org/contacts

Answer: A

NEW QUESTION 85
A junior system administrator had trouble installing and running an Apache web server on a Linux server. You have been tasked with installing the Apache web
server on the Linux server and resolving the issue that prevented the junior administrator from running Apache.
INSTRUCTIONS
Install Apache and start the service. Verify that the Apache service is running with the defaults. Typing “help” in the terminal will show a list of relevant commands.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. CentOS Command Prompt

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 89
Find the file named core and remove it from the system. INSTRUCTIONS
Type “help” to display a list of available commands.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

A. Mastered
B. Not Mastered

Answer: A
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Explanation: 

NEW QUESTION 92
A Linux system is running normally when the systems administrator receives an alert that one application spawned many processes. The application is consuming
a lot of memory, and it will soon cause the machine to become unresponsive. Which of the following commands will stop each application process?

A. kill ‘pidof application’
B. killall application
C. kill -9 ‘ps –aux | grep application’
D. pkill -9 application

Answer: B

NEW QUESTION 95
A Linux administrator wants to obtain a list of files and subdirectories in the /etc directory that contain the word “services”. Once the files and subdirectories are
discovered, they should be listed alphabetically in the /var/tmp/foundservices file. Which of the following shell scripts will accomplish this task?

A. #/bin/bashfind /etc –name services | sort > /var/tmp/foundservices
B. #/bin/bashlocate /etc –sort –name services > /var/tmp/foundservices
C. #/bin/bashfind –name services –sort </var/tmp/foundservices
D. #/bin/bashfind /etc –name services –sort > /var/tmp/foundservices

Answer: B

NEW QUESTION 96
An administrator needs to mount the shared NFS file system testhost:/testvolume to mount point /mnt/testvol and make the mount persistent after reboot.
Which of the following BEST demonstrates the commands necessary to accomplish this task?

A. 

B. 

C. 

D. 

Answer: C

NEW QUESTION 101
A systems administrator configured a new kernel module, but it stopped working after reboot. Which of the following will allow the systems administrator to check
for module problems during server startup?

A. lsmod
B. modprobe
C. modinfo
D. dmesg

Answer: C

NEW QUESTION 102
Ann, a junior systems administrator, is required to add a line to the /etc/yum.conf file. However, she receives the following error message when she tries to add the
line:
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Ann performs some diagnostics to attempt to find the root cause:

Which of the following commands should Ann execute to write content to /etc/yum?

A. chmod 755 /etc/yum.conf
B. setfacl –m m:rw /etc/yum.conf
C. chattr –I /etc/yum.conf
D. setenforce 0

Answer: A

NEW QUESTION 103
A Linux administrator retrieved a repository of files from a Git server using git clone. The administrator wants to see if a configuration file was added to the
repository. Which of the following Git arguments should be used to see the recent modifications?

A. fetch
B. log
C. init
D. pull

Answer: D

NEW QUESTION 108
A user attempts to use the mount -a command but gets the following error: mount: mount point /mnt/test does not exist
Which of the following commands best describes the action the Linux administrator should take NEXT?

A. mount –a /mnt/test
B. mkdir –p /mnt/test
C. mdadm –p /mnt/test
D. mkfs /mnt/test
E. touch /mnt/test

Answer: B

NEW QUESTION 113
An administrator needs to see the type of CPU that a server is running. Which of the following files contains this information?

A. /proc/cpuinfo
B. /etc/devices/info.conf
C. /dev/proc/cpu
D. /sys/dev/cpuinfo

Answer: A

NEW QUESTION 114
A systems administrator suspects a process with a PID of 2864 is consuming resources at an alarming rate. The administrator uses the command renice -n -5
-p2864, but it does not solve the issue. Which of the
following commands should the administrator execute to correct the issue?

A. nice -n 5 -p 2864
B. nice -n -5 -p 2864
C. renice -n 10 -p 2864
D. renice -n -10 -p 2864

Answer: D

NEW QUESTION 115
An administrator reviews the following configuration file provided by a DevOps engineer:
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Which of the following would the application parsing this file MOST likely have to support?

A. YAML
B. AJAX
C. JSON
D. SOAP

Answer: C

NEW QUESTION 117
A Linux administrator needs to take stock of USB devices attached to the system. Which of the following commands would be BEST to complete this task?

A. lspci
B. lsusb
C. cat /proc/USB
D. modprobe -–usb

Answer: B

NEW QUESTION 120
Which of the following are Linux desktop managers? (Choose two.)

A. KDE
B. GNOME
C. GUI
D. VNC
E. X11
F. SPICE

Answer: AB

NEW QUESTION 122
An administrator is analyzing a Linux server which was recently hacked.
Which of the following will the administrator use to find all unsuccessful login attempts?

A. nsswitch
B. faillock
C. pam_tally2
D. passwd

Answer: C

NEW QUESTION 127
A Linux systems administrator wants the ability to access systems remotely over SSH using RSA authentication. to which of the following files should the RSA
token be added to allow this access?

A. authorized_keys
B. ~/.ssh/ssh_config
C. id_rsa.pub
D. known_hosts

Answer: C

NEW QUESTION 132
A member of the production group issues the following command:
echo "Monday through Friday" > /production_docs/days
The command fails to execute, so the user obtains the following output: drwxr--r-- root production 0 Jun 16 2018 production
-rw-r--r-- production production 4096 Jun 14 2018 days
Which of the following commands should the user execute to BEST fix the issue?

A. chmod g+w production to change the permissions of the days file
B. chgrp root production_docs/days to change the group ownership of the production_docs/ days file
C. chmod g+S production to set the GUID on the production_docs directory
D. chown production to change the ownership of the production_docs directory
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Answer: D

NEW QUESTION 136
An administrator needs to see a list of the system user’s encrypted passwords. Which of the following Linux files does the administrator need to read?

A. /etc/shadow
B. /etc/skel
C. /etc/passwd
D. /etc/pw

Answer: C

NEW QUESTION 141
A systems administrator has received reports of intermittent network connectivity to a particular website. Which of the following is the BEST command to use to
characterize the location and type of failure over the course of several minutes?

A. mtr www.comptia.org
B. tracert www.comptia.org
C. ping www.comptia.org
D. netstat www.comptia.org

Answer: B

NEW QUESTION 144
Which of the following configuration files should be modified to disable Ctrl-Alt-Del in Linux?

A. /etc/inittab
B. ~/.bash_profile
C. /etc/securetty
D. /etc/security/limits.conf

Answer: A

NEW QUESTION 148
A Linux storage administrator wants to create a logical volume group. Which of the following commands is required to start the process?

A. pvcreate
B. vgcreate
C. lvcreate
D. mkfs.xfs

Answer: B

NEW QUESTION 152
A systems administrator is configuring options on a newly installed Linux VM that will be deployed to the Pacific time zone. Which of the following sets of
commands should the administrator execute to accurately configure the correct time settings?

A. cd /etcln –s /usr/share/zoneinfo/US/Pacific localtime
B. cd /usr/localln –s /usr/share/zoneinfo/US/Pacific zoneinfo
C. cd /etc/localln –s /usr/share/zoneinfo/US/Pacific localtime
D. cd /usr/share/localln –s /usr/share/zoneinfo/US/Pacific localectl

Answer: A

NEW QUESTION 157
A Linux systems administrator needs to copy the contents of a directory named “working” on the local working system to a folder /var/www/html on a server
named “corporate-web”.
Which of the following commands will allow the administrator to copy all the contents to the web server?

A. scp –r working/* webuser@corporate-web:/var/www/html
B. tar working/* webuser@corporate-web:/var/www/html
C. cp –r working/* webuser@corporate-web:/var/www/html
D. mv working webuser@corporate-web:/var/www/html

Answer: A

NEW QUESTION 160
A systems administrator is enabling quotas on the /home directory of a Linux server. The administrator makes the appropriate edits to the /etc/fstab file and
attempts to issue the commands to enable quotas on the desired directory. However, the administrator receives an error message stating the filesystem does not
support quotas. Which of the following commands should the administrator perform to proceed?

A. mount –o remount /home
B. quotacheck -cg
C. edquota /home
D. quotaon /home
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Answer: D

NEW QUESTION 163
A junior Linux administrator is setting up system-wide configuration settings. The goal is to ensure the PATH environment variable includes the following locations
for all users who log into a Linux system.

The administrator issues the following commands at the terminal:

Respectively, the output of these commands is as follows:

Given this output, which of the following would be the BEST action for the administrator to perform to address this issue?

A. Update the /etc/profile.d file using a text editor, navigate to the PATH element add the missing locations, and run the bash_completion.sh script to update the
changes.
B. Update the /etc/profile file using a text editor, navigate to the PATH element, add the missing locations and run the . /etc/profile command to update the
changes.
C. Update the /etc/profile.d file using a text editor, navigate to the PATH element, add the missing locations, and reboot to update the changes.
D. Update the /etc/profile file using a text editor navigate to the PATH element, add the missing locations, and restart the bash process to update the changes.

Answer: B

NEW QUESTION 167
A Linux administrator built a GitLab server. Later that day, a software engineer tried to access the server to upload the repository during the final step of
installation. The software engineer could not access the website. Which of the following firewall rules would allow access to this site?

A. iptables –A INPUT –p tcp –m multiport --dports 80,443 –m conntrack –cstate NEW, ESTABLISHED –j ACCEPT
B. iptables –A INPUT –p tcp –m multiport --dports 80,443 –m conntrack –cstate ESTABLISHED –j ACCEPT
C. iptables –A INPUT –p tcp –m multiport --dports 80,443 –m conntrack –cstate RELATED, ESTABLISHED –j ACCEPT
D. iptables –A INPUT –p tcp –m multiport --dports 80,443 –m conntrack –cstate NEW, ESTABLISHED –j REJECT

Answer: C

NEW QUESTION 170
A junior systems administrator created a new filesystem /dev/sda1 with mountpoint /data and added it to the
/etc/fstab for auto-mounting.
When the systems administrator tries to mount the file system, the system refuses. Given the output below:

Which of the following steps is necessary?

A. Change the filesystem from /dev/sda1 to /dev/sda2 and reboot.
B. Change the options to auto,dev,sync,rw,nosuid and run the mount -a command.
C. Change the mount point to data and reboot.
D. Change the dump column to 1 and run the mount -a command.

Answer: B

NEW QUESTION 173
A junior Linux administrator is updating local name resolution to support IPv6. The administrator issues the command cat /etc/hosts and receives the following
output: 127.1.1.1 localhost
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Which of the following actions should the administrator perform to accomplish this task?

A. Modify the /etc/hosts file, and add the ipv6 localhost entry to the file.
B. Modify the /etc/hosts file, and add the ::1 localhost entry to the file.
C. Modify the /etc/hosts file, and add the ipv4 localhost entry to the file.
D. Modify the /etc/hosts file, and add the 0.0.0.0 localhost entry to the file.

Answer: D

NEW QUESTION 177
An engineer is working on a production application deployment that requires changing a web application property file called server.property that is managed by the
Git version control system. A cloned copy of the remote repository in which the server.property file exists is on the local desktop computer. The engineer makes
appropriate changes to the files, saves it as server.property, and executes git commit –m “changed the property file” server.property. Which of the following
commands did the engineer fail to perform?

A. git init server.property
B. git merge server.property
C. git add server.property
D. git push server.property

Answer: D

NEW QUESTION 182
......
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