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NEW QUESTION 1

A company's application runs on Amazon EC2 instances behind an Application Load Balancer (ALB) The instances run in an Amazon EC2 Auto Scaling group
across multiple Availability Zones On the first day of every month at midnight the application becomes much slower when the month-end financial calculation batch
executes This causes the CPU utilization of the EC2 instances to immediately peak to 100%. which disrupts the application

What should a solutions architect recommend to ensure the application is able to handle the workload and avoid downtime?

A. Configure an Amazon CloudFront distribution in front of the ALB

B. Configure an EC2 Auto Scaling simple scaling policy based on CPU utilization

C. Configure an EC2 Auto Scaling scheduled scaling policy based on the monthly schedule.
D. Configure Amazon ElastiCache to remove some of the workload from the EC2 instances

Answer: C

NEW QUESTION 2

A solutions architect is optimizing a website for an upcoming musical event Videos of the performances will be streamed in real time and then will be available on
demand The event is expected to attract a global online audience

Which service will improve the performance of both the real-time and on-demand streaming?

A. Amazon CloudFront

B. AWS Global Accelerator

C. Amazon Route 53

D. Amazon S3 Transfer Acceleration

Answer: A

NEW QUESTION 3

A company is planning to migrate a business-critical dataset to Amazon S3. The current solution design uses a single S3 bucket in the us-east-1 Region with
versioning enabled to store the dataset. The company's disaster recovery policy states that all data multiple AWS Regions.

How should a solutions architect design the S3 solution?

A. Create an additional S3 bucket in another Region and configure cross-Region replication.

B. Create an additional S3 bucket in another Region and configure cross-origin resource sharing (CORS).

C. Create an additional S3 bucket with versioning in another Region and configure cross-Region replication.

D. Create an additional S3 bucket with versioning in another Region and configure cross-origin resource (CORS).

Answer: C

NEW QUESTION 4

An application running on AWS uses an Amazon Aurora Multi-AZ deployment for its database When evaluating performance metrics, a solutions architect
discovered that the database reads are causing high 1/0 and adding latency to the write requests against the database

What should the solutions architect do to separate the read requests from the write requests?

A. Enable read-through caching on the Amazon Aurora database

B. Update the application to read from the Multi-AZ standby instance

C. Create a read replica and modify the application to use the appropriate endpoint

D. Create a second Amazon Aurora database and link it to the primary database as a read replica.

Answer: C

NEW QUESTION 5

A start-up company has a web application based in the us-east-1 Region with multiple Amazon EC2 instances running behind an Application Load Balancer across
multiple Availability Zones. As the company’s user base grows in the us-west-1 Region, it needs a solution with low latency and high availability.

What should a solutions architect do to accomplish this?

A. Provision EC2 instances in us-west-1. Switch the Application Load Balancer to a Network Load Balancer to achieve cross-Region load balancing.

B. Provision EC2 instances and an Application Load Balancer in us-west-1. Make the load balancer distribute the traffic based on the location of the request.
C. Provision EC2 instances and configure an Application Load Balancer in us-west-1. Create an accelerator in AWS Global Accelerator that uses an endpoint
group that includes the load balancer endpoints in both Regions.

D. Provision EC2 instances and configure an Application Load Balancer in us-west-1. Configure Amazon Route 53 with a weighted routing polic

E. Create alias records in Route 53 that point to the Application Load Balancer.

Answer: B

NEW QUESTION 6

A company's legacy application is currently relying on a single-instance Amazon RDS MySQL database without encryption Due to new compliance requirements,
all existing and new data in this database must be encrypted

How should this be accomplished?

A. Create an Amazon S3 bucket with server-side encryption enabled Move all the data to Amazon S3 Delete the RDS instance

B. Enable RDS Multi-AZ mode with encryption at rest enabled Perform a failover to the standby instance to delete the original instance

C. Take a snapshot of the RDS instance Create an encrypted copy of the snapshot Restore the RDS instance from the encrypted snapshot

D. Create an RDS read replica with encryption at rest enabled Promote the read replica to master and switch the application over to the new master Delete the old
RDS instance.

Answer: C
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NEW QUESTION 7

A solutions architect at an ecommerce company wants to back up application log data to Amazon S3 The solutions architect is unsure how frequently the logs will
be accessed or which logs will be accessed the most The company wants to keep costs as low as possible by using the appropriate S3 storage class.

Which S3 storage class should be implemented to meet these requirements?

A. S3 Glacier

B. S3 Intelligent-Tiering

C. S3 Standard-Infrequent Access (S3 Standard-IA)
D. S3 One Zone-Infrequent Access (S3 One Zone-IA)

Answer: D

Explanation:

S3 One Zone-IA is for data that is accessed less frequently, but requires rapid access when needed. Unlike other S3 Storage Classes which store data in a
minimum of three Availability Zones (AZs), S3 One Zone-IA stores data in a single AZ and costs 20% less than S3 Standard-IA. S3 One Zone-IA is ideal for
customers who want a lower-cost option for infrequently accessed data but do not require the availability and resilience of S3 Standard or S3 Standard-IA. It's a
good choice for storing secondary backup copies of on-premises data or easily re-creatable data. You can also use it as cost-effective storage for data that is
replicated from another AWS Region using S3 Cross-Region Replication.

NEW QUESTION 8

A company's website is used to sell products to the public The site runs on Amazon EC2 instances in an Auto Scaling group behind an Application Load Balancer
(ALB) There is also an Amazon CloudFront distribution and AWS WAF is being used to protect against SQL injection attacks The ALB is the origin for the
CloudFront distribution A recent review of security logs revealed an external malicious IP that needs to be blocked from accessing the website

What should a solutions architect do to protect the application"?

A. Modify the network ACL on the CloudFront distribution to add a deny rule for the malicious IP address

B. Modify the configuration of AWS WAF to add an IP match condition to block the malicious IP address

C. Modify the network ACL for the EC2 instances in the target groups behind the ALB to deny the malicious IP address
D. Modify the security groups for the EC2 instances in the target groups behind the ALB to deny the malicious IP address

Answer: B

NEW QUESTION 9

A marketing company is storing CSV files in an Amazon S3 bucket for statistical analysis An application on an Amazon EC2 instance needs permission to
efficiently process the CSV data stored in the S3 bucket.

Which action will MOST securely grant the EC2 instance access to the S3 bucket?

A. Attach a resource-based policy to the S3 bucket

B. Create an 1AM user for the application with specific permissions to the S3 bucket

C. Associate an 1AM role with least privilege permissions to the EC2 instance profile

D. Store AWS credentials directly on the EC2 instance for applications on the instance to use for API calls

Answer: C

NEW QUESTION 10

A financial services company has a web application that serves users in the United States and Europe The application consists of a database tier and a web server
tier The database tier consists of a MySQL database hosted in us-east-1 Amazon Route 53 geoproximity routing is used to direct traffic to instances in the closest
Region A performance review of the system reveals that European users are not receiving the same level of query performance as those in the United States
Which changes should be made to the database tier to improve performance?

A. Migrate the database to Amazon RDS for MySQL Configure Multi-AZ in one of the European Regions

B. Migrate the database to Amazon DynamoDB Use DynamoDB global tables to enable replication to additional Regions

C. Deploy MySQL instances in each Region Deploy an Application Load Balancer in front of MySQL to reduce the load on the primary instance

D. Migrate the database to an Amazon Aurora global database in MySQL compatibility mode Configure read replicas in one of the European Regions

Answer: D

NEW QUESTION 10

A solutions architect is designing storage for a high performance computing (HPC) environment based on Amazon Linux. The workload stores and processes a
large amount of engineering drawings that require shared storage and heavy computing.

Which storage option would be the optimal solution?

A. Amazon Elastic File System (Amazon EFS)
B. Amazon FSx for Lustre

C. Amazon EC2 instance store

D. Amazon EBS Provisioned IOPS SSD (iol)

Answer: B

NEW QUESTION 15

A web application is deployed in the AWS Cloud It consists of a two-tier architecture that includes a web layer and a database layer The web server is vulnerable
to cross-site scripting (XSS) attacks

What should a solutions architect do to remediate the vulnerability?

A. Create a Classic Load Balancer Put the web layer behind the load balancer and enable AWS WAF

B. Create a Network Load Balancer Put the web layer behind the load balancer and enable AWS WAF

C. Create an Application Load Balancer Put the web layer behind the load balancer and enable AWS WAF

D. Create an Application Load Balancer Put the web layer behind the load balancer and use AWS Shield Standard
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Answer: C

NEW QUESTION 20

A company has been storing analytics data in an Amazon RDS instance for the past few years. The company asked a solutions architect to find a solution that
allows users to access this data using an API The expectation is that the application will experience periods of inactivity but could receive bursts of traffic within
seconds

Which solution should the solutions architect suggest?

A. Set up an Amazon API Gateway and use Amazon ECS.

B. Set up an Amazon AP| Gateway and use AWS Elastic Beanstalk.

C. Set up an Amazon AP| Gateway and use AWS Lambda functions

D. Set up an Amazon API Gateway and use Amazon EC2 with Auto Scaling

Answer: C

NEW QUESTION 23

Organizers for a global event want to put daily reports online as static HTML pages The pages are expected to generate millions of views from users around the
world The files are stored in an Amazon S3 bucket A solutions architect has been asked to design an efficient and effective solution

Which action should the solutions architect take to accomplish this?

A. Generate presigned URLSs for the files

B. Use cross-Region replication to all Regions

C. Use the geoproximity feature of Amazon Route 53

D. Use Amazon CloudFront with the S3 bucket as its origin

Answer: D

NEW QUESTION 27

A company hosts an application on multiple Amazon EC2 instances The application processes messages from an Amazon SQS queue writes to an Amazon RDS
table and deletes the message from the queue Occasional duplicate records are found in the RDS table The SQS gueue does not contain any duplicate messages
What should a solutions archived do to ensure messages are being processed once only?

A. Use the CreateQueue API call to create a new queue

B. Use the AddPermission API call to add appropriate permissions

C. Use the ReceiveMessage API call to set an appropriate wait time.

D. Use the ChangeMessageVisibility API call to increase the visibility timeout

Answer: D

NEW QUESTION 28

A solutions architect is deploying a distributed database on multiple Amazon EC2 instances The database stores all data on multiple instances so it can withstand
the loss of an instance The database requires block storage with latency and throughput to support several million transactions per second per server

Which storage solution should the solutions architect use?

A. Amazon EBS

B. Amazon EC2 instance store
C. Amazon EFS

D. Amazon S3

Answer: B

NEW QUESTION 29

A solutions architect is implementing a document review application using an Amazon S3 bucket for storage

The solution must prevent accidental deletion of the documents and ensure that all versions of the documents are available Users must be able to download,
modify, and upload documents

Which combination of actions should be taken to meet these requirements'? (Select TWO )

A. Enable a read-only bucket ACL

B. Enable versioning on the bucket

C. Attach an 1AM policy to the bucket
D. Enable MFA Delete on the bucket
E. Encrypt the bucket using AWS KMS

Answer: BD

NEW QUESTION 31

A company is hosting a web application on AWS using a single Amazon EC2 instance that stores

user-uploaded documents in an Amazon EBS volume For better scalability and availability the company duplicated the architecture and created a second EC2
instance and EBS volume in another Availability Zone: placing both behind an Application Load Balancer After completing this change users reported that each
time they refreshed the website they could see one subset of their documents or the other but never all of the documents at the same time

What should a solutions architect propose to ensure users see all of their documents at once”

A. Copy the data so both EBS volumes contain all the documents

B. Configure the Application Load Balancer to direct a user to the server with the documents

C. Copy the data from both EBS volumes to Amazon EFS Modify the application to save new documents to Amazon EPS

D. Configure the Application Load Balancer to send the request to both servers Return each document from the correct server
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Answer: C

NEW QUESTION 36

A company runs an application on a group of Amazon Linux EC2 instances The application writes log files using standard API calls For compliance reasons, all log
files must be retained indefinitely and will be analyzed by a reporting tool that must access all files concurrently

Which storage service should a solutions architect use to provide the MOST cost-effective solution?

A. Amazon EBS

B. Amazon EFS

C. Amazon EC2 instance store
D. Amazon S3

Answer: D

NEW QUESTION 40

A company has an application that calls AWS Lambda functions A recent code review found database credentials stored in the source code The database
credentials need to be removed from the Lambda source code The credentials must then be securely stored and rotated on an ongoing basis to meet security
policy requirements

What should a solutions architect recommend to meet these requirements?

A. Store the password in AWS CloudHSM Associate the Lambda function with a role that can retrieve the password from CloudHSM given its key ID

B. Store the password in AWS Secrets Manager Associate the Lambda function with a role that can retrieve the password from Secrets Manager given its secret
ID

C. Move the database password to an environment variable associated with the Lambda function Retrieve the password from the environment variable upon
execution

D. Store the password in AWS Key Management Service (AWS KMS) Associate the Lambda function with a role that can retrieve the password from AWS KMS
given its key 1D

Answer: B

NEW QUESTION 41

A product team is creating a new application that will store a large amount of data The data will be analyzed hourly and modified by multiple Amazon EC2 Linux
instances The application team believes the amount of space needed will continue to grow for the next 6 months

Which set of actions should a solutions architect take to support these needs'?

A. Store the data in an Amazon EBS volume Mount the EBS volume on the application instances

B. Store the data in an Amazon EFS file system Mount the file system on the application instances

C. Store the data in Amazon S3 Glacier Update the vault policy to allow access to the application instances

D. Store the data in Amazon S3 Standard-Infrequent Access (S3 Standard-1A) Update the bucket policy to allow access to the application instances

Answer: B

NEW QUESTION 45

A solutions architect is designing an application for a two-step order process The first step is synchronous and must return to the user with little latency The second
step takes longer, so it will be implemented in a separate component Orders must be processed exactly once and in the order in which they are received

How should the solutions architect integrate these components?

A. Use Amazon SQS FIFO queues.

B. Use an AWS Lambda function along with Amazon SQS standard queues

C. Create an SNS topic and subscribe an Amazon SQS FIFO queue to that topic

D. Create an SNS topic and subscribe an Amazon SQS Standard queue to that topic.

Answer: C

NEW QUESTION 48

A solutions architect needs to design a managed storage solution for a company's application that includes high-performance machine learning This application
runs on AWS Fargate and the connected storage needs to have concurrent access to files and deliver high performance.

Which storage option should the solutions architect recommend?

A. Create an Amazon S3 bucket for the application and establish an 1AM role for Fargate to communicate with Amazon S3

B. Create an Amazon FSx for Lustre file share and establish an 1AM role that allows Fargate to communicate with FSx for Lustre.

C. Create an Amazon Elastic File System (Amazon EFS) file share and establish an 1AM role that allows Fargate to communicate with Amazon EFS.

D. Create an Amazon Elastic Block Store (Amazon EBS) volume for the application and establish an 1AM role that allows Fargate to communicate with Amazon
EBS

Answer: B

NEW QUESTION 52

A company runs an internal browser-based application The application runs on Amazon EC2 instances behind an Application Load Balancer The instances run in
an Amazon EC2 Auto Scaling group across multiple Availability Zones The Auto Scaling group scales up to 20 instances during work hours, but scales down to 2
instances overnight Staff are complaining that the application is very slow when the day begins, although it runs well by mid-morning.

How should the scaling be changed to address the staff complaints and keep costs to a minimum?

A. Implement a scheduled action that sets the desired capacity to 20 shortly before the office opens

B. Implement a step scaling action triggered at a lower CPU threshold, and decrease the cooldown period.

C. Implement a target tracking action triggered at a lower CPU threshold and decrease the cooldown period

D. Implement a scheduled action that sets the minimum and maximum capacity to 20 shortly before the office opens
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Answer: B

NEW QUESTION 55

A company wants to migrate a high performance computing (HPC) application and data from on-premises to the AWS Cloud The company uses tiered storage on
premises with hot high-performance parallel storage to support the application during periodic runs of the application and more economical cold storage to hold the
data when the application is not actively running

Which combination of solutions should a solutions architect recommend to support the storage needs of the application? (Select TWO )

A. Amazon S3 for cold data storage

B. Amazon EFS for cold data storage

C. Amazon S3 for high-performance parallel storage

D. Amazon FSx for Lustre for high-performance parallel storage

E. Amazon FSx for Windows for high-performance parallel storage

Answer: AD

NEW QUESTION 58
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